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Kubemetes Server Controller Manager Scheduler

Authentication, Authorization and Admission Control

api-server: central server

_ Controller-manger

REST Inerface | | Scheduler
Authentication/Authorization/Admission Control

etcd: kv store

Kubernetes Client Kubernetes Client

Kubelet KubaProwy Kubsalat KubeProxy

Pod

Pod 0
[contaner | = kubelet: FEBNEN/EIEN L=
% | | - kubeproxy: REEIR/EEMW

machine machine machine




K8SHHRAIARIE

Pod: BRSSiTRIRYER
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Deployment-gB&:

Hgl— 1 "WebMHiER, HliMiEdb, frontendflbackendBR5ZES4E

Service-BRS5: BF2FWebRBIZFRIFH.
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KSSZLIgehE (v1.12.7)
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PodZfRE
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apiversion: policy/vlbeta
kind:podsecuritypolicy

;ﬁ*ﬂ metadata: kind: ClusterRole
z name: privileged apiVersion: rbac.authorization.k8s.i
N AS - Bpaos s .2 metadaii;m- Administrator
BT e |
fsGroup: rules:

rule: RunAsAny - api Group : pol cy j
: D

seLinux:
rule: RunAsAny

ENEH (BFpod, BBES)

TH%J Eﬁ EE} %J Define a Pod Security Policy Use a Pod Security Policy
PodZIBER Pod ZE£ R




Header

@ (token)

Body

(create pod)

spec: (yaml)

User
(client)

(Service Accoun

Authentication
(api-server)

resource: [podsecuritypolicy]
name: [psp1]

Podsecuritypolicy psp1
- allowedHostPaths:
- prefix: /tmp/

- resource: [pod, events]
- verbs: [get, create]

RoleBinding
sal <-> dev

Authorization
(api-server)

Security
context

Admission Control
(api-server)

K8SHELEINEEE: EJEEPod

Begin
Pod Createion
Using Docker

Kubelet
(worker node)
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[AJR: K8STEaRE = (Ekube-systemPBENIAIRS pod, ENABR T, BFEPRYME apodEBETLA
IHIAIX LRSS,

* CVE~f7: kube-dns pod,

AR : api-servera] LUEITixm6443_EAY{EAIpodifial, #1ERapi-serverfiFER AR, Bt
BISIEEESE,
e CVERfI:


https://github.com/kubernetes/kops/issues/3512
https://www.twistlock.com/labs-blog/demystifying-kubernetes-cve-2018-1002105-dead-simple-exploit/
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INIESES

AR : RECNIREASMEZRE, ELtiIRapi-serverAERAHTTP, NS AIEEHEE.
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kubectl create clusterrole secretadmin —--verb=get --verb=list --
verb=create —--verb=update —--resource=secret

MNRIRZEZEEENR, RMAEE1T kubectl get secret, LIFKEXsecret,
BE, NREFNEFEEpod:

- resource: [podsecuri typolicy] 1
- name: [psp1]

apiversiom: vl
kind: pod . lu...
medtadata:

- name: mypod-sa-vul
spec:

containers:

- name: mypod-sa
image: alpine
volumemounts:

- name: foo
mountpath: “/etc/foo"

volumes: AJRERNEEIEHE: ENX PodSecruityPolicy, FEMA
secret: fﬁitFﬁlj’t)\"':ﬁ_{ﬁg o

secretname: mysecret

EE—#HY Pod BRAZETS
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BRI PRIEH
@R Pod B LABIS REXEMBARSS PR SRR AR,

AP SRS sa1f8XEX,

BR, AILMERS— MRS IKF sa28lE—1pod

Secret Token e N e F v
apiVersion: vl API Server i P S Comanps

H H | -allowedHostPaths
kind: pod U i po
medtadata: L L N ’ : : 0
- name: mypod-sal - o @ . Create

T i : H Y Begin
Kind:-pod \ y : H t[  Pod Createion
spec: _—"Spec: . : H “|  Using Docker

. 3 o - ServiceAccount: Bob A ( ) ; i
serviceAccountName: sa2 —————— | container: i 4

containers: O - - image: alice:mal
- name: mypodl _ \; Bo s : : :
image : maliciou s _a lpine y - ~ User i Authenicaton H Authorization H Admission Control | Kubelet

(client) D (apiserver) H (api-server) : (api-server) i (worker node)
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[BJR: K8SFtiFpodIRGTEMEZE, FlaN/tmp/, /var/log
5002, IRFEBRFREEAS, B2BREBENIRETE]podiYisZ Z=iE.
J&iE: CVE-2017-1002101

apiVersion: vl
kind: pod
medtadata:
- name: vuln-container3

Subpath

EpeC :
containers:
- namsa: vuln-containerl
image: alpine

volumeMounts:
= mountPath: Swvol
name: host-volumel
= volumes:
rAme host—-volumal
hostPath:
path: ‘ /tmp/test/sym #

ffoo/symlink ——= fusr/bin/ ‘ Local Volume

Host File System

tmpftluo/ ‘ ‘
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+ PodiSEIRS REELAIINE
+ PodfIBMEIFERTR

« PodHUBFSEEan[EHA
« PodYBER4FIN

MZIREIpod AR

api-server

* PodAJLAi5[alapi-server
* Api-server{Z{EiwiHA

« PodRXFapi-serverfyBIR

PR

. ?EX’EEa pi-serverdi3Z|

NENE
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ERRFUER

 Flat network or
+ Bepia&lapi-server

RERNEHIpodHY
DDoSKh

 Podra]LAi7iR] 2
* PodE2glEpodiNfR
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£5FRBAC 5 E)Z?'HZEE o HIREIRIPodE B CEpodiY |« EBE T HEISINIRS K,
UNE I}

HENPIZ B = o HHEFIAIPodE— MEFIPod

- FRSE=TH A
ST * Hostpath Mount 1R

BRET docker.sock « Hostpath Mount YR

KRR T EERFA  Pode]LUREEFA A o EUMWITERIRE (BE
HE1FNE Bl podiR)




— RSB

#AEBmiEN T RiEAAWeb Portal Pod

TakubectiFHEiflapi-server
IRIRGER: (1) HFABHNpodEL SRS SA1EIE T podfifR
(2) ®EB—1 db podBEZLEE 7"/ tmp /" EHEEE
(3) db podfRSSMKS/ISA2

glEE—1 " #FRIpod
- ZpodBEEZZWHAIWeb[ P E %
» 1Zpod{FE RS M SA2FImount / tmp /3443

FIAFAYpod
(1) BUE/ tmp / sym
(2) ¥/ tmp / symig[al/var/run/docker.sock, ‘BiEdockerZERz



— RSB

sl S —1N\FiPod
(1) EFRIRSMHFSA2
(2) SRR/ tmp/sym, /tmp/symigRIFEA]

/var/run/docker.run

BeIBSIN A== SRIEE/tmp/ sym
(1) FHrE=sBaENARRLILRIAZ

il IPrivileged Gontainer %;E:
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https://github.com/coreos/clair

https://github.com/aquasecurity/kube-hunter

Kubernetes Z24/S#lE 88T H

https://www.cisecurity.org/benchmark/kubernetes/

https://www.cisecurity.org/benchmark/docker/

Pod £ HiTTH

https://github.com/sysdiglabs/kube-psp-advisor

Run time Kubernetes Monitoring

https://github.com/falcosecurity/falco
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