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B

CFG

Windows FRISE—C CFl, HTFREMEMMERESERIERS, RERK

A "SHIRHE" B/MSERE (30 Microsoft Edge) & AARRIIEE

e P RRRR
((void(*)(int, int)) funcptr)(0, 1); void function A(int, int) { ... }

int function B(int, int) { ... }
void function C(Object*) {...}

obj->method1(); void Object::method1() {..}
void Object::method1(int, int) { ... }
void Object::method?2() {...}
void Object2::method1() {...}



B

IBENE: XFG

Birn: BIEN. FEESHHIVRHEALE CF

G

e BEREEZNERIESIENEEEDEE

RIS RAER
((veid(*)(int, int)) funcptr) (0, 1); - void function_A(int, int) { ... }

int function B(int, int) { ... }
void function C(Object*) {...}

0bj->method1(); > void Object::method1() {..}
void Object::method1(int, int) { ... }
void Object::method?2() {...}
void Object2::method1() {...}



B

XFG B9izit: Hfib
MR T — T RS B0

ST C KISHORE, BIaek
hash(type(return value), type(argl), type(argl), ...)

3T C++ EHAITIE, AJREA:

hash(method name, type(retval), highest parent with method(type(this) method name), type(argl), type(arg2l), ...)

ETEBNRBZAIERERAZINS, (EEABEYRETSTHhE

AERRRNRSRE: NREENEAREARLERIEL N RERLH

CFG 15<: HAuMR SLaR

mov rax, [rsi+ ] ; load target address
call [ _guard dispatch icall fptr]

xFG 1§<: ERMA Bt

mov rax, [rsi+ ] ; load target address
mov 10, ; load function tag
call [ _guard_dispatch icall fptr xfg]; will check tag

align

function:
push rbp
push rbx
push rsi

dq ; just alignment
dq ; function tag
function:

push rbp

push rbx

push rsi
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I REBRI AT

FERANARBMEEL P A Y (FEERMUEESRYAIRET)

Return EIPn-1

Return EIPn

I
I
Return EIPn-1 :
Param 1 :
Param 2
Nz Return EIPn A
I=:8 ! I [5RY |
ESP : I SSP !
iF ARl EXIta9ER
CET 2 FIEifiiE:

EREE AR IR E R BRI MR

Ret/ret_imm

[EIRT SRR L AYR B
NRR [EHBIEAPCERCN L = 5

KT F RGBS

+4
+0
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SURIRIAERIP

BRENME: PIREHEGRIP

Iﬂ]wﬂ XJ Windows R#ZAYFI A a] @i iRABIEHE
IRSHSTURTT

BelR®S: ETF Hypervisor BCEEME, AIFS
LEFNSCEEI ENF IR HISLhE S 22 5RHE

g%BEJJ:{JCﬁE'JJ‘E?FﬁJ"

, RZIAEE T RESEUREE

RIZEIERIF (KDP) fER%ENZAESREIET
EXGA

fffffass

nop

rsi

fffffas3

fffffass3
fffffass

;;i Qs callto

rdx, [rsp+ PsLookupProcessByProcessid
TR to gettarget EPROCESS
rcx, qword [

rdx, [rsp+ Callto

qword ptr

rax,qword

rlld,dword

pt
rcx, qword ptr
rax,qword ptr
qword ptr [r

Replace target

i EPROCESS.Token with

SYSTEM’s EPROCESS.Token

CVE-2016-7256 FJFH: FIAOpen type FHi{THIRIZF

OSRLOADER

| The operation completed successfully.

Open Systems Resources, Inc. Exit

105 Route 1014 Suite 19
Amherst, NH 03031
Ph: (E03) 595-6500
Fax: [B03) 5956503

Help

ServiceGoupOrder

Wer W30 - Sept B, 2007 Active Services
Reqistry Key: evil
Drriver Path: ‘ CAUgershb33MDeskiophevil sys Browse

Diriver Wersion

Driver Size: 20168 Bytes
Drriver File Time: Tuesday, Januar 10, 2017 15:11:57
Display Mame: evil
Service Start: Demand i
Load Group: Mone ~ | | Group Load Order
Order In Group: 1 2| Type [priver ~ Eror Nomal i
Depend On Groupls): | AudioGoup ~
Base
EBoat Bus Extender
BactFie Systen v
Last Status: ‘Windows cannot verify the digital signa_ture far this file. &
MiriFilter S ettings
Default Iretance: Altitude: 0

LltitudedndFlags
Flags: 0

Register Service.  Unregister Service | Start Service Stop Service

AR REEEXRL2BEE (RiR: FuzzySec)
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VTL-1 VTL-0

NTSTATUS MmProtectDriver ( ¢ RN - VBOX
_In_PVOID ettt - i Capcom
AddressWithinSection, : EEE A0 _ ! CPU-Z

~ _In_ULONG Size, ISR V70 N/ !

_In_opt_ ULONG Flags); g

S

RS

PR R i R

FFHUT RIS O BRATH A g |

[SF8 VBS [GaI3RE RERFRINAY Hypervisor {#1F

EI IS LLE RSN B s | B ER S AR RIPRTE S E
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“Admin Less” {&53%

[BENLB: Admin-less

Admin-less S &I Z I RIEF

Your device is being protected.
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Is BLE set?

Set BIOSWE to | and
write UEFI image

Exploit race condition

Write UEFI image

Is SMM_BWP set?

Fail

Decision tree of the writing process

ESET /&FJ SEDNIT/APT28 UEFI JEER{4

F81:\> ThinkPun.efi 0xad006000 0x808000 TSEG.bin
Dumping 0x800600 bytes of memory from 0xad00GGOO in SMH...
MM access protocol is at 0xaaSfBh00
fvailable SHRAM regions:
* 0xad000000 :0xad3fffff
SMH base protocol is at 8xaa989340
Buffer for SMM communicate call is allocated at 8xachbfbo18
Obtaining FuFile (7C?9ACBC-SE6C-4E3D-BAGF-C260EE?C172E) image handles
= Handle = Oxa4aecB18
SMM callback arguments are located at 0xaa989398, SW SHMI = ©
Communicate O returned status 0x00000000. data size is 6x1600
= Handle = Oxadaec318
SMM callback arguments are located at 0xaa989398, SW SMI = 0
Communicate O returned status 8x00000000, data size is 8x1000
SmmHandler O was executed, exploitation success?
8388608 bytes written into the TSEG.bin
FS1:\> _

lenovo

"ThinkPWN"

black hat

ANALYSIS OF THE ATTACK SURFACE OF WINDOWS 10
VIRTUALIZATION-BASED SECURITY

Besides a lot of theory, we will also demonstrate actual exploits: one against VBS

itself and one against vulnerable firmware. The former is non-critical (provides

bypass of one of VBS features), tiie idtter is critical.

Eid SMM & gd VBS

Xt ERAR E A9 B



https://www.welivesecurity.com/wp-content/uploads/2018/09/ESET-LoJax.pdf
http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html

REsI1SIENRE

System Guard 5 DRTM 1HELS

FIF DRTM (Intel, AMD, QC) i@ Microsoft MLE 5 TCB g~~~ == = Core isolation
xJ UEFI B9 “RENR" FBIIMNEHS|ISH MLE XX NEUEH THIERESED Security features available on your device that use virtualization-based
HNERE: security.
ISR R IR
Hypervisor. POIAZ This setting is managed by your administrator.
UEFI &8 Memory integrity
Efl... Prevents attacks from inserting malicious code into high-security
processes.
(ST
#IE PCR #0 TCG HEFIIZER =M :
181d System Guard iz{TRIAUE + Microsoft Conditional Access + WDATP, iE earh more
St TCB HifRIZ= M _ _
Firmware protection
Windows Defender System Guard is protecting your device from
ised firmware.
SMM I&E compromise
B FFEXR HV #0 SK post-MLE Learn more

SMM #T{RIP + JAUE IEFETTXIF



http://www.uefi.org/sites/default/files/resources/Jiewen%20Yao%20-%20SMM%20Protection%20in%20%20EDKII_Intel.pdf

JEMNREHE

Ems S

}

All code Ioaded—|\

ACM Signer, LCP

A
CR LCPU Corfig, LCP Branch, ML
-

P

PC
PC
PCR



4 UEF.3.11,950.0.cap = QUEF”DDLEXE_’ 2 SecSMIFlash.bin ——p QSEESMlF‘EEh.\M

LoadFwWImage proc near
push rbx

sub rsp, 28h

mov edx, 18h ; len

mov rbx, rcx 5 ptr

call Isaddressinsmram ; structure itself is checked

3 instead of the buffer it describes

test al, al
Jjz short loc_13@F

loc_13e3:

mov

mp
loc_138F:
mow
mow
movr rax, cs:RomLayout
and cs:5ecsmiFlash.FSHandle, &
and €5:5ecsmiFlash. pFwCapsule, &

mov cs:secsmiFlash. RomLayout, rax

Integer Overflow (bypass check)

cmp rox, rax " o A
ja short loc_1383 /[nearly) arbitrary destination
lea ecx, [r9+rdx] ; dst

mov rdx, [rbx] 3 src -4+—— fully arbitrary source

call ¥

mov

=or

loc_1369: ; CODE XREF: LoadFw
add rsp, 28h
pop rbx
retn

System Guard 5 DRTM BJECS

HNER B AR #1 OSR REDTEAM 38T SMM X DRTM #[ VBS
AIIXUBS

SMRAM AMEEAIBAVAIT, AT INGG Hypervisor

SMM iz TRIEREAASAEE ELUG T

T | SMM UEFI PE module
Physical 3) Shellcode runs,
Address 0 copies PE file into
SMRAM, and executes
it.
1) Leak entire SMRAM
to normal RAM (within
ACPI NVS). ACPI NVS
(FwCapsuleLowMem)
SMRAM SMRAM
2) Use leaked info to
compose SMI request
4GB which will copy
l shellcode into SMRAM.
I
SMM Shellcode

OSR REDTEAM FrEHY SMM &5

M, EIREEER



https://www.blackhat.com/docs/us-16/materials/us-16-Wojtczuk-Analysis-Of-The-Attack-Surface-Of-Windows-10-Virtualization-Based-Security.pdf
https://www.blackhat.com/docs/us-17/wednesday/us-17-Bulygin-Fractured-Backbone-Breaking-Modern-OS-Defenses-With-Firmware-Attacks.pdf
https://support.lenovo.com/us/en/product_security/len_3837

Smm Paging Analysis

// Check to see if the CF ccess Check feature
/ Do not access this MSR un he CP ts the SmmRegFeatureContro :
/ Test Results
‘%;F S M M if ((AsmReadMsre4 (EFI_MSR_SMM_MCA_CAP) & SMMUCODEJACCESS cHk_BIT) == @) { R
= FALSE; Description No memory range should have page attributes that allow read, write, and execute
turn; Status: Success

SERYS SMM B9FIE

}E‘tel Runtime BIOS resilience 3 SMM 12T TLLR

SMM NO=8EE

SMM HWERrERIBEEE

RFIRGIFIREE EBE

ToiEEEMN SMM 18] OS #1 HV WE



https://www.intel.com/content/dam/www/public/us/en/documents/solution-briefs/intel-security-essentials-solution-brief.pdf
https://github.com/Microsoft/MS_UEFI/tree/share/XmlAndUnitTest/UefiTestingPkg/AuditTests/SmmPagingAudit
https://uefi.org/sites/default/files/resources/Jiewen%20Yao%20-%20SMM%20Protection%20in%20%20EDKII_Intel.pdf
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PClLeech == PLX USB3380 DEV BOARD + FIRMWARE + SOFTWARE
o}

PCle > § . € USB3

{&FH PClLeech i#17 DMA &
kiR 1,2

Frozen RAM retains contents for a short D

Bitlocker &2 Bmhih
KiE: 1

{888 Logic Analyzer #2EX LPC/SPI TPM VMK %45
XkiE: 1,23


https://pulsesecurity.co.nz/articles/TPM-sniffing
https://www.jishuwen.com/d/2Bkg/zh-tw
https://github.com/lynxis/lpc_sniffer
https://blog.f-secure.com/cold-boot-attacks/
http://blog.frizk.net/2016/11/disable-virtualization-based-security.html
https://github.com/ufrisk/pcileech-fpga

Windows DMA {#R
Z2B8ir

PrlE2 RS DMA KRGO I I XS I E a8t T

“evil cleaner”
ZitD
5 IOMMU BELEFBEINAY Thunderbolt™ 3 ik, A
EFRpIZZ1E#1T DMA 15(5]

UEFI e[ EH IOMMU #1 BME, izZ#$Ia]4E Windows 35|&
BIRYEREAS | SHERERL (&7 Project Mu)

T HRERIREREMER, Bil5H DMA BEiRgy

LA, MG H—EIEXIREYMEE PCl imaAF0
cross-silicon SEERIFR

Connect peripheral

New devices are
enumerated and <
functioning

Wait for user
to login/
unlock
screen

Peripheral User logged in
Drivers opted- AND Screen
in DMAr? unlocked?

Yes

Yes

Enable DMAr for
the peripherals

Windows Security

((p]

QD

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

== Core isolation

fazdes

Security features available on your device that use virtualization-based
security.

Memory integrity

Prevents attacks from inserting malicious code into high-security
processes.

@D o

Learn more

Memory access protection

Protects your device's memory from attacks by malicious external devices.

Learn more



https://firmware.intel.com/sites/default/files/Intel_WhitePaper_Using_IOMMU_for_DMA_Protection_in_UEFI.pdf
https://github.com/microsoft/mu_basecore/blob/ccf92a414580f73afb9ca9efffb93489a2f1158b/MdeModulePkg/Bus/Sd/EmmcBlockIoPei/DmaMem.c

Ll

Locked device Unlocked device

BN AEEERIEHER 7 SMYRIH
AT MR (Hello, SEYM3E) SRR




Enlightened
Unenlightened Apps Apps

Passwords,
App1 Data App2 Data App3 Data Messages credit card Health data
info

|
Documents !
and photos :
|

|

Encrypted, key discarded upon lock
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Passwords are so yesterday

Using a PIN is faster and more secure than a password—we think you'll love it.
How can a short PIN be safer than a long password?

Windows Hello #1 NGC

REEMEHE SO IR A SIZR R E

PIN ZZ X2 EREERIMAESERE

PEINRAIR 2

SRARAH) Windows 58S BEIMKIRARSISHEY
RAENIE A

B AR AR T SRR R T A RS

Al DB SO IUERRRY A& f D

oo
A

Hello Miranda_Vance

.
Thursday, July 30
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Windows Hello Attack Surface VBS

|
Sensor Adapter  IEammmms
|

I
I
I
: Engine Adapter
I
I
I

Cloud Service

I
| SﬁcureI : Control Path
I channe | ! t
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Driver
Normal OS Secure Driver

Hypervisor

Biometric Data Path




Windows Hello Attack Surface
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A web without passwords

Staying secure on the web is more important than ever. We trust web sites to process credit card numbers, save
addresses and personal information, and even to handle sensitive records like medical information. All this data is
protected by an ancient security model—the password. But passwords are difficult to remember, and are
fundamentally insecure—often re-used, and vulnerable to phishing and cracking.

For these reasons, Microsoft has been leading the charge towards a world without passwords, with innovations like
Windows Hello biometrics and pioneering work with the FIDO Alliance to create an open standard for passwordless

s ———" FIDO Alliance and W3C Achieve Major Standards Milestone in Global

We started this journey in 2016, when we shipped the industry's first preview implementation of the Web . ° .

Authentication API in Microsoft Edge. Since then, we have been updating our implementation to as we worked with Effo rt I OWa rd s S I m p I e r St ro nge r Authe nt I cat I on 0 n t h e We b
other vendors and the FIDO alliance to develop the standard. In March, the FIDO Alliance announced that the Web ?

Authentication APIs have reached Candidate Recommendation (CR) status in the W3C, a major milestone for the April 10, 2018

maturity and interoperability of the specification.

Authenticators in Microsoft Edge With support from Google Chrome, Microsoft Edge and Mozilla Firefox, FIDOZ2 Project opens new era of ubiquitous, phishing-resistant, strong authentication to

A ) protect web users worldwide
Beginning with build 17723, Microsoft Edge supports the CR version of Web Authentication. Our implementation

provides the most complete support for Web Authentication to date, with support for a wider variety of

authenticators than other browsers MOUNTAIN VIEW, Calif., and https://www.w3.org/ — April 10,2018 - The FIDO Alliance and the World Wide Web Consortium (W3C) have achieved a
Windows Hello allowis users to authenticate without a password o any Windows 10 device, using biometrice major standards milestone in the global effort to bring simpler yet stronger web authentication to users around the world. The W3C has advanced Web
face and ﬂ‘ﬂgefpj”f_'fmti”iﬁo"*o'tw"?:i’:biﬁ fots"g"_ in to Wedbsite:h- W*Eh W‘*”dows Hello face recognition, Authentication (WebAuthn), a collaborative effort based on Web API specifications submitted by FIDO to the W3C, to the Candidate Recommendation

’ " A (CR) stage. The CR is the product of the Web Authentication Working Group, which is comprised of representatives from over 30 member organizations.
E‘ e —W CRis a precursor to final approval of a web standard, and the W3C has invited online services and web app developers to implement WebAuthn.

Contoso Store

WebAuthn defines a standard web API that can be incorporated into browsers and related web platform infrastructure which gives users new methods to

Check Out securely authenticate on the web, in the browser and across sites and devices. WebAuthn has been developed in coordination with FIDO Alliance and is a
i it e core component of the FIDO2 Project along with FIDO's Client to Authenticator Protocol (CTAP) specification. CTAP enables an external authenticator,
e e e e e o such as a security key or a mobile phone, to communicate strong authentication credentials locally over USB, Bluetooth or NFC to the user’s internet access
s e — device (PC or mobile phone). The FIDO2 specifications collectively enable users to authenticate easily to online services with desktop or mobile devices

Total $109.00

with phishing-resistant security.

ftems in your cart

E Office 365 59900
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https://commons.wikimedia.org/wiki/File:AEC-HoR-ballots-sealed-2.jpg
https://commons.wikimedia.org/wiki/File:Tamper_evident_currency_bag.jpg
https://www.flickr.com/photos/wetfeet2000/7688554140
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Secure Kernel
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Kernel Mode = &  beemmemeeemeooo-

User
Mode
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Your device is being protected.




