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3. 1. CHARGEN
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3.2. NTP
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3.3. DNS
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3. 4. SNMP
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3. 5. SSDP
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3. 6. CLDAP
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3. 7. Memcached

MHEFR: DDos RESMAKEE IR NS HT
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Curr: 52.06 kBit/s
Avg: 3.74 MBit/s
Min: 21.53 kBit/s
Max: 886.62 MBit/s
Ttl: 1696.43 GByte

3.7-3 WiELgit K

JEHENIE G F5 B EAR B A BR A 7] #1571



KNOWNSEC
géﬂ]ﬁ 8 ¥

4. B4

MHEFR: DDos RESMAKEE IR NS HT
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Fr, EA 11368 A HFR L.

MK EEET XS Eerr, AT LA 38 D b 2R 1) 22 A S A AR P it e O R, Hp [ R S [
(1) 22 BEIE AR K o

MR KT, BARFTAH K HirC L4530 1 TR, H2RR8E ORI &1
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5. SEHER

1. Stupidly Simple DDoS Protocol (SSDP) generates 100 Gbps DDoS.

https://blog. cloudflare. com/ssdp—100gbps

2. FET SNWP H J B Bk ) BRI S FL SR

http://drops. xmd5. com/static/drops/tips—2106. html

3. FETF Memcached 437 20 & 4t DRDoS 5 48 Ak 25 X s ¥ AR HIF 7¢.

https://paper. seebug. org/535

4. ZoomEye Chargen dork.

https://www. zoomeye. org/searchResul t?g=port%3A19

5. ZoomEye NTP dork.

https://www. zoomeye. org/searchResul t?qg=port%3A123

6. ZoomEye DNS dork.

https://www. zoomeye. org/searchResul t?g=port%3A53

7. ZoomEye SNMP dork.

https://www. zoomeye. org/searchResul t?q=port%3A161

8. ZoomEye LDAP dork.

https://www. zoomeye. org/searchResul t?qg=port%3A389

9. ZoomEye SSDP dork.

https://www. zoomeye. org/searchResul t?q=port%3A1900

10. ZoomEye Memcached dork.

https://www. zoomeye. org/searchResul t?q=port%3A11211

A A RIE 015 E B E AR AT R 2 = 170
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