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Traditional loT Device Cracking

Router?

> C 0 ® 7~%% | download.trendnet.com/TEW-654TR/firmware/

Firmware download download.trendnet.com - /TEW-654TR/firmware/

Binwalk unpacking (7o parent pirectory]

7/10/2009 6:07 PM 3630038 FW_TEW-654TR(1.00B19).zip
7/6/2012 11:27 AM 3953347 FW_TEW-654TR(1.10B20).zip
. . . . 8/6/2014 10:22 AM 3748124 FW_TEW-654TR(1.10B25).zip
Finding problematic bin(why?) 11/10/2014 4517 BN 3704728 EW TEN-GS4TR(L.10826)-sin
11/5/2013 4:35 PM 3703540 FW_TEW-654TR(110B23).zip

1/27/2011 12:04 PM 3931512 FW_TEW-654TR v1.0R(1.02.01).zip

. . . . 2/8/2011 10:51 AM 3931577 FW_TEW-654TR v1.0R(1.10.10).zip

IDA anaIySIS, WEB Scrlpt file anaIyS|S 6/9/2011 1:32 PM 3950445 FW_TEW-654TR v1.0R(1.10.12).zip

5/20/2013 1:25 PM 3972371 FW_TEW-654TRv1(1.10B21).zip

5/28/2014 9:59 AM 3776636 TEW-6 Rvl (FW1.10B24).zip

Vulnerability verification (real machine or QEMU test)

root@ubuntu:-/aaaew binwalk -Me TEW-654TRA1_FW110B12.bin

pran,Timos 2025,1P=19 19:58:24
Most of them seem to be Crtet] rile| \//ronl) sspa/Teu-csaTRA1_Fu110812.bin
05 Checksum: / 523c7c7T158930894b7842949ff55c48 RSk 40467080

Fignatures: 344 addi . (aLoad_setting - 0x410000)
DECIMAL HEXADECIMAL DESCRIPTION [ T 0($3p)
-------------------------------------------------------------------------------- A 2 , loc_aesasc

b4 0x40 uImage header, header size: 64 bytes, header CRC:
PXESBES107, created: 2011-05-30 13:00:10, image size: 883118 bytes, Data Address
. Ox80000000, Entry Point: 0x80282000, data CRC: OxB8911044, 0S: Linux, CPU: MIP
F, image type: 0S Kernel Image, compression type: lzma, image name: "Linux Kerne

Image”
128 0x80 LZMA compressed data, properties: 0x5D, dictionary T Toc 410888
size: 8388608 bytes, uncompressed size: 2746476 bytes [ " unk_40A07DA0
p17568 OxE0040 Squashfs filesystem, little endian, non-standard s . a . (addnin_login - 0x410000)
gnature, version 3.0, size: 2776952 bytes, 361 inodes, blocksize: 65536 bytes, i 0
kreated: 2011-05-30 13:00:17 ., 0x2E6F0+var_2E6E0 ($sp)
, admin_login
., loc_a094B0
Fcan Time: 2016-10-19 19:58:26 L 0 . $s3
farget File: /root/aaaa/_TEW-654TRA1_FW116B12.bin.extracted/8e i o e
MDS Checksum: b1f81b8c795c3dd249906d22fee8d8354 i i . (andmin_webtelne - 0x410000)
Fignatures: 344

. $s0

, Ox2E6F0+var_2EGED ($sp)

PECIMAL HEXADECIMAL DESCRIPTION . text:004096C8 nop




Now ?

We have a lot more different loT
devices, not just routers

Large manufacturers won't let
you easily crack the devices:

Firmware is not available for
download

* Telnet, serial port, ADB are all closed

* There's no way to get started

What do we do? ? ?




The Structures Are Similar

OS and
Hardware

Application
Scenarios

Smart Speakers

Smart TVs

Router
Smart Camera

Smart Lock,

Features




Step 0: Teardown!

Be clear about what to do and where to go
» What are the chip solutions? What we can do?

« What to do when we get stuck?
Look for chip model information and datasheet

Pay attention to:

and specifications
 SPI Flash 8/16/Wide&Narrow
« EMMC/EMCP 100/153/162/169/186/221/254
» NandFlash TSOP32/40/48

and JTAG interface (how to find)

* Communications module (Ethernet, Bluetooth,







Online Teardown -- A good Way to Find Targets

Search for xxx teardown
Forum (teardown forum)

Ifixit.com

* Contains hardware devices from well-known manufacturers

* Clear picture, label

Fccid.io

* All devices with wireless capabilities and released internationally
* You can find many different devices

* Tips: Search site:fccid.io internal photos xxx



Tesla Motors, Car Key Fob — Found on feccid. io
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Kindle Fire’ s Logic Board - found on ifixit

& &% | https://www.ifixit.com/Teardown/Kindle+Fire+HD+2013+Teardown/18027

Step 10

® The frontside of the Kindle Fire HD's
motherboard is occupied by the following ICs:

® Toshiba THGBMAG6A2JBAIR 64 Gb (8 GB)
e-MMC NAND Flash

Micron 3HAI8 D9QQD 8 Gb (1 GB) Mobile
MY L S e —— = LPDDR2 SDRAM

We believe that the 1.5 Ghz Dual Core Tl
OMAP4 (4470) HS processor is nested
underneath the Micron SDRAM IC.

Synaptics S7301B Touchscreen Controller

THGBMAGG6AZ2JBAIR Details - Toshiba | Datasheets

https://www.datasheets.com/details/thgbmag6a2jbair-toshiba-55307562 v EJiFILETT ® Texas Instruments TW!-6032 Fully Integrated
Description: MLC NAND Flash Serial e-MMC 3.3V 64G-bit 153-Pin VFBGA. Taxonomy: Memory > Power Management with Power Path and
Memory Chips > Flash. ECCN: 3A991.b.1.a. Supplier Cage ... Battery Charger

® InvenSense MPU-6500 6-axis gyroscope

® 347 CB307




Step 1 Premise: Control and Acquire as You Like

Control & Acquire
* Acquire file system
* Getshell (easy for analysis and viewing network/files/processes)

* Acquire and control network data

Eventually we can use the acquired information to conduct a comprehensive
analysis and find valid vulnerabilities.

Tips: it is not necessary to follow a specific order here, these steps can be mixed
* For example, you can get the firmware directly after running getshell, or dump the firmware,
make modifications, and then run getshell.

* For example, to acquire interactive data, you can have connection upgrades to get the firmware
download address directly.



Preparation - Acquire Firmware

Purpose:

* Understand the OS and file system structure, focus on the (/etc /home /usr/bin ...,
if it is Android, /system/priv-app)

* Analyze the startup script (/etc/inittab /etc/init.d), and configuration file

* Analyze files (CGI, PHP, Lua.....)

* Easy for restoring the old system version (e.g. activate telnet), and easy for analysis
* Make reverse engineering easy as it's possible that the firmware is a new version of APK
* Chroot to the corresponding processor’s QEMU for analyzing the binary & web



Preparation - Acquire Firmware

Methods:

* Download from the official website

* Self-upgrade, monitor the packets (if you query the version, you need to intercept the modified
older version. Special channel.)

* Reverse engineer the App update and the update process (ftp access)
* Get help from forum and friends (industry maintenance forum)

* Contact customer service (help device recovery)

* Get the shell (telnet, ssh, adb...) and dump firmware (dd, tar, nc out)

* Enter BootLoader to read memory

* Special access to master console (such as the MTK, NXP series - you can read/write file system
via data line port)

But, sometimes none of these works.




img-777919935_vol-rootfs
bin
data
dev

# Startup the system
::sysinit:/bin/mount -t proc proc /proc
o ::sysinit:/bin/mkdir /dev/shm
adckey ::sysinit:/bin/mkdir /dev/pts
asound.conf ::sysinit:/bin/mount -0 remount,rw /
avskey "sy51n1t /bin/mount -a
::sysinit:/bin/hostname -F /etc/hostname
::sysinit:/sbin/ifconfig lo 127.0.0.1 up
::sysinit:/sbin/route add -net 127.0.0.0 netmask 255.0.0.0 lo
fstab # now run any rc scripts
gpio_key.kl ::sysinit:/etc/init.d/rcS
group
hostapd.conf tty3::respawn:/usr/sbin/mosquitto —c /etc/mosquitto/mosquitto.conf
tty3::respawn:/usr/bin/hardware
tty3::respawn:/usr/bin/gateway
tty3::once:/usr/bin/rockcli hardware hardware.led_play mode=flash 1gb=0066ed on_time=

bsa
bt

hostname
hosts
init.d
rckK # Put a getty on the serial port
rcS #ttySO: :respawn:/sbin/getty -L ttyS0 115200 vt100 # UNSUPPORT GENERIC_SERIAL
S03datamount
S20urandom
S40network
S42wifi # Loaaing junk
S43pdnsd null::sysinit:/bin/touch /var/log/messages
S44bluetooth null::respawn:/sbin/syslogd —n
S45ntpd null::respawn:/sbin/klogd -n
S50sshd
S90optinit
inittab

#todo use /usr/bin/rlogin at production release
[ttyS@::respawn:—/bin/sh # AMLOGIC_GENERAL_SERIAL




1
192.168.1.1/cgi-bin/webproc?getpage=html/gui/APIS/returnWifiJSON.txt&var:p sprintf((char *)& %s\r\n", awanfillD ;
= strlen(( t ) -

{ "RETURN":{ "success": true }, "WIFI": { "status":"1", "ssidName":"Amelia", "ssidvisibility":"1", if ( send(v1, &v31, , 9x4000) > @ && read(vl, &s, @x400u) != -1 )
"channelMode™ : "MANUAL", "channel™:"4", "SECURITY":{ "cipherAlgorithm": "WPA" , "algVersion": "WPA1" , {
"passwordWEP":"12345", "passwordWPA":"GUSS1986", "passwordWPA2":"GUSS1986", "passwordAUTO":"GUSS1986" } }, s

. = strlen("331"
"DHCP™: ’JL ::status":"l 5 ::poclStar‘t':' 192.168.1.33", "poolEnd":"192.168.1.254" }, "LAN": { "ip": "192.168.1.1" if ( !strncmp(&s,
: "255.255.255.0 :

1
sprintf((cha
= strlen((
if ( send(vi, &v31, ,» 9x4000) > O && read(vl, &s, Ox400u) != -1 )
r
1

= strlen("230");
<? if ( !strncmp(&s, “"230", ) )
p

if ($_POST["act"] == "ping") ¥ s s

{ if ( send(v1l, "PASV\r\n" » 9x4000) > @ && read(vl, &s, Ox400u) != -1 )
r

1

set("/runtime/diagnostic/ping", $_POST["dst"]);
$result = "OK";

]
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</chain>

<chain N="USERNAME_PASSWORD" >
<V N="FLAG" V="0x0"/>

<V N="USERNAME" V="1234"/>

<V N="PASSWORD" V="1234"/>

<V N="BACKDOOR" v="@xe"/>

<V N="PRIORITY" v="@x2"/>
</chain>

<chain N="USERNAME_PASSWORD">
<V N="FLAG" V="0x0"/>

<V N="USERNAME" Vv="admin"/>
<V N="PASSWORD" V="744%airocon"/>
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Physical Dump

When it's impossible to acquire firmware through normal channels
* Large manufacture's firmware is encrypted and cannot be decrypted by using binwalk

* There is no firmware upgrade process so the firmware remains unchanged

* The firmware is upgraded via GPRS and cannot be intervened (actually we can intervene ©)

* TTL off, telnet off, unable to stop BootLoader and enter

Then tear it apart, physical dump
* Different read/write methods for different models
e Steps:
* Choose a device and the read/write method (online or offline)

» Hack the firmware
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Physical Dump-SPI Flash

SPI Flash (for simple devices/routing devices)

* Serial read/write device, common capacity is 4/8/16MB, 8-pin SPI interface

e Structure:
* Full operating system: Bootloader+kernel+file system, mostly compressed

 Only for storing data, configuration files, etc.

Read and write methods:
* Arduino+EEPROM library
» Raspberry SPI interface + flashrom
» Programmer can R/W faster (RT809H)

Soldering is not required (hook and clip is enough). However, sometimes it
doesn't work (when the CPU is powered), so it's better to take it out

Can directly modify the firmware and run getshell. Need to pay attention to _. | ,. PR

the file structure. B .. et et Ebb .

* File system, offset: acquire start information and binwalk L PITTTE NSl &
+ Soldering->Unpack->Modify->Repackage->dd offset, merge->brush write ; T.: |

back->Soldering PRI | ¢ ciitReTT .

U et HH R

s (™ ¢ o seevd Havaea®



https://www.flashrom.org/RaspberryPi

Physical Dump-SPI Flash- Acquire the File System Structure
0510000 5 -3k e ons founton MTD davies 5100 root@0penWrt:/#{cat jproc/mtd |

0.510000] Creating 5 MTD partitions on "spi0.0": dev: Ssize erasesize name

0.520000]j0x000000000000-0x000000020000 : "u-boot" - TR "
0.520000]{0x000000020000-0x00000013f5dc : "kernel" mtd0: 00020000 00010000 "u-boot

0.530000]]0x00000013f5dc-0x0000007f0000 : “rootfs" mtd1: 000fO000 00010000 "kernel"
0:530000] mtd: device 2 ('rootfs.) fs,et to be root filesystem | mtd2: 006e0000 00010000 "rootfs"
0.540000]|0x000000370000-0x0000007f0000 : "rootfs_data" mtd3: 00010000 00010000 "art"

0.550000]{0x0000007f0000-0x000000800000 : "art" > nE; "
0.550000]{0x000000020000-0x0000007f0000 : "firmware" mtd4: 007d0000 00010000 “firmware

[
[
[
[
[
[
[
[
[
[
[

Obtained through console information output Obtained by shell command

=» ~ binwalk /Volumes/Untitled/tplink.bin

DECIMAL HEXADECIMAL DESCRIPTION

23728 0x5CB0O CRC32 polynomial table, big endian

25184 0x6260 ulmage header, header size: 64 bytes, header CRC: OxEAE8B8C1l, created
0010000, data CRC: OxBBDF4C@8, 0S: Linux, CPU: MIPS, image type: Firmware Image, compression type:
25248 0Ox62A0 LZMA compressed data, properties: @xo6D, dictionary size: 33554432 byt
131584 0x20200 LZMA compressed data, properties: @xoD, dictionary size: 8388608 byte
1308124 Ox13F5DC Squashfs filesystem, little endian, version 4.0, compression:xz, size
3604480 0x370000 JFFS2 filesystem, big endian

Obtained through binwalk



Physical Dump-NandFlash

NandFlash (for more complex devices such as | TSOP 48
advanced routing, smart speakers)

* 16MB-2GB capacity, TSOP48/BGA package, read and write by block

* People new to drag soldering often run into issues. It is recommended
to use a heat gun for de-soldering (be careful about the surrounding
components)

* Structure: most of the full Linux/Android system do not require
compression and decompression

* Read and write methods:

* 17+ valid pins require programmer for read/write (e.g. RT809H)

« Bad block management exists but is not very advanced. Write is more
complicated here.

Warning: usually binwalk cannot decrypt the acquired bin firmware.
Modifying binwalk or removing ECC check digit data is needed.

Handling this type of device is more challenging than SPI Flash and
EMMC. Also the file system format is always different.




Physical Dump-EMMC/EMCP

The relationship between EMMC and Nand Flash
Flash Controller

- ECC

EMMC=NAND Flash+Flash Control 2| 13kl 2| Bl e
Chip+Standard Interface Package

- Bad Block Management

- Wear Leveling

Host Processor Host Processor

- ECC - eMMC Driver

Core Regulator
(Required for 3.3V

e - Bad Block Management

- Wear Laveling

NAND I/O Block

£
O
i
=]
O
~
-
O
=
=

- Nand Flash Driver

MMC Controller

Nand Flash EMMC



eMMC153/169  eMCP162/186 eMCP221

e Gl P
S

PhySicaI Dump'EMMC/EMCP : Ferrl-eMMC@

oooooooooo
ooooooooooooooooooooooo

.............
oooooooooooooo

Similar to an SD card - , .
All in BGA package, specification 100/153/162/169/186/221 (account for 95%) ' ) %

Offline read and write: )
* Use hot air gun for arc blow (be careful about the surrounding components), special 7 .
reader + programmer OR read directly from the chip

* The tinning method could be challenging so it requires more practice. | N il
Online read and write (soldering is not needed): _ |
* Need to find or understand key solder joints, which are tiny/. Soldering can be challenging . 2
here (identify a good method?) Q’ ¥

* Jump wire DATO, CMD, CLK, GND, (VCC, VCCQ) to the SD card reader. De-soldering is not
necessary but will need to pay attention not to to short the crystal oscillator

The acquired firmware can be recognized by the file system and is easy
for read and write.



Physical Dump - Video of the Tinning Process




Ofﬂine Read and Write
e

ct Chiph Use the programmer

|

P o o

' . 4 ‘:.,4’-".-’..' AT A -
‘Direct soldering to Jump wire on the memory chip

the SD card to connect the SD card reader




Online Read and Write

|| #¥0:usp BE B8 2916
: > | BEEH ENHE BR
2 &= HDO PC300WVEeSKhynix256GB (238GB) pai
£ ¥D1 - HGSTHTS721010A9E630(932GB) * B
= ED2 Gener:cSTORAGEDEVICE (29GB)
- B YVYESK Jo audio. android f
: - E c audi o Bl vEilemar
o audi o votaupds
audi ol votaupds
andio media

audi

audio3 widzet. t1
android calibrate
androi d @yaudi oni
android zal ad
android noisefield

autonavi. amapauto

k' al d‘l car l 1 f:“.":}xl

L Property
L Systen
<_“ wit;

Online read and write of a car system



Preparation-Getshell

Purpose:

* tar extract files (firmware) after running Getshell and analyze bin & web script
* Easy to review the data, including ports, processes, networks, and files
* Build a test environment and compile test tools

* Convenient online debugging (sometimes it's hard to run QEMU offline due to the lib library
and hardware limitations)

In short, the ideal environment for cracking is to enable getshell

* |f you are able to remove getshell, it means you have cracked the device



7 .Bk:y2 Um
° Session..........: hashcat
reparation-aetsne Status...........: Cracked
Hash.Type........: descrypt, DES (Unix), Traditional DES
Hash.Target...... : 7HES Bk
Time.Started.....: Thu Apr 11 16:17:27 2019 (1 day, 4 hours)
Time.Estimated...: Fri Apr 12 21:03:28 2019 (0 secs)
Method . Guess.Mask. ......: ?272722272727272 [8]
o Guess.Charset....: -1 Undefined, -2 ?1?d?u, -3 Undefined, -4 Undefin
; Guess.Queue......: 1/1 (100.00%
Scan the port for telnet, ssh, adb services, etc. ] ( )
Use hashcat to crack ssh, telnet password
 Use fast scan, masscan, nmap -sS S ~ sudo nmap 192.168.43.94 -p 1-20000 -T5 -PN
Password:
» Password & hash can be found in the firmware, offline cracking Starting Nmap 7.70 ( https://nmap.org ) at 2019-04-18 18:11
h t Cj th k? Warning: 192.168.43.94 giving up on port because retransmiss
(how to speed up the crack?) Nmap scan report for android-8222553185129195 (192.168.43.94
y Host is up (0.013s latency).
Isusb, check whether the usb adb is enabled Not shown: 19987 closed ports
. Tl . PORT STATE  SERVICE
Look for web upload vulnerabilities, command injection 2357/tcp  filtered unihub-server
y 6216/tcp filtered unknown
VUlnerabIIItleS, etc. 7014/tcp filtered microtalon-com

8503/tcp filtered lsp-self-ping
8663/tcp filtered unknown

Online or offline memory maodificaiton O e T o config

K . 3 o 10002/t d t

« For example, add busybox telnetd -| /bin/sh & to init startup items i 2 i

: Quick scan with nmap
* Easy to modify for EMMC memory structure + ~ masscan 192.168.225.1 -p 1-65000 --rate=800

Look for TTL pins on the board Starting masscan 1.0.4 (http://bit.ly/14GZzcT) at 2019-04-17 09:56:26 GMT
’ -- forced options: -sS -Pn -n --randomize-hosts -v --send-eth
* Obviously labeled Initiating SYN Stealth Scan
Scanning 1 hosts [65000 ports/host]

* Use CPU datasheet Discovered open port 38888/tcp on 192.168.225.1

Discovered open port 8@/tcp on 192.168.225.1
Discovered open port 53/tcp on 192.168.225.1
Discovered open port 28888/tcp on 192.168.225.1

Quick scan with masscan



Preparation-Getshell

[ 2.603121@0] Freeing unused kernel memory: 320K

(none) login:
(none) login: root
root login on 'console'

Method: Ll
C -sh: can't access tty; job control turned off

[

9.744360@1] meson_uart ff803000.serial: ttyS@ use xtal(8M) 24000000 change 115200 to 115200

. # [ 11.268772@@] random: fast init done
Modify the Bootloader startup
# cat /etc/hostname
parameters buildroot

* Force the uboot configuration mode and
modify the kernel parameters. For example,
add <space> 1 to enter single-user mode.

* Modify kernel parameters using the JTAG
interface

Built 1 zonelists in Zone order, mobility grouping on. Total pages: 20320
Kernel command line: root=/dev/mtdblockl mem=80M console=1 rootfstype=squashfs user debug=31 init=/bin/sh

PID hash table entries: 512 (order: 9, 2048 bytes)

_~ oL - - . P

e el e

. e Al o o . B o B — A — e B

-

console=1 rootfstype=squashfs user_debug=31

0.000000] Kernel command line: root=/dev/mtdblockl mem=80M
A_AafAAAAT PTN hach tahle entrisds ST arner o ZTaM nuirsw



- v — )
’S2E765i.‘?2107675.5”0;210

e CNL & CN2: 1400mil

Preparation-Getshell eyt | RIS

i
$ 1

R

i

13000 =

i = (omm | g bl 53-
Method: st
Modify kernel parameters using JTAG to get shell .
* The device needs a JTAG port, and a corresponding JTAG device and CPU configuration file.
* OpenOCD is a good software option, which can support a variety of CPUs. As to hardware, jlink

Is a good option.
* Modify startup parameters
* Find the location of the boot parameters in the firmware

* Add a breakpoint
» Modify the startup parameters, such as adding <space> 1 to enter single-user mode.

* Boot the kernel, the console serial port gets the shell



Preparation - Get Communication Data

Purpose:

* Understand the workflow logic (to support analysis, such as looking for encrypted code based
on http request)

* Get cookie, token and other authentication information, and sensitive private data
* Get the server interface to infiltrate the server ( )
* Intercept and modify packet or construct a replay based on the known packet

* Finally, issue legal instructions, construct a poc, get critical keys, etc.

Usually uses /Bluetooth/Low Power Bluetooth/Infrared/Wired/Other
Band Radio



Preparation - Get Communication Data
Method:

WiFi:
* Real-time wireshark:

* Turn on the wireless hotspot and connect. Wireshark will sniff this network card directly.

» Android adb forward + tcpdump + pipe to PC wireshark
* Capture packets on the routing device

If it is an Android APP, run directly in the native emulator, sniff this network card
If itis HTTP, HTTPS, set proxy

Cross compile tcpdump (arm, mips), -A option or —w

If it is a remote device, try arp middleman

If it is a remote device and nd need subtle action: try (strong network
card support, such as RTL8812U))



Set WPA/WPAZ2 Real-Time Decryption

M Wireshark - B%I0

IEEE 802.11 wireless LAN

{2 Reassemble fragmented 802.11 datagrams
Ignore vendor-specific HT elements

£ call subdissector for retransmitted 802.11 frames
Assume packets have FCS

£ validate the FCS checksum if possible

Ignore the Protection bit

No
Yes - without IV
© Yes - with IV Key type Key
2 Enable decryption wpaspkd nomo888888:7103

IEEE 802.11 wpa-pwd swd88888888:GBIAA-4302

IEEE 802.15.4 | Decryption keys Edit...
IEEE 802.1AH

M WEP and WPA Decryption Keys




If Commutation Data is Encrypted

. var send_data = {};
SSL/ I LS enCryptIOn send_data.time = new Date();
send_data.txnType = "HTTP';
° send_data.lib = 'com.android.okhttp.internal.http.HttpURLConnectionImpl';
HTTPS agent send_data.method = 'getInputStream';

* If you verify the certificate, import the burp  Hook the commonly used http operation library okhttp

root certificate T ;
" - 1. send_data.time = new Date();
AndreId; send_data.txnType = 'Crypto’;
« Xposed bypass forces certificate verification send_data.lib = 'javax.crypto.Cipher';
bypass send_data.method = 'getlInstance’;

* Hook (okhttp) Hook the java encryption and decryption library crypto

Symmetric encryption such as
AES\DES, using TCP transmission
* Reverse analysis APP, binary, get the key

* Android: Hook (Crypto)



About Hook (for Android)

Framework Tools
* Xposed: Integrated http, encryption and decryption,
« Hook is supported at Java level only SQL query, file operation, IPC, and custom
» Good for batch deployment hook function
* CydiaSubstrate:
» Support java/native * Xposed based:
* Not open source and there's no update to * Inspeckage
support new Android system * https://github.com/ac-pm/Inspeckage
* Frida: * Frida based:
» Good for cracking * appmon
 Support java/native, support multi platforms, » https://qgithub.com/dpnishant/appmon

and can adapt to the latest system


https://github.com/ac-pm/Inspeckage
https://github.com/dpnishant/appmon

What to Hook?

Sensitive operation hook
* Sqlite query (determine whether there is injection and help understand the logic)

* Hash call status

* Other (webView, serialization, file system operations, SharedPreference, IPC, etc.)

Target function custom hook
* Get the return value
* Modify the return value

* How to determine the class, method(trace) of a hook



Package Information Shared Preferences @) Serialization Crypto Hash @3 SaLite @1 HTTP File System Misc. WebView

IPCE)  +Hooks

W Clear

HttpURLConnection: http //p zb wiii .cn/mpos-api-disasterrecovery/mpos/api/disasterrecovery/261353-103/record/shoplogup2
HttpURLConnection: http /b ee.cl s/b_api_log/addClientRunninginfo

HttpURLConnection: http /b ee.C| leversion.php?VerCode=276&Type=57&shopld=261353&DevicelD=8XV7N15A30002497
HttpURLConnection: http /b ee.C| leversion.php?VerCode=276&Type=57&shopld=261353&DevicelD=8XV7N15A30002497
HttpURLConnection: http //b 2e.cl ieversion.php?VerCode=276&Type=57&shopld=261353&DevicelD=8XV7N15A30002497
HttpURLConnection: http //p :dd winp _cn/posapi/shop/261353-103/shopapi/modifyXmppState

HttpURLConnection: http //p :dd wing _cn/posapi/shop/261353-103/shopapi/getuntreatedorder

HttpURLConnection: http //p :dd wing .cn/posapi/shop/261353-103/shopapi/express/pub/shop/search

HttpURLConnection: http //p :dd wing .cn/posapi/shop/261353-103/shopapi/getuntreatedorder

HttpURLConnection: http A asing .cn/posapi/shop/261353-103/shopapi/getExchangelistBystate

Use Inspeckage Hook http request

IPC € + Hooks

New hooks | #* Replaces JRof®i:t:Ts

(N {"class":"cn R e | “method":"getAccount”, "result":"\"pphappy\" "}

N {"class":"cn.pospal.www.mo.PospalAccount”,"method":"getAccount","result":"\"pphappy\""}

Customize hooks with Inspeckage



&

C'  © 1270.0.1:8008
= ¥ Download ~ n £ LogCat _ App is running: true Module enable: true

UID: 10094 | Debuggable: false Package: com.emweenmydnriavemn

——l < GIDs: 3002-3003-3001 Data dir: /data/userfurt il — 0 Tree View

2.4.5.276 Allow Backup: true -

Package Information Shared Preferences Serialization Hash @3 saLite @1 HTTP File System Misc. WebView

PC@ + Hooks

i Clear

I SecretKezSEec;eO4bngszHgT'|dEwauw::,AESI, Cipher[AES/CBC/PKCS5PADDING] (NcJWkgmflS6s717PdrPSTNRNyli7uCYTnQvidK+zWM3ijSGoQdB5anKGoY

JfcDP74NkMZ2nk5aP1/0C/BeGx0zl11jJpyGxNZ8Q511byNDieAqiwVang+y64BgcJgPEavr5hJVBRvkxN2JvOa+tEB70s/NMNfzbvpJffw6 P37NRQCh1TK9cwbtNJEpCYU4PAbXu
U1RUL9wu8TbjrbTRBEIQatSKAXRpOZBX5WpMrNLbchflASLNdojadbwGIIFICZz0s/3C+9nplUBgBf7HKu95GCVO3UCVNZBCcCALkpeP67H/fgFpxUCFMZnAwW2Xv12ECTIYiYCai
rYVOjLkPrRi86HgKTAMMhuEoZxKMtBm3a9bnljVUrNXkX/Blv5uBvgoFhDImXfHUMcSV08+fzdXIHJLa2/011FgZJSivRQ1XfEJD7639ad4xok8rjgRk3wgjgTZLHS1FzUpHigonDaFx
etNjE8kyiwmjz7jUY+kZiU3Pt5TUgyUbvatOuPxN220VeKkN8Y S/wvkC2kpAOX1 EeB65mrt0JmHJat21pc2GKII9VBoeFKHMSz7NDMpduadk48/HjWYauQWZu99MB 1n6j14y/NOmd
23nox7D+0TGCoTSNBYEpwpOloSrlU0pkQ4j64zguNWiL+PT6egXVNXi9dGjL4w1RGD1cp5XbJwulPVdO+W405HPViJoyl09B/c/LhBCc1iLeg1IVhEqyNiicVV+Xgu8shpC+d/wijrsoV
KFwoCDgOlQ434MHtse4Uz81gbdnjmWGShIUJ+S6CJdgrrDUDfrf0dZs+ifuphcA/OfV3s50pGAFtMA10139mdfuRQLaODy1NSmMGc/3MY0zdP6knUojdqdz302Tr+IdBBCKonJzM
SecddoWgG1nlgCLXx9vHV9fzUyB+bBhZvjZjskNjVJysct9zAwagFSNILBDYus6Alrei410m7/7LkYBCQqiRx9SY/pjtbPB70zELIM1v0am1UxRPVITWFjsihYNvowpiRG+hvFGOZ2gxE
ViyAlzDkwdstUrJawONEj3FEOI6opylwED/be2/VbifWxCj2aUeo5TiXHbwS6MVI4/5DvJzxKlrzsyc TYmMR57 33trbj7n2zXg8a6 UoskOhtdXebheQQljatS4f0Ibz8QyEY8bctU94W78bjah

SgbyKfOXxpTSdR7p6xkUs2m3DA=, {"code":0,"data":{"areaMessage":{"1":0,"all":0},"hintTableList":[],"tableStatus":{"1":{"fdExpAmt":0,"fiCustSum":1, "fioccupyflag":2,"fiopenjo
b":0,"fisharebills":0, "fistatus":1,"fiwxmsgflag":0,"flag":0,"fsmareaid":"1","fsmtableid":"1","fsmtablesteid":"2","fsopenhstime":"2018-08-13 19:25:20","fsopenusernam

e ", "fssellno":"201808070003", "fsupdatetime":"2018-08-13 19:25:20","fsupdateuserid":"admin","fsupdateusername":"......... ", "hasPaylnfo":0,"lockedHostld":"","locked
tatus":0,"lockedUserlD":"","lockedUserName":"","ordersource":0,"prePayFlag":0,"prestatmentstatus":0}}},"head":{"device":"8XV7N15A30002497","dv":"2018-08-13 20:20:1
3","exe":0,"hd":"Cashier","ot":"5564f0eb-398a-43c9-98a2-841d87bda1b11808140812298","requestld": "table/refreshTableBizData_1534208645037","shopid":"261353","us":"

f25811c-e032-4ffd-877f-86dd6bbf9f5e1808140904035" "version":100},"message":"......"})

Encrypted with Inspeckage hook AES




Get Communication Data - Other Channels
234G:

Devices that require remote communication, such as vending, shared bicycle locks, etc.
Developers often think that this channel is very secure and rarely take hardening into consideration.
Through the fake base station GPRS hijacking,

Remote access triggering vulnerability can also be performed according to carrier network interoperability
issues

Bluetooth:

At this stage, mainly based on low-power Bluetooth, such as sports bracelets, smart thermometers,
Bluetooth unlocking, etc.

Developers generally think that this channel is very secure, and there are few hard-to-reinforce reinforced,
and there are many key leaks.

Traditional Bluetooth analysis can only track broadcast packets, and cottage devices can track frequency
hopping.
Mobile phone debugging mode to , simple and stable



Traffic Access, Sniffing, MITM for 234G Devices

* Fake base stations can be a risk for 2G networks as the mobile phone
is unable to authenticate the base stations

* Build a GSM base station system (tested legally)
» Hardware: Bladerf (higher accuracy in comparison with other SDR devices)

 Software: YateBTS (graphical interface / easy to install)

* How to auto connect a smart device to a fake base station

« Same thought process as sending text message to a cellphone from fake
base station: increase cell reselection parameters C1, C2

» Modify the YateBTS source code

* For detalls, please refer to my Defcon China talk

GSML3RRElements.cpp *

* Attack: Get traffic, MiTM, access port trigger...

L3SI3RestOctets::L3SI3RestOctets()
:L3RestOctets(),
mHaveSI3RestOctets(false),
III;;GVCSC-LC\. -L.;.UIIFGI GIIIC;.CI D( I—O-LDC; ’
mCBQ(0) ,mCELL_RESELECT_OFFSET(0),
m1EMPURARY_UFFSEI(V),
mPENALTY_TIME(9),
mRA_COLOUR(9),
mHaveGPRS(false)

* Other simple methods:

 The intranet of carrier is interconnected (10 or 172 network segments).
Simply purchase two sim cards to trigger port-based vulnerabilities.

OCo~NOULEWNRERES O



Step 2 - Analysis

Combine existing files, web requests, shells

* Use Netstat —tunlp to monitor and analyze the corresponding process
« Command injection, such as the contents of fopen() can be controlled
» Dangerous functions may cause overflows, such as strcpy()
* If shell is not an option, use port scan or stateless scanning
* If web is available:
» Determine configuration files and web source files
* Try web page vulnerability mining (php, cgi, lua scripts, etc.)

* Locate critical code locations (Reverse compilation, keyword, trace) based on network access to
obtain the encryption logic and interface parameter format

Finally get key data, or issue instructions



Example: Core Logic Problem of A Vending Machine

Bign FTe Mt 8%, HiAE KEHANE B X GEEE R P GERA ftp T ule. AR BE)

rootQ@ubuntu-14:~% nc T__._

=

tp://etftp:vyi - L 2 ""';/upda:efdm-\zipl

The FTP upgrade server password is leaked in the Bin file.

public void zfbnotify()

i
try
{

/update/ [¥)%<4]|

String sign = this.reguest.getParameter("sign");

String sign_type = this.reguest.getParameter("sign_type™); =4 Fod S EHN
String gmt_create = this.reguest.getParameter("gmt_create"); t
String seller_email = this.reguest.getParameter(“seller_email™); 051 igp 2 ¥B 5/1 A 12:00:00
String seller_id = this.reguest.getParameter("seller_id"); 052 iy > ME C 2 12:00:00
String quantity = this.reguest.getParameter("quantity"); ac . 2ir ¥e 6/5/20 F2E12:00:00
String notify_action_typel = this.reguest.getParameter("notify_action_type"); e £ : ¥e & T S 2 12+00:00
[String notify_action_type = this.reguest.getParameter("trade_status"); | e 1. 25 we 16/5/26 F212:00:00
String out_trade_no = this.reguest.getParameter("out_trade_no"); e P - 16/T/7 5 ';”“: 0
String trade_no = this.reguest.getParameter("trade_no"); 1 = : B 16/6/14 E212:00:00
String price = this.reguest.getParameter("price"); lA o . 6/14 F51 :”“: 0
String total_fee = this.reguest.getParameter("total_fee"); IA 4. zig 4 " . - :"": 0
this.log.info( {EE|E{IEEM: " + out_trade_no); 1 ; i -~ 4 ': . L i ROPLN
Orderform orderform = this.orderformService.getByvOrderFormId(out_trade_no); 1 i x - 6/14 1 p -00:00
ZFBPay zfbpay = new ZFBPav(); 1Z2345¢ - - 6/14 1 LE 001N
if (orderform == null) 12m, ra L 6/14 E£412:00:00
I 1 ra 1 kE 6/14 L5F 0000
orderform = new Orderformi); 14 2 ek 6/14 L5 00:00
orderform.setAmount (Integer.valuel+((int)({Float.valuelf(total_+fee).floatValue() * 188.8F))); i T o . ¢ I ' L1 5 L5 0000
orderform.setDanjial(Integer.valuel+F((int)({Float.valueldf(price).floatValue() * 188.8F))); 1=t n hie pel L1 5/16 ¥ 0000
orderform.setDazhe(Integer.valusOF(188)); ' 11 eshi jiahu H L 5 00:00
orderform.setOrderid(out_trade_no); 1t r T r aph XE 1 50:00
orderform.setMachineid(Integer.valuelf{out_trade_no.substring(@, 8))); ' 1t engji 1 I i EB 16/5/1 FF 00:00
orderform.setBorderid(trade_no); 1t eng ji ixiarwe 4 B /6 5 00:00
orderform.setAppid({seller_id); 1t engii x i armwe 4 ¥E /T 5 00:00
if (notify_action_type.equals({"WAIT_BUYER_PAY")) 1t engii xi arwe 4 ¥B T 5 00;00
{ 1xi liang ! k¥ B 1 1 5 21:00
orderform.setstatus("1"); 1 xunflulhenzhen-HOi iy 2 NE 6/1 E412:00:00
. DBTogls.MYMap.put{orderform.getOrderid() toString().substring(a, 22), rfungoushneg §iconfi z 4 kB 16/9/2 T48:23:00
z 4 z .4 kB /T F12:00:00
else if (notify_action_type.equals("TRADE_SUCCESSZ")) 2, Bslellouchengin on zig ‘: <P 16/5/13 :7 2

i

orderform.setStatus("2");

] Can control other vending machines to

Payment service not verified, resulting in 0 CNY payment update firmware arbitrarily



Information Disclosure and Configuration Modification for Two Smart Watches

{"Name"‘"86341203_' "Password""'78053@3461C5E33FC8
pe":Zﬁﬁ,"machSerlalNo":"15183/@0035289"}}..{"RC":
1,"Version":"00030000","SN":1074096116,"PL":
{"EID":"B0C2116A04126B9122919095E6BA24FD","BIND" : 0, "GID":
["888B31A71E5B75376A97EBD8A0010429" ] ,"GMT":"20170501184949080"}, "CID":
10212,"SID":"89D4229CEB9C4128A0DC45F20BE7399B" }. . {"CID":
80041,"Version':"00030000","SN" :

Configuration was modified by MiTM during interaction in the cloud



Information Leakage and Decryption in A Lock for Shared Bicycle

PUST /gsmlock HTTP/1.1
Host : Gl fo. so
Content-Type: text/plain
Content-Length: 116
Cache-Control: no-cache

qLUAAQBPMUhCMTCcXNDAZOTEXAYA4r551QtHTGB7GxD44V9bm102K5xSxAhz3Mg2z00Lem9qIXY6e0
LEPTAYTRrEfQHT7EyG6TUPhBay44z5BeawX80YQHTTP/1.1 200 OK

Date: Fri, 04 Aug 2017 22:11:53 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 76

Connection: keep-alive

X-Powered-By: Express

ETag: W/"4c-o0+ijHq59dUwrBdxcvODgDQ"

qLUAAQAVMUhCMTcxNDAzOTEXxAYAe+BOmKUwiwOgirvY5Sax1sLQy45XaioAu38M6gIxkpyYnAQ==

Encrypted cloud transmission

decrypt( LIxt):

key = hashlib.md5(" : 't .devide_id) .hexdigest() .decode("HEX")
key
cryptor = AES.new(key .mode)

plain_text = cryptor.decrypt(txt)
plain_text

aes_encrypt = AES_ENCRYPT()
aes_encrypt.devide_id = '1HB1715

aes_encrypt.decrypt('d31dlef31dcebad585ae71bd5a3c@365d66b5d6de92b320b18bd32cc6d332313 " .decode( 'hex'))

/opt/local/bin/python /Users/gaoshupeng/PycharmProjects/work/ofo/aes_test.py
n; QU8R §7 vG Wy
[61234[J0000000YR NYS NOOOO0000

Analyze firmware, get keys and upgrade agreements



FTP Server Protocol Command Injection in a
Communications Module

= 16;
accept(dword 15230, & , & );

, 9, 9x64u);
mems 2 B, Ox64u):
= getcwd(&s, Ox64u);

< D1 X 15 - | * “’

, Ox64u,

while ( 1)
I
1

= fgetc(
putchar(ve);
write(v3, &v6,

puts(“pipe open error in cmd_1i
- - | "
1 J
i



Some Essential Skills and Tips

* Soldering skills
, de-soldering, drag soldering, tinning, board washing, non-welding & de-soldering
 Use hot air gun for de-soldering, ball (low temperature tin paste)
* Jump Wire

* Buy genuine white soldering iron with adjustable temperature, which takes 8 seconds to heat up
without aging

* APK decompile, hook, dynamic debugging, Java code reading
* Web attack and defense and source code auditing capabilities
* Ability to code Python/Java

* Simple binary reverse analysis

* TCP, HTTP packet analysis by using Wireshark

* Familiar with cross-platform cross compilation



Some Essential Skills and Tips

* Common tools:
* Prepare gdb, tcpdmp, telnetd, nmap, masscan...

» Busybox in multiple platforms

* Common commands:
* busybox netstat -tunlp
* busybox telnetd -I /bin/sh &
* tcpdump -i xxx not tcp port xxxx -A
* nmap -sS -PN -T5



Q&A



