SLULEIHAD"

SHANCHAI 2019

MesaTEE SGX: {&H] Intel SGX &k
EX A TSI ARZUE S

Yu Ding May-29-2019

BE X-Lab Z2ARR



=E>afit

* https://dingelish.com
* https://github.com/dingelish

EEE X-Lab IB(ERLHRR e eneesd
Rust E%F&
imim Al /R Rk 1
MBS Rust-SGX InH

Map Satellite



https://github.com/dingelish
https://github.com/dingelish
https://github.com/baidu/rust-sgx-sdk

MesaTEE SGX
{&HD Intel SGX TBFFENA TEHEFIASURSIR

EAF [EFAFRF TER Intel SGX

* Intel SGX B &

* T Intel SGX M RFARIPIT EEGRFREIGAIHb

Hybrid Memory Safety
* 206N
* Intel SGX 3Ci%

& £ HA 1(E MATEEE/AMIESESR
. TR A
+ {8 Intel SGX STHNAI SN TERFIASURSH



MesaTEE SGX

EAF [EFAFRF TER Intel SGX

* Intel SGX B &

* T Intel SGX M RFARIPIT EEGRFREIGAIHb

Hybrid Memory Safety
* 206N
* Intel SGX 3Ci%

85 w5 #H (s HAILS6E/ AR IriESR
* AJ{5 (Trustworthy) ZlEIEHA?
* {1 Intel SGX SCILAIEHHIA TE BRI R DT



MesaTEE SGX
ahf] Intel SGX EEFIEEX A L& eI AREURE DR




MesaTEE SGX
ahf] Intel SGX EEFIEEX A L& eI AREURE DR




MesaTEE SGX
f&HD Intel SGX EFEXA TEHHIASIEIHT

ry VT
HIEFBR
HAR A (BaJLAREEFAR)

HBEZIBTEEE
HEEHEMARARARZARILL (- §eis



MesaTEE SGX
f&HD Intel SGX EFEXA TEHHIASIEIHT

R RT3 SRR

{$5F Intel SGX EBIZ{5{EF0 TEE
LIRS IR /Y

e e

LAl (EHOHATINE

{&F hybrid memory -afety ISR %
A{EHAIA LB XZRE S




MesaTEE SGX
ahf] Intel SGX EEFIEEX A L& eI AREURE DR

oY

Sy

1. Contract

M




MesaTEE SGX
{&HD Intel SGX TBFFENA TEHEFIASURSIR

EAF [EFAFRF TER Intel SGX

* Intel SGX B &

* T Intel SGX M RFARIPIT EEGRFREIGAIHb

Hybrid Memory Safety
* 206N
* Intel SGX 3Ci%

B8 w5 #H vl(E A ISR EURE S HESS
* AJ{5 (Trustworthy) ZlEIEHA?
* {1 Intel SGX SCILAIEHHIA TE BRI R DT



Intel SGX B =
HXSISRUCIEEGE, MALESZIRP

Protected Mode (rings) protects 0S frqm apps ...

Bad

- Code

Privileged Code

... and apps from each other ...

.. UNTIL a malicious app exploits a flaw to gain full
privileges and then tampers with the OS or other apps

Intel® Software Guard Extensions(Intel® SGX)
Frank McKeen, Intel Labs, April 15,2015
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Attack surface today Attack surface with Enclaves
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Intel® Software Guard Extensions(Intel® SGX)
Frank McKeen, Intel Labs, April 15,2015
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Non-Enclave
Access

™ Physical
Traditional [yfims

|IA Page Table
Checks

Enclave
Access

Replace
Address
With Abort
Page

Allow
Memory
_ Access |

Intel® Software Guard Extensions(Intel® SGX)
Frank McKeen, Intel Labs, April 15,2015
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User Process

Enclave

With its own code and data
Provide Confidentiality

Provide integrity

With controlled entry points
Supporting multiple threads
With full access to app memory

Intel® Software Guard Extensions(Intel® SGX)
Frank McKeen, Intel Labs, April 15,2015
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IhEFEIESE ( Remote Attestation ) EIXZ(E{TE

|EEXTEND EEXTEND
| Metgdata . Data Location - Data Location =

SHA-256 SHA-256 SHA-256
MRENCLAVE® MRENCLAVE! MRENCLAVE?2

.~ Metadata

SHA-256

MRENCLAVES

MRENCLAVE#

Sealing and Attestation in Intel® Software Guard Extensions (SGX)
Rebekah Leslie-Hurd, Intel® Corporation, January 8th, 2016
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Remote platform Host platform

1. Request

2. Calculate A- . Challenger
Enclave
TTTTIT CMAC nCIave

3. Send MAC

) b
) .-""-. ’ 4: :

SGX CPUT\; ,/
|

4. \erify I6 Send signature |

5. Sign with group key [EPID]

Figure is from "A First Step Towards Leveraging Commodity
Trusted Execution Environments for Network Applications”,
Seongmin Kim et al.



=5
Intel SGX B=
Intel SGX HRIERSZS

N BiEFIE R R e
FEREFMMIEIE SR HhiZEE
NRBFERFFA 752 KitE (Enclave)
IR(HEEEFNEETE

RIS I T
BrLEEHRiE), BFERETRAREF] SMM

R FREFERMERFERIRNENETT
B FRRERFF R A0 S E(R
EAFEFEETN




Intel SGX B =
BT Intel SGX 1R ISFMFRIATREER{SHE PR IGRAIHE A

Intel SGX HIFE(F R

75 syscall

7 RDTSC

7o CPUID

128 Mbyte HY EPC N7, THEEIXIXIHIRFIIREEEIS

7G mprotect



Intel SGX B =
BT Intel SGX 1R ISFMFRIATREER{SHE PR IGRAIHE A

Intel SGX HIFE(F R

75 syscall

7 RDTSC

7o CPUID

128 Mbyte HY EPC N7, THEEIXIXIHIRFIIREEEIS

7 mprotect: JIT? AOT?
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Python (CPython)

L= E TR Python Modules [l Python Libraries
‘ etc. ! | sources (300k /Modules /Lib

LoC)

Python Interpreter/JIT Python Modules @ Python Libraries

/pypy Written in /pypy/modules /1ib-python
safe RPython

RPython Type/Translator/JIT | RS e RPython Libraries External C Libraries
/rpython/translator, = No runtime index / hon/rlib (zlib, openssl,
/rpython/jit, etc. check for list o expat, etc)

MesaPy (with SGX support)

Python Interpreter/JIT Python Modules Python Libraries

/pypy /pypy/modules /1ib-python

IO EALENEEGI/ALIN | - Formal verification q .
/rpython/translator, = Type system R ylthotrl: L:blrg"es ;?:P’a_ce U".safi“ .
/rpython/jit, etc. hardening rpython/r ibraries using Rus
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Rusty-machine gbdt-rs

Remote attestation Data storage/trans | Interpreter

ring/rustls/webpki tvm-runtime
sgx_tstd

sgx_tlibc SgX_tcrypto




ReSRELRZLM Hybrid Memory Safety
RARTFRS I SGX thA0IES

#[no_std]

libstd

libpanic_abort libunwind librustc_demangle liballoc libc

compiler_builtins glibc

#1[no_core] libcore
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#[no_std]

libstd

libpanic_abort — librustc_demangle liballoc -

TP | .

#1[no_core] libcore
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Gradient-Boosting /REEHY

14
gbdt-rs 12
10
~2000 sloc of Rust — Self explain R
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500K 100K

samples with samples with
1000 features 600 features

rust Mc++

Seconds

300.00
250.00
200.00
150.00
100.00
50.00
0.00

1)||ZRE 8]

241.42
195.60
] 9.94 11.89
|
500K 100K

samples with samples with
1000 600 features
features

rust W c++
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Python (CPython)

/mPﬂlho/r;bljr::?:pﬁE’r“ E Unsafe C Python Modules [l Python Libraries
‘ etc. ‘ ‘ 1 sources (300k /Modules /Lib

LoC)

Python Interpreter/J IT% Python Modules J Python Libraries
/pYPY /pypy/modules /1lib-python
safe RPython

RPython Type/Translator/JIT |eFIIT RPython Libraries External C Libraries
/rpython/translator, - No runtime index /rpython/rlib (zlib, openssl,
/rpython/jit, etc. check for list expat, etc)

MesaPy (with SGX support)

Python Interpreter/JIT Python Modules Python Libraries
/pYPY /pypy/modules /1lib-python
SRR OEI T EAIELSEGI/ANE | - Formal verification RPvthon Librari
frpythonstrenslator, — Type system ython Libraries JI: =yt
h."t::n ,;::? :t: h.‘::-de:::'n g /rpython/rlib libraries using Rust



A u E - ‘A_ = I :" - ) |
< =: 5 BeFfUAZYE
Cg‘a'“‘ MesaTEE MesaTEE MesaTEE
Pl:nanr:r Executor 1 Executor 2 Executor N
‘ sﬁd Cluster Manager
Client
Solutions Spark MesaTEE Spark GraphSC OblivM H':'Emnmnfphic
ncryption
Data Encryption X v X X v
Oblivious X v v v X
Turnaround 1 sec 4-20 sec 2-6 days >100 days oo
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